Designing a Secret Handshake: Authenticated Key

Exchange as a Capability System
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1. Introduction
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2. Capability System
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! There are limitations to a cryptographic capability system. It is possible to implement what
Capability Myths Demolished[12] describes as the Capabilities as Keys model. In this model, actors
may delegate via any channel they can write to. Contrast this with the Object Capability model, which
incorporates a strict type system that can distinguish between data and capabilities, and thus prevent
capabilities from being mistakenly written as data.
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3. Notation

A — BRIRNE LRI RS HEIEE, A < BRR—DWPL, [T 4
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wE, FENRWENE B, ESLEPRESE, WERTER, EFRE L.

4. Prior Art
4.1. Authenticated Key Exchange - STS, TLS, SSH

Station to Station[8]WMMARTEIH, T H & JLFPHAT UM ISR,
P 1 (Station to Station)

> AES is an example of a protocol that has been shown to contain a misdelegation[2] (secure AES
implementations are possible, but suffer from poor performance). A good protocol design cannot
prevent a malicious implementer, but it can mitigate the effects of an incompetent one. Thus, a good
protocol design at least prevents a malicious implementer from feigning incompetence[5]. Thankfully,
maliciousness is not as common as incompetence.

* TLS (when used with ciphersuites that contain DHE or ECDHE), and SSH share their basic design
with STS, but using a hmac to prove they know a -b instead of encryption.
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B Bob KACHMM AR N o BT IXFALERRZB, STS BN RGIIFA IR
HH. °

4.2. Encrypted Key Exchange - CurveCP
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R E . CurveCP Jl B/ EATREW A AL =8 PR X — 7 AT S 30k, FFd
FHHRE box RARY %S A Bk S 52 GV
P 2 (CurveCP)

* Often the description of a handshake protocol ends as soon as each party is authenticated, but before
the client knows it is authenticated. If this is the case, the client could receive an authentication error (or
dropped connection) at the application layer, which is awkward. Thus, they do not know they’ve been
accepted until receiving the first encrypted message. For this reason I’ve presented STS as a 4 pass
protocol, even though the original paper describes it as a 3 pass protocol.

° Readers familiar with SSH will know the typical workflow for setting up a new server and accessing
it for the first time. A server is created (on a cloud service such as AWS), with the user’s public key in
the authorized keys file. The user connects with the ssh command, and since this is the first connection,
they will be prompted to accept the server’s key fingerprint. Most users will just hit Y, since that is
easier than checking. This allows a window for a man-in-the-middle attack, rendering ssh effectively a
trust on first use system. On the other hand, if SSH was a capability system, the user would need to
copy/paste the cap, completely avoiding this weakness. The user is likely to copy/paste the IP address
anyway, so if the address and key where combined into one token it would be no more awkward. SSH
requires an inconvenient security discipline, only followed by the most paranoid users, but a capability
system would provide naturally better security at the same level of convenience.
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5, XSS A R, B RS548 & Bob. FREUXLE B n] R Bl E
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3. EWINMIEGLRE, CurveCP A& —ANEACATRE ST HTEH T —4 curve25519 %
PHHEAT SR BAIE, BT LARIIE Bocere [61 AT B3 AT LURHAT ] A D38 B Bob—7E SCHR
FIXFRA Key Compromise Impersonation (KCI). #IEE Conrad 318 Beecres R
A LLSEATAT A P2 % Bobe A1 T #54Ji Alice, Conrad %] Bob, fE—AME
B a, K AT Bob, 24 Bob [BINH, 81— Boxr.n (A,| |Boxu.u (ay))
B T 18 Bob ZATHF B —FEMEH (A, Buore)s MARIE Alice BB E BN —
FEMH (Accerer, Bowiic) o WIS Conrad $F Buew, ABHTLAEAS Bob MMEREH.
R, Bueore & —ANBECAF, 1 CurveCP ANAE—AMERE RIFHIAE 1 R4t

4.3. Deniable Key Exchange - OTR, Noise, TextSecure

A — KRB AL DAL TR AYE O BT HAR (4, 11, 13] . IXAEIIRIEZ, =
PRFEATAEIEXGGIER, URA 2B H AR BRSO A4 BEYE .

XL T5 STS AHIF BRI, BIRIRIE R 2% 7 Ui 75 55 AR Iy 1 i B IR 55 2 %
B, ANER TR ARG . BOVRIRE SR, Fril—NrlHa 4 ) 2 A8 #2145 a] BARON
—MNRIFWEES RS, EHFHE D B TextSecure [111HUX OTR [4], HZ2H
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P 3 (noise)

® Again, actually a 4 pass protocol.
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5. A New Design
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AT S Il A ATATRSTFHRE 2] —DNEERE R KRG AR T .
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P 4 (Deniable Capability Handshake)

7 like STS, it’s really a 4 pass protocol
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WE, AT E T AR FE M S 4, B TN ILIER) Bobo [FIFEHE, W1 Bob EHEA
LS, B4 Alice ¥ TCIEHENT Hfh 2 13 B 1)/ Bobo HVFIX R AMAAEFI ML U1 2
PPIX R =M RIS 05?2 X R 0] DR 80 2 G2 BE R

IR Bob XA A F o I S A Ay, A B2 RVIHEAT N AIE B, AT S 58HIE
& g ] Lhd A 3 A — AN IR B S SR AR FEEE 4

XA EIEH, Bob MIAILEHE—FEES), HEVIZAEA noise Fl TextSecure
Fr BA RERCAT (KCT)

FARZ WSRO R AT R, (BFR AL RE Bl ff. @i, &
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H T 3RA 75 B AN 44 %8, DR B 43 mT DU — 5% 25 44 R A8 3 35 B R R
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P 5 (Capability-based Handshake)
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?¢7:b,
H = A,|Siga(Bp|hash(a - b))

A= B: B:‘JI[Q.HE_B](H]

A < B : Boxp.pjapay(Sigs(H))

Alice F1 Bob AZ#J HA%4H, A5 Alice FA R [A] Bob TEGUE . fflhi i fA T 252 i
FITAESRAIE B 88257 o TETERL,  Qseorer M Do SRR ZETFMIRE ST, HETENA
SEIEMLAT, FRAMIIRINE —MERE R IFINEE S R 5t

WOt AR . RATHEL S, EHRE, PN, KCT Ty, JRHRMERE KRR
WA BEBLAT, WEA BN (HRIEH L/ a) SE g k.

SEI RAEARAL, BT UARE — AN 1D FS3EFA IR E &2 A B . m
B, iR WA YIEEAL 3 T AR — R, I AERCEIEE — AR 2 /T, B
TCVERE R I o B 1T I iSO F (AN [R S FH A 7 vT R 2 AH Lt vT RE A2 1R 47 1) o

B E LA, FRATT A0/ N 3 B i I PR W T (Chosen Protocol Attack) [9]
()55 i o WERAE A4 B AE HoAth Mt 7 T, T e S B M L2544, TRE=



HEAMZAL . BT X L ja) A o] LS B BE T IR B (KD Rfgk. v DLdE S i
H K AEA hmac B3 EHRNIERL 28 . @R EA A K S E T %0
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¢ 6 (Secret Handshake)

? =7 :ap, hmack(ay)
747 : by, hmacyga.g (by)
H = A,|signa(K|B,|hash(a - b))
A— B I}O.'I.‘[Hm.bh.gl (H]
A B : boxig|aja-Bla-b (Signs(K|H|hash(a - b)))

55 DURTAR ], (H A2 L 3R N K TT 6, JF HLEEE B 2 A LS = I &
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H B & na s 2 2 i HfE . B— T, Gl A MORASZ 55— AN B E e %
Bk, ZE K JEe CPAL9] BESIEECHRE .

Alice 1 Bob BL7E W] LME AT L E%4H, Kla=bla<BJA b, FI—AMLEINZ
PSR AR 0L v i BT 22 4

6. Future Work

4 AR PSR IR TR Le B TR AR IR . XS R — A1l ) — IR PR
BEAT PRUC & RIBILA AT PSR — AN AR DM, — W45 E AT B Ca AL 7 20—k
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AL S ARRITE Alice Q{57 3] Bob HIAHH? BEJ) RGHIM S L HIHESEE — A
BB RE: ARG, EREkd, 7£ how M why bA —MEKKBH43
falM &, "EE—DMERRVEME, —ADHT, —A/\E ML, BUnT DLE SR i
BIWVUi cap. FIRPEMA G AT RER RN FR RSt

7. Conclusion

Road 7 —MEERAAR, &6 TRIRGN 4 LIEREF L. EAEZE
&, 2, WA, BUKCT Bt 661 RGN RABRE VT RS2 fit 7 — M HESE, K
I, HEHIL RN, B ME PR BRI IR Rgh, A

N

o]

® i.e. an application which is built on it. K should be updated if the implementation of the application

changes incompatibly. If backwards compatibility is required, the new protocol version could be used
on a new port, until the legacy version is fully deprecated. For an openly specified application K may
be publicly known. For a private application it may be a closely guarded secret.
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