Casper the Friendly Ghost

A “Correct-by-Construction” Blockchain Consensus Protocol
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2 |.e. all states accessible from that state through any valid protocol execution.
3 Consensus safe decisions have the following property: any decisions made on safe estimates by a protocol
following node will be consistent with decisions made on safe estimates by any other protocol following node.
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Definition 2.1 (Protocol Messages, M).
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Definition 2.2 (dependency, ).

my < my <= my =myorIm’' € J(ms).my <m'
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* All protocol messages at height 0 are valid because they have null justifications and € (@) =2. Then we can find

the valid protocol messages at height 1 by applying the estimator to their justifications (which are sets of [valid]
messages at height 0) for each message, only keeping valid messages. Similarly, we can find the valid protocol
messages at height n by applying the estimator to the justification of these messages (which are sets of valid
messages at height h < n). We are thereby able to collect all valid protocol messages and restrict M:



Definition 2.3 (Latest message).
m € L(v, M) <= #m’ € D(M) such that V(m') = vand m’ = m
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Definition 2.4 (Score of a binary estimate).
Score(e, M) = >y W (v) (1
veV
such that me L(v, M)
with E(m)=e
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Definition 2.5 (Binary estimator).
EM)=0 if Score(0, M) > Score(1, M), (2)
EM)=1 if Score(1, M) > Score(0, M), (3)
EM)=10 if Score(1, M) = Score(0, M) (4)
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Definition 2.6 (Equivocation).
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Definition 2.7 (Byzantine faulty node).
B(v,M) <= 3mi,ms € D(M) such that v = V(m1) A Eq(m1,m2) (6)
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Definition 2.8 (Fault weight).
F(M)= Y W() (7)
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Definition 2.9 (Protocol States).
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Definition 2.10 (Protocol Executions).
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Definition 2.11 (Binary Estimate Safety).
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3. Casper the Friendly Ghost
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Definition 3.1 (Blocks).
Genesis Block = {0}
M, = {Genesis Block} x V' x {Genesis Block}

n—1 n—1

an = U M,‘ xV XP(U Mx)
i=0 i=0
M = {Genesis Block} U lim U M;

AREET Z 26 NP S B HB R (B, VD), “HB”, “ER”, “&
FreE B AR A B R XA X B UL R AR R A AR . B, EATEA EAT
T 70 % B 4 R s

BNAL T E - LBHOAFRE XS XHEAN . KA1Fbilb,, F 7 KK Hb 7
X by By X 2 7, R

Definition 3.2 (Blockchain membership, b; | b2).
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Definition 3.3 (Score of a block).
Score(b, M) = > W(v) (11)
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Definition 3.4 (The Greedy Heaviest-Observed Sub-Tree (GHOST) fork-choice rule, £).

Data: A set of blocks, M
Result: The block at the head of the fork choice
b = Genesis Block
while b has children (C(b, M) is nonempty) do
scores = dict()
for each child of block b, b € C(b, M) do
| scores[b'] = Score(b', M)
end
if scores has a unique maximum then
| b =argmax(scores)
else
| b =the max score block with the lowest hash
end

end

return b ) )
Algorithm 1: The Greedy Heaviest-Observed Sub-tree Fork-choice rule, £
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Definition 3.5 (Blockchain Estimate Safety).
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4, —/MEREH R AMTNE (ASimple Safety Oracle)
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® Following the process decribed in the footnote about excluding invalid messages from the binary consensus.
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o BT E Se— 2, BE(L(v;, J(L(vi, M)))) =e
Definition 4.1 (v; sees v; agreeing with ¢ in M).

v == v = B(L(v;,J(L(vi, M)))) = e
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Definition 4.2 (v; can see v; disagreeing with e in M).

U4 %- v; <= Ime M :V(m)=v; Am > L(vj, J(L(vi, M)))) ANE(m) £ e
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BATHR BT B AR KA 1T = 2 E“clique oracle” 14 K A :

Data: An estimate e, a set of messages M € 3;

Result: True or False, an indicator when e is safe in M € ¥,

N = a tully connected network with undirected edges and validator names V" as nodes
for each non-Byzantine validator, v; € V do

for each non-Byzantine validator, v; € V do

if v; doesn’t see v agreeing with e in M (not v; j—;> v;) then

| N.remove_edge((v;.v;)) J
end

- - . . . e
if v; can see v; disagreeing with e in M (v; éb v;) then
M

| N.remove_edge((v;,v;))
end
end

end
N’ = N.maximum _weight_fully_connected_subcomponent(weights=1")
clique_weight=3%" .\, . W(v)
total_weight=3" .. W(v)
if 2%cligue _weight < total_weight then
| return False
end
if 2*cligue_weight > total _weight then
initial fault_weight = F'(M) (this will be < f because M € %;)
fault_tolerance = 2*clique_weight - total_weight
if fault_tolerance + initial fault_weight > t then
| return True
else
| return False
end

end
Algorithm 2: The “Clique Oracle”, S;
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6. Casper the Friendly Ghost with Validation Rotation
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Definition 6.1 (Blocks).

Genesis Block = {0} x {0} x ({0} x {Wyenesis})

M, = {Genesis Block} x V' x ({Genesis Block} x W)
rn—1 n—1

My = | Mix V x (P(|J Mi) x W))

=0 =0
n

M = {Genesis Block} U lim UM
i=0
HAVEAWR R R AN BB AT ES WV 2R
RMNEHFEX =PRI GHEREARRAFHNE, OF, X2 HIFETE
GHOST 4 X s B MM A FEAN KW FRFZ HEHE, ALFXHE (BAM) HREHFH
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Definition 6.2 (Score of a block, for Casper the Friendly Ghost with validator rotation).
Score(b, M) = > J(E(b)).W(v) (12)
veV

meL(v, M)
blE(m)

B <I(m). W AmEYIEBA & & B E

® Briefly, removing in-protocol fault tolerance thresholds allows every node to marginally contribute to consensus
(since more fault tolerance may allow more nodes to find safety) and therefore have a positive contribution to any
cartel (and thus it would not be in the cartel’s interest to censor them). It also removes focal points for
cartelization.



M FELANEXRFEZTL2MHEE (BFEGITE, PRSI RFT2HTE), B
WABEER, B, RINELUHHT &4 B0 4 #% 89 Casper the Friendly Ghost, — /&
A% BN bR HUER R T

7. EMWNEE

o t, ROFLEAB N EFER?, BETERB NN ERLRZE M,
T RATRY, AHNARIEE T B RERNEMAIF —MLafit.

FLPAF B MR, WA, GRANXHFHLRBIN (FERAFEHEER TR
AR BT W48, ok DX TR &3 e 8 Bk (3 H K Bl IRF )
[CITE]ER T, EAEMEN.

BRINNLEBAEEARXGE T BE, ZRENMFT2XELBNLRBNERT LM,
i H, FATLEA BRE RS AZA e R E B VE R R, AT & LUK B T
PATH A T AEM BRI R (RECRAIEAR AL WA EHE, w115 LERH
B3t Mot o Bl A0" Do),

¢ B 1 A R 1Z An A R 1E X R B RE R R S RIS R oA B BRATE A LA R E 8
EH. B2, RINAEFR —LILRENINE, HPGTLZeBET TP TR, X%
PR FFAT 2 BT B A 78 8 KB B3R R, B, RO 8 AT DA A B DUE (5 20
F= A B B DU B BICTR”, BATRE T AR T IE M £ 5K, ER T 35
EIE & W 4 (BI AV R B3 Bt 8] 7 2 B SR An il R P 45) oF, BT R (20 &40
=7 B

REdwmly, BHTENERRARE EHAAHEE S, HERKNITIEF T UL
#,

8. ZBUE

Casper the Friendly Binary Consensus#iCasper the Friendly Ghostél’]?iﬁﬂ}?%” BZ %
A, TEHWERZRT LA BT % &8 B o U AT B 9L & 45

ERRREE R, EMEEMBEFH— T RET. REE—NRILEHHE
EEAXMTFTH . EROHEBELT AT TERBA R,

7 We allowed completely unrestrained changes in the validator set between any block and any of its children. This
means that while we always have estimate safety unless there are t or more faults for nodes running X, we have not
restricted the total sum of the weights to be constant (or even greater than t). In practice, we either restrict the sum
of the weights to be constant or redefine t so that it refers to a proportion of the weight.

8 The code is available at https://github.com/ethereum/casper-chc
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Figure 1: A Binary consensus protocol execution. Dotted lines are messages included in the justification of
the later message. The label on the nodes represents the estimate of the message. A message is coloured if it
has achieved some amount of Byzantine fault tolerant estimate safety, accoring to a clique oracle given its
justification. The darker the colour, the more faults are tolerated by the estimate
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Figure 2: Blockchain protocol execution with 3 validators, vg, v1, v2. Each node labeled 0 is the first message
from that validator, and the nodes verically aligned above each validator represent messages made by that
validator. Dotted black lines are messages included in the justification of the later message. Blue lines represent
the forkchoices of the validators given by their latest blocks. Solid grey lines are prevblock pointers (that aren’t
blue because they are no longer the validator’s forkchoice). The red line is the result of applying GHOST to
the set of messages displayed here.



Figure 3: In this execution of the blockchain consensus protocol, we observe some safe blocks. They are
colour coded the same way as in the earlier, however this time they represent the blocks that are seen to be
safe from the view that includes all of the nodes. In contrast, in the binary consensus we displayed safety that
was detected locally.
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Figure 4: Finally, in this execution of the blockchain consensus protocol where the validators are able to pass
blocks around in a “round-robin” configuration, we observe the (O(1) messages received per (finalized) block.
This is possible because each block contributes to the consensus safety of many blocks.
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