P2P Network

X—EB o YR T LA P2P MY ({BEXHAR—NEEAS ), BREWR
B IEIELEEIEMN IP to IP XS, BIP70 X {31Hi. GetBlockTemplate mining
MY R FET MK TE Bitcoin Core B 5 AR A< H S I HY B £ 1o

FIERNRBEHELRERE TCP 2L,

AR RFEAFSERRA , SNERTFRINAE 2 F T BHGR/ N RIR
Fri& 4.

FENMRIAE

LT EEMERIAEE B Bitcoin Core chainparams.cpp R X4,
Network Default Port Start String Max nBits
Mainnet 8333 0xf9beb4d9 0x1dOO0ffff
Testnet 18333 0x0b110907 0x1dOOffff
Regtest 18444 Oxfabfb5da O0x207fffff

SEE . EHEH testnet start string # nBits %1 F testnet3 B ; FRIARY testnet
FAT N TRANFZRENESH ( THLHEMN ) nBits,
DTSR UUEHRT SMTHiwO ( S -help » Start string REFTEEE
MRS LB AEN RN ERBEER ; ]t 88 HIE S Bitcoin
Core XREIEEMBE XM+, LR nBits R KIKIMFH ; 41/ IKH
I 7E P 48 £ %%

Bitcoin Core B9 chainparams.cpp A 2ENEFEANEMEER |, SI0FE
P 2% B9 Bt X IR B S %5

T AR AR
TRIHET—LESIEN P2P MEHUAMRA HARIHRASIESE — 11,
# Z Bitcoin Core 0.14.2 , HEF MR Z 70015,
#8R

hR A< EEEY
il


https://bitcoin.org/en/developer-guide#getblocktemplate-rpc
https://bitcoin.org/en/developer-guide#getblocktemplate-rpc
https://github.com/bitcoin/bitcoin/blob/master/src/chainparams.cpp
https://bitcoin.org/en/developer-guide#term-network
https://bitcoin.org/en/glossary/start-string
https://bitcoin.org/en/glossary/nbits
https://bitcoin.org/en/glossary/mainnet
https://bitcoin.org/en/glossary/testnet
https://bitcoin.org/en/glossary/regression-test-mode
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* New banning behavior for invalid compact blocks #9026in

v0.14.0, Backported to vo.13.2 in #9048.

BIP152:

[ ]
Added sendcmpct| cmpctblock), getblocktxn |blocktxn me

ssages

e Added MsG_cMPCT BLOCK inventory type to getdata message.

BIP133:
* Added feefilter message.

* Removed alert message system. See Alert System

Retirement

BlP130:

* Added sendheaders message.


https://bitcoin.org/en/release/v0.13.2
https://bitcoin.org/en/release/v0.13.2
https://bitcoin.org/en/release/v0.13.2
https://bitcoin.org/en/release/v0.13.2
https://bitcoin.org/en/glossary/block
https://github.com/bitcoin/bitcoin/pull/9026
https://github.com/bitcoin/bitcoin/pull/9048
https://bitcoin.org/en/release/v0.13.0
https://bitcoin.org/en/release/v0.13.0
https://bitcoin.org/en/release/v0.13.0
https://bitcoin.org/en/release/v0.13.0
https://github.com/bitcoin/bips/blob/master/bip-0152.mediawiki
https://bitcoin.org/en/glossary/inventory
https://bitcoin.org/en/developer-reference#getdata
https://bitcoin.org/en/release/v0.13.0
https://bitcoin.org/en/release/v0.13.0
https://bitcoin.org/en/release/v0.13.0
https://bitcoin.org/en/release/v0.13.0
https://github.com/bitcoin/bips/blob/master/bip-0133.mediawiki
https://bitcoin.org/en/developer-reference#feefilter
https://bitcoin.org/en/developer-reference#alert
https://bitcoin.org/en/alert/2016-11-01-alert-retirement
https://bitcoin.org/en/alert/2016-11-01-alert-retirement
https://bitcoin.org/en/release/v0.12.0
https://bitcoin.org/en/release/v0.12.0
https://bitcoin.org/en/release/v0.12.0
https://bitcoin.org/en/release/v0.12.0
https://github.com/bitcoin/bips/blob/master/bip-0130.mediawiki
https://bitcoin.org/en/developer-reference#sendheaders
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BIP111:
e filter* messages are disabled without NODE_BLOOM after

and including this version.

e Send multiple inv messages in response to

a mempool message if necessary

BIP61:

* Added reject message

* Added notfound message.

BIP37:
* Added filterload message.

* Added filteradd message.

* Added filterclear message.

* Added merkleblock message.

* Added relay field to lversion message

e Added \MSG FILTERED BLOCK inventory type

to getdata message.

BIP35:

* Added mempool message.


https://bitcoin.org/en/release/v0.12.0
https://bitcoin.org/en/release/v0.12.0
https://bitcoin.org/en/release/v0.12.0
https://bitcoin.org/en/release/v0.12.0
https://github.com/bitcoin/bips/blob/master/bip-0111.mediawiki
https://bitcoin.org/en/release/v0.9.0
https://bitcoin.org/en/release/v0.9.0
https://bitcoin.org/en/release/v0.9.0
https://bitcoin.org/en/release/v0.9.0
https://bitcoin.org/en/developer-reference#inv
https://bitcoin.org/en/developer-reference#mempool
https://github.com/bitcoin/bips/blob/master/bip-0061.mediawiki
https://bitcoin.org/en/developer-reference#reject
https://bitcoin.org/en/release/v0.8.0
https://bitcoin.org/en/release/v0.8.0
https://bitcoin.org/en/release/v0.8.0
https://bitcoin.org/en/release/v0.8.0
https://bitcoin.org/en/developer-reference#notfound
https://github.com/bitcoin/bips/blob/master/bip-0037.mediawiki
https://bitcoin.org/en/developer-reference#filterclear
https://bitcoin.org/en/developer-reference#filteradd
https://bitcoin.org/en/developer-reference#filterclear
https://bitcoin.org/en/developer-reference#merkleblock
https://bitcoin.org/en/developer-reference#version
https://bitcoin.org/en/developer-reference#term-msg_block
https://bitcoin.org/en/glossary/inventory
https://bitcoin.org/en/developer-reference#getdata
https://bitcoin.org/en/release/v0.7.0
https://bitcoin.org/en/release/v0.7.0
https://github.com/bitcoin/bips/blob/master/bip-0035.mediawiki
https://bitcoin.org/en/developer-reference#mempool
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* Extended getdata message to allow download of memory

pool transactions

BIP31:
* Added nonce field to ping message

* Added pong message

BIP14:

* Separated protocol version from Bitcoin Core version

* Added getheaders message and headers message.

* Added time field to addr message.


https://bitcoin.org/en/release/v0.7.0
https://bitcoin.org/en/release/v0.7.0
https://bitcoin.org/en/developer-reference#getdata
https://bitcoin.org/en/release/v0.6.1
https://bitcoin.org/en/release/v0.6.1
https://bitcoin.org/en/release/v0.6.1
https://bitcoin.org/en/release/v0.6.1
https://github.com/bitcoin/bips/blob/master/bip-0031.mediawiki
https://bitcoin.org/en/developer-reference#ping
https://bitcoin.org/en/developer-reference#pong
https://bitcoin.org/en/release/v0.6.0
https://bitcoin.org/en/release/v0.6.0
https://bitcoin.org/en/release/v0.6.0
https://bitcoin.org/en/release/v0.6.0
https://github.com/bitcoin/bips/blob/master/bip-0014.mediawiki
https://github.com/bitcoin/bitcoin/commit/82201801336f64ee77851b9eaab9383ee4e442f0
https://github.com/bitcoin/bitcoin/commit/82201801336f64ee77851b9eaab9383ee4e442f0
https://github.com/bitcoin/bitcoin/commit/82201801336f64ee77851b9eaab9383ee4e442f0
https://github.com/bitcoin/bitcoin/commit/82201801336f64ee77851b9eaab9383ee4e442f0
https://bitcoin.org/en/developer-reference#getheaders
https://bitcoin.org/en/developer-reference#headers
https://github.com/bitcoin/bitcoin/commit/c891967b6fcab2e8dc4ce0c787312b36c07efa4d
https://github.com/bitcoin/bitcoin/commit/c891967b6fcab2e8dc4ce0c787312b36c07efa4d
https://github.com/bitcoin/bitcoin/commit/c891967b6fcab2e8dc4ce0c787312b36c07efa4d
https://bitcoin.org/en/developer-reference#addr
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* Added alert message.

» Added checksum field to message headers,
added verack message, and added starting height field

to version message.

* Added transmitter IP address fields, nonce, and User Agent

(subVer)to version message.

Message Headers
MEDUANFIEESERAEENESRER  ER®HT —IMNENSFRE
BAM—NAENEREA. HEXRXZE


https://github.com/bitcoin/bitcoin/commit/c891967b6fcab2e8dc4ce0c787312b36c07efa4d
https://github.com/bitcoin/bitcoin/commit/343328c6b8db85e58a1feea85f0d10e62967fa19
https://github.com/bitcoin/bitcoin/commit/343328c6b8db85e58a1feea85f0d10e62967fa19
https://github.com/bitcoin/bitcoin/commit/343328c6b8db85e58a1feea85f0d10e62967fa19
https://github.com/bitcoin/bitcoin/commit/343328c6b8db85e58a1feea85f0d10e62967fa19
https://bitcoin.org/en/developer-reference#alert
https://github.com/bitcoin/bitcoin/commit/42605ce8bcc9bd01b86491c74fee14de77960868
https://github.com/bitcoin/bitcoin/commit/42605ce8bcc9bd01b86491c74fee14de77960868
https://github.com/bitcoin/bitcoin/commit/42605ce8bcc9bd01b86491c74fee14de77960868
https://github.com/bitcoin/bitcoin/commit/42605ce8bcc9bd01b86491c74fee14de77960868
https://bitcoin.org/en/glossary/message-header
https://bitcoin.org/en/developer-reference#verack
https://bitcoin.org/en/glossary/block-height
https://bitcoin.org/en/developer-reference#version
https://github.com/bitcoin/bitcoin/commit/cc0b4c3b62367a2aebe5fc1f4d0ed4b97e9c2ac9
https://github.com/bitcoin/bitcoin/commit/cc0b4c3b62367a2aebe5fc1f4d0ed4b97e9c2ac9
https://github.com/bitcoin/bitcoin/commit/cc0b4c3b62367a2aebe5fc1f4d0ed4b97e9c2ac9
https://github.com/bitcoin/bitcoin/commit/cc0b4c3b62367a2aebe5fc1f4d0ed4b97e9c2ac9
https://bitcoin.org/en/developer-reference#version

char[4]

char[12]

vint32_t

char[4]

&
Pt

Magic bytes indicating the originating network; used
to seek to next message when stream state is

unknown.

ASClII string which identifies what message type is
contained in the payload. Followed by nulls (oxo00) to
pad out byte count; for

example: version\0\0\0\0\0|

Number of bytes in payload. The current maximum

number of bytes (Max_s1zE ) allowed in the payload
by Bitcoin Core is 32 MiB—messages with a payload

size larger than this will be dropped or rejected.

Added in protocol version 209.

First 4 bytes of SHA256(SHA256(payload))

in internal byte order.

If payload is empty, as

in verack and getaddr messages, the checksumis
always oxsdf6eoe2 (SHA256(SHA256(<empty
string>))).

AT RBIR K B&RERER verack JHEM mainnet SEELAER T3

=
sl B
s
start
4 .
string
command
12
name
payload
b4 .
size
4 checksum
R,

1299@194elY ccoccocoocoocoocoooccooo

766572616360000000000000 ...

00000000 ccocccococcoccocoooso

Start string: Mainnet
Command name: verack + null padding

Byte count: 0


https://bitcoin.org/en/glossary/start-string
https://bitcoin.org/en/glossary/start-string
https://bitcoin.org/en/glossary/start-string
https://bitcoin.org/en/developer-guide#term-network
https://github.com/bitcoin/bitcoin/blob/60abd463ac2eaa8bc1d616d8c07880dc53d97211/src/serialize.h#L23
https://bitcoin.org/en/developer-reference#protocol-versions
https://bitcoin.org/en/glossary/internal-byte-order
https://bitcoin.org/en/developer-reference#getaddr
https://bitcoin.org/en/developer-reference#verack

5dfeele2 ... .. Checksum: SHA256 (SHA256 (<empty>))

HEHR
TR EE2MERFREERZ NXREROHSE,

Request For Help Reply With Reply With

Request For Specific Data

Getting Up To Date Inventory Requested Data
getheaders headers
tx
getblocks S / block
tdat
P inv getdata —
mempool \merkleblook
notfound

Overview Of P2P Protocol Data Request And Reply Messages
IR EEMFEA inventories ¥EN R 5 MRAIHE—FRIREF. Inventories B
—MEEM 36 FTHEW

F GRS
. 2% U
# il
type The type of object which was hashed. See list of
4 uint32_t
identifier type identifiers below.
SHA256(SHA256()) hash of the object in internal
32 hash char[32]
byte order.
HAl A ARBERANE
Type
Name Description
Identifier

1 MSG TX The hash is a TXID.


https://bitcoin.org/en/glossary/internal-byte-order
https://bitcoin.org/en/glossary/internal-byte-order
https://bitcoin.org/en/developer-reference#term-msg_tx
https://bitcoin.org/en/glossary/txid

Type

Name Description
Identifier

2 MSG_ BLOCK The hash is of a block header.

The hash is of a block header; identical
to MsG_BLOCK . When used in
a getdata message, this indicates the
response should be

3 MSG_FILTERED BLOCK = a merkleblock message ratherthan
a block message (but this only works if
a bloom filter was previously
configured).Only for use

in getdata messages.

KEGRIRFENAT 3 WRERBZHEATLUEHEI, Bitcoin Core ZBE T
TAEXLERANERHP inventories,

X R
block BB ATEFSILXREB 2 PR E XA M ENF I XR, X

BRI A#HSEEAGF. ENUAURNTRENRR K

1. GetData W5 : T RFHRAREE NM@MB —NiER MSG_BLOCK FEH
inventory B X3R# getdata SHE. |, ( RIZZTT REBZXHRTH )

. Unsolicited : —F TR AIERFE RN HEMIIFEZHHXIREB block 15
BARMIMNNAMENER. TEXFTMBMENNERE , RARATLATREKE IR
BEUMSATREEXSR AR IE— R iR — XREEATEENE R,

N

GetBlock

getblocks JHEFER— inv HE ZHEEREREEMNXREPHRFRELTHRHEX
RABFCEAT - NE-RXBEWTHEINNEFRIREBEMEENRERBER
TRBEINXR,

EEMTERNINS/ATREE SN FENXREFEFHAXR |, FrE
getblocks JHE AR RAEEA M LT RS ELL@EE G RA SN LEI,


https://bitcoin.org/en/developer-reference#term-msg_block
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/developer-reference#term-msg_block
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/developer-reference#term-msg_block
https://bitcoin.org/en/developer-reference#getdata
https://bitcoin.org/en/developer-reference#merkleblock
https://bitcoin.org/en/developer-reference#block
https://bitcoin.org/en/glossary/bloom-filter
https://bitcoin.org/en/developer-reference#getdata
https://bitcoin.org/en/developer-reference#block
https://bitcoin.org/en/developer-reference#term-msg_block
https://bitcoin.org/en/developer-reference#getdata
https://bitcoin.org/en/developer-reference#block
https://bitcoin.org/en/developer-reference#getblocks
https://bitcoin.org/en/developer-reference#inv
https://bitcoin.org/en/developer-reference#getblocks

XAFERGERIERAERCNABABENRE— KBS FREMBEEE
KIg %,
AR BERAARSTWERAEN - M AXRKBFN inv HR. BAMEA
BN FRUKRE SN XRERBERTRREN,
MRBRITRXBEIIRPERI-MHEHLRS  EFRERRE -—MHEK
REQMMXHR (XR 0), FRIAEFEEESMXR 1 FHATKERFD inv HR
FHRTEE (F-MXREGHXRZE )

A
" 22 HERE 23U
The protocol version number; the same
4 version uint32_t

assentinthe version message.

The number of header hashes provided
not including the stop hash. There is no
compactSize  limit except that the byte size of the
Varies = hash count
uint entire message must be below

the mMax_s1zE| limit; typically from 1to

200 hashes are sent.

One or more block header hashes (32
bytes each) in internal byte order. Hashes
block should be provided in reverse order
Varies char[32]
headerhashes of block height, so highest-height hashes
are listed first and lowest-height hashes

are listed last.

The header hash of the last header hash
being requested; set to all zeroes to
request an inv| message with all

32 stop hash char[32]
subsequent headerhashes (a maximum of
500 will be sent as a reply to this

message; if you need more than 500, you


https://bitcoin.org/en/developer-reference#inv
https://bitcoin.org/en/developer-reference#inv
https://bitcoin.org/en/developer-reference#version
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/block-header
https://github.com/bitcoin/bitcoin/blob/60abd463ac2eaa8bc1d616d8c07880dc53d97211/src/serialize.h#L23
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/glossary/internal-byte-order
https://bitcoin.org/en/glossary/block-height
https://bitcoin.org/en/glossary/block-height
https://bitcoin.org/en/glossary/block-height
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/developer-reference#inv
https://bitcoin.org/en/glossary/block-header
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. A R E U
£

will need to send

another getblocks message with a
higher-heightheader hash as the first
entry in block headerhash field).

TR+ At #lmHERERT —1 getblocks SHE. ( HEKHWERE, )

T1110100 @i i ettt ettt ettt Protocol version: 70001

L Hash count: 2

d39£608a7775b537729884d4e6633bb2

105e55a216a14d31b0000000000000000 ... Hash #1

5c3e6403d40837110a2e8afb602blc01

714bda7ce23bea0a0000000000000000 ... Hash #2

00000000000000000000000000000000

00000000000000000000000000000000 ... Stop hash

GetData

getdata JHEBERXKBZ M RH—NHS M EENR. XENKREH—
AN inventory FTERH , BRTRBEELEBET —/ inv JHEREVRXAMNEE,

%t getdata JHE YNGR AT AR — 4 tx SEEL. block jEE.. merkleblock jH B 5
# notfound S8 &

WHEETREATEREERE SINFERZFTBFETARIRPRES
B, IREENTRELEXRBEBEEFEFEHENRS , BACIEEARELE
REBXR, HFXNREEA ,getdata HEBENZRATERRE— inv 8
BREERIEE TR RERKE,


https://bitcoin.org/en/developer-reference#getblocks
https://bitcoin.org/en/glossary/block-height
https://bitcoin.org/en/glossary/block-height
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/developer-reference#getblocks

getdata SEEM X MBZEARH S inv BEEMERE ; REHEEXTE,

GetHeaders

AR 31800 AN,

getheaders JEEER— headers HE , WHERBEMNXREPTHEFER
FHROXRK, EAT—NE-RMFSBINANERIIRBEEREEIRX,

getheaders HEJLFE getblocks EEME , RE—2X 5 : X getblocks
SHER inv BEFaETEE 500 MXBRKGH ; EIE getheaders HEH
headers &%k 2,000 Xk,

Headers

EARE 31800 A F 0,

headers & BN RHRLKEB%F A getheaders SHEBFRISELNT S,
— headers JHE R LA R ZE,
F

" A R RE ;iU
£

Number of block headers up to a maximum of
compactSize  2,000. Note: headers-first sync assumes the
Varies = count
uint sending node will send the maximum number

of headers whenever possible.

Block headers: each 8o-byte block headeris in
the format described in the block headers
section with an additional oxoo suffixed. This

Varies headers block_header = oxoo is called the transaction count, but
because the headers message doesn’t include
any transactions, the transaction count is

always zero.

TiR+A#EHBMEERERT — headers HE, ( HELBHAHE, )

00 ittt e e et e e e e et Header count: 1


https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/glossary/headers-first-sync
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/developer-reference#block-headers
https://bitcoin.org/en/developer-reference#block-headers
https://bitcoin.org/en/glossary/block-header

02000000 + v i et i i ittt it et Block version: 2
b6£f0blb1680a2862a30cad4d346d9e8
910d334beb48cal0c0000000000000000 ... Hash of previous block's header

9d10aab52ee949386ca9385695f04ede?

70dda20810decdl2bc9b048aaab31471 ... Merkle root

24d95a54 ... e Unix time: 1415239972
30C31bLI8 vt e e e e e e e e e Target (bits)

feOf0864 ... i e e e Nonce

00 vttt e e e e e e e e e e e e e e e Transaction count (0x00)
Inv

inv JHE (inventory JHE. ) i — M ZMNRIEHZ EFHX R inventory, &
AL ARELBERNEHRERETHNRZIBXR , FECAUFEKIEUEE
getblocks JHE.3 mempool & &..

BEWH TG — inv SBEEAFH inventories 522 & F|# inventories 31T
HE , RAEEAREEERERRIHNR,

/|

F
A HiERE U
%
compactSize
Varies = count The number of inventory entries.

vint

' . . One or more inventory entries up to a
Varies Inventory = inventory
maximum of 50,000 entries.

TiRFBE+AHFRMEBRBRT —NEBHD incentory XB# inv JHE. (BHE
BB, )


https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/inventory
https://bitcoin.org/en/glossary/inventory
https://bitcoin.org/en/glossary/inventory
https://bitcoin.org/en/glossary/inventory

01000000 & oi ittt ittt ettt et Type: MSG TX
de55££d709ac1£5dc509a0925d0blfc4

42ca034£224732e429081dalb621£55a ... Hash (TXID)

01000000 &+ uuevmne e ee e ieeeennnnn Type: MSG_TX
91d36d997037e08018262978766£24b8

a055aaf1d872e94ae85e9817b2c68dc7 ... Hash (TXID)

Mempool

FEPIARZR 60002 H 7R 0,

mempool SHEBERBKW T RRIENEREEARHIEXRPHRZH TXID,
MEEEKRT SNRELFNRSZ . mempool SHEHNMB R —PHRZH inv
HE | HPFEEEE inventory XM TXID,

LUEFE-RNEZIINER , K% mempool HERIFEERAN., TEMNT
KRANEAECKREBENE EATANKBIHLHBREBIANRE XN TiHE
NN ERAMBERSHNT I AHEER. SPV BEFRATUERX
mempool ZEIRERIERR , NI REBREEZSRBARS ; AT —IMRIE
BHNEFHRSEHEEEXN A L BRAIANR S

mempool JEEH inv IINHZRAR— N RNRENE MA2ME LK
INRBHNTESIR, UTRZIRTEFTEN —LEHMERR :

#£ Bitcoin Core 0.9.0 ZHi , Xf mempool JHEMTWN RAE—Ninv EE, —

AN inv SHEBBREI 50,000 4 inventory , Bt — N B & KT 50,000 M5B

WARFEBN T RT2KEFTERNZR. Bitcoin Core WEFMARBEFTELIE

RABEZ M inv SHER5| A ETEN RN F i,

mempool B B H B8l N & filterload B & 89 BLOOM_UPDATE_ALL #

BLOOM_UPDATE_P2PUBKEY_ONLY #REFZL#E. Mempool X3 T

XRARZZBEREF , FTA—NMER—NXHNRS (tx2 ) IAHIAESR

ZXHNRS (tx1) 28, XERE BN IEFEMNFFERE =R

MNEBES (X1 MEBERZEFTRBE—REKT EHIANRF( tx2 ) 7 Bitcoin
Core [BIF #2381 FELRE , RBEHITIBB[AE 2 AR M ZEHEF.



# mempool HEHFRBEREHA. AXTERARNERNRE , ESHH
BX#a,

MerkleBlock

W BIP37 ATk , £ FMUARAS 70001 A7 Ao

merkleblock SE 22X inventory 2£# MSG_MERKLEBLOCK k&R —
MXRH getdata HEHNEE, XRZEEN—&5 WRKRIEMTENRS ,
CATFER xR R AT,

MR —-MNIIRBE LTS LA filterload JHEIRE , B84 merkleblock JHE S
EFFERRPETRFHACENEMARSZH TXID , URESLEFBLR ZiEE
B X R KF merkle BREIX IR merkle B ERIER D, ZHEE D E XRKH — 145
SEEN  UATFEF N EBFTEIHEIAE proof of works

F i .
N A BERE ek
5
block The block header in the format described
8o block_header
header in the block header section.
The number of transactions in
transaction
4 uint32_t the block(including ones that don't match

count
the filter).

compactSize  The number of hashes in the following
Varies = hash count
uint field.

One or more hashes of both transactions
Varies = hashes char[32] and merkle nodes in internal byte order.

Each hash is 32 bytes.

flag byte compactSize  The number of flag bytes in the following
Varies
count uint field.

Varies = flags bytel[] A sequence of bits packed eight in a byte


https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/developer-reference#block-headers
https://bitcoin.org/en/glossary/block
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/internal-byte-order
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/compactsize

BN R E U

.

with the least significant bit first. May be
padded to the nearest byte boundary but
must not contain any more bits than that.
Used to assign the hashes to

particular nodes in the merkle tree as

described below.

TiRFEBN T AEFMERRT —MNET 546|733 M merkleblock SHE o
(HELEHAE, )

01000000 & .iiiee ettt eeeeneeeannnns Block version: 1
82bb869cf3a793432a66e826e05a6fc3
7469f8efb7421dc88067010000000000 ... Hash of previous block's header

7£16c5962e8bd963659¢c793ce370d95€F

093bc7e367117b3c30c1£8£dd0d97287 ... Merkle root

T6381DAd it Time: 1293629558

4c86041D it e e nBits: 0x04864c * 256** (0x1b-3)
554198529 ccoococoooooo0000000000000000 Nonce

07000000 ccoocococoococoooocoooooooo000000 Transaction count: 7

@4 c00000000000000000000000000000000 Hash count: 4

3612262624047ee87660bela707519%a4

43blclce3d248cbfc6cl5870f6c5daa?2 ... Hash #1

019£5b01d4195ecbc9398fbf3c3blfad

bb3183301d7alfb3bdl74fcfa40a2b65 ... Hash #2

41ed70551dd7e841883ab8f0blobf041

76b7d1480e4£f0af9£3d4c3595768d068 ... Hash #3

20d2a7bc994987302e5blac80fc425fe


https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/merkle-tree
https://bitcoin.org/en/developer-reference#merkleblock

25f8b63169eca78e68fbaaefab9379%bf ... Hash #4

0L ittt e e e e e et Flag bytes: 1

16l 600000000000000000000000000000000 Flags: 1 01 11000

EE Y4Bt , A merkleblock SEEIRM T ITHETIESSM B AT
S8 TXID, EiZmEBEWMENMETERET  BTiZ TXID NEEXZE
merkleblock SHE Z B ENB/ER tx HE KX H %,

4T MerkleBlock 8 &
W EESERE A S TR, merkleblock SHERAM T =R SR KIE
KB —AIRFIHHR. —PMBIIRUR — MR EBRESR,
RAERARZITEBRAE—NZEH merkle . BITFHFANEBINFKER
A=A R ; KR TXID TR—XEFTLIHHIIZ TXIDs ; HRT K (2
merkle & ) 3E TXID T R—EA1XFR L ATES — TXID EBFMEN &SI , B8
BNEFEANXBIX .

Flags 1 1 0o 0o 0

/ A
) 7 Non-TXID
Hashes H2  HI  H4 H1 . Nodes

Legend

x| cof & Ry i e ll!\_YI
Wait Hash Hash TXD

For Com- From Filter N-IZJES
Child puted List Match

gif ik : https://bitcoin.org/img/dev/animated-en-merkleblock-parsing.gif

&R E417E merkleblock B EH HIMH IR FREFBFIMIRE (flag o HEA
BT —MEER T — NS E , BRATENRIIRPH T —MrESET , B
FEIXREMNBEAERANE -,

M merkle BT RFE—MrETFHR. TRERTUNAETF EELENT R
= TXID 1 RIERIE TXID H /LR EIFE. —BEF— M HrENAR—IMTR
TERS —IMENAZR MR , IEAERAR—MrE,.



Flag TXID Node Non-TXID Node

Use the next hash as
this node’sTXID, but this Use the next hash as this node’s hash. Don't
transaction didn't match process any descendant nodes.

the filter.

The hash needs to be computed. Process the
Use the next hash as

this node’sTXID, and mark
1 child node to get its hash; then concatenate
this transaction as

left child node to get its hash; process the right

the two hashes as 64 raw bytes and hash them
matching the filter.
to get this node’s hash.

EABHMRIRE —XFTFBA BT R |, BT —MrE, EEAEMFMRETE
AR,

WEFHRN , TREFELCEEFTR (RETRNAETR ) TR
R, AEBREAFRTR, IRAEN—8 EREFLEBRE  EERIK—
TXID ¥ R —MrE N 0 H93E TXID T Ko

HIRLE —A TXID WRH—MFER 0 I TXID TRE , FLELERE
HIFH EAB . SR EARHE , ARIBEHHA FRIISHIRIE By 1 — F =5
TTEEAT ]RNES. ESH merkle ET O URNBFHES . MRRBE
—MNRABELHBIIEANTR BEFETRICHAELNFTR(WREW
# ) MUMENERTT R,

BR MRERI—NMTRNEMNFNEN FHTRBEEHENGSE KK,
X5 CVE-2012-2459 X,

SETREMLEA , BERREBEBHESFRKIRE merkle BT INEY, R
ERBZFHZAAXTIRERRSH , MEAK, RAEHITUTRE (IMFLXE
E):

MRERHBIRPEREANGS , WEKK,

MRERFEANFEVLVNEEB—BRTERI T NN EBFHAENRIML

£ G4

R Merkle R KRV ES 5 XRL P W merkle RAHER , KK,


https://bitcoin.org/en/glossary/txid
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/txid
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
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XIRLTEWET KM, FiLEERELHINFRETH nBits KFERWIBH B
HEE. FNEFIRENZZEBRLIE THRINVXRE , HEAFRHE
ENXBREZ DN

B X fEHMT merkleblock SEEMFHM R , BESFMERMI merkle XRRBIER

FAN
Ao

113 MerkleBlock ;B &

EEFRINABRFELCNBNERZE , BRENMAIZE merkleblock SEEAE
5% , AUBRMNBNEE MR EENENTHD.

FEIETOE— AN H TXID MERTiHE S Merkle REVPTE AL B5IH T E
) Merkle $f, X FIEETERNENRS , RIRE TXID TRERHEMEHEET

d
4
7 N Non-TXID
KHH/ + Nodes

/AN O

Flags 1 0o 1 1 1 0

Hashes HI12 HS HE

Legend / l
Py
A \Hl/
Wait Hash Hash Match Or / [ / \ il
For Not on Match Noddl
Child MNeeded List Ancestor

gif #bik : https://bitcoin.org/img/dev/animated-en-merkleblock-creation.gif

FrIREA merkle BT RALER . TRER T MMARBTREENCET R,
EEANEETR  HERFRCETRAEAREREEALETR , REE TXID TR
FMIE TXID T =Ko

TXID Node Non-TXID Node

Neither Append a o to the flag

Append a o to the flag list; append
Match Nor list; append

this node’shash to the hash list. Do
Match this node’s TXIDto the

not descend into its child nodes.
Ancestor hash list.
Match Or Append a1 to the flag Append a1 to the flag list; process the
Match list; append left child node. Then, if the node has a


https://bitcoin.org/en/glossary/txid
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/txid
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/txid
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
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TXID Node Non-TXID Node

Ancestor this node’s TXIDto the right child, process the right child. Do
hash list. not append a hash to the hash list for
this node.

EIRHRIRE —IRFT IR E - TR, — MRS RIZ I EIARE TR A
BRIFCETR , FHRIEHREZIFTUR , BENLTEEH M RESIR LR
BEFRiC.

REFHRE  TRFELEBEFTR ( RATRHAMAETR ) TR
R, REBREIRXTR, RPEN—FEREFLERE , ERRIE—1
TXID 1 KR — BT = TXID b AR IEEH TR T Ko

HERET—D TXID TRHF—PEEFZE TXID tFREREELNTRZE ,
FIELEAFSE AR  ERRE - PMEREENAEF TR, TREIXAMNEGFT
R, FLEE,

ERBERFHEATELE merkle BT RE , LEBEIER. FHREFIR
ERIFHLR , FERRNTIF LR EREE merkleblock JH S

NotFound

FEARAS 70001 HER 0,

notfound JH R =X getdata SHEWEIE , ZHEBERBEVWTRFEFTAT
PYRAN R, ( FRETRFYATERS , FEXZFTIBEFETARFE RS PLHE
EHTREAREMNRENXATRBREATHRS FENTERIEZXLXR )

notfound SEE MR R MEZE ARG E inv HEEMEE ; AREEXTE,

Tx
tXHEURRRZAEBEERNZRAENRS . TANESER T XX,
X 5 E R Bitcoin Core M Bitcoind ¥ & 3% & LAE & —MER K S #Y inventory
FKHHN MSG_TX B getdata JHE ,
MerkleBlock WAL : Bitcoin Core FF&RZEEIEIE —MER merkle XRH
inventory X&) MSG_MERKLEBLOCK #J getdata SHE. ( X2&#E—1
merkleblock SHEE MM FE, ) EXMIERT , 8 tx HERERBZXRH T
B 5.


https://bitcoin.org/en/glossary/txid
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Unsolicited : Bitcoind £ &iE— M tx SHEREZFZEEHR S
NTFRERS (raw transaction ) B RHI+A#HFRE , BSRREBER

28D o

Control Message
LT HEEBAEDTREHAMAINE[LZBHERE , NE A EMEEREA
XTFRBZEHRBONER

version ping getaddr filterload alert sendheaders
verack pong addr filteradd filterclear reject

Overview Of P2P Protocol Control And Advisory Messages

FEE , JLPRAEEAZFERUEASRARITEHRIE , XEKREENT
REETEBNHEBZRENEE. 54 XL EREEE Tor ML LK P2P
R E,

Addr

addr (IP syt ) SHEPAME EHNEQLMNERER. BMEESEAE
ENNEQME - MREMEEZEEFEEMN addr R , ARNIZEERAAHNE
KRH unsolicitede HF —LENEQIFXEFEEREAMMNANER (R
unsolicited ), EP—LFHH# —F 5K , AT NELEMEZ ELNEARFE D
WNERK K,

addr JE 2.t AT U & 3% bANE RI getaddr SE 2.

F
Z2x #iELR EEPUN
£

IP address compactSize The number of IP address entries up to a
Varies

count vint maximum of 1,000.

IP network IP IP address entries. See the table below
Varies

addresses address for the format of a Bitcoin network IP


https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/developer-guide#term-network
https://bitcoin.org/en/developer-guide#term-network

F
#

4

¥ o

4

16

A

Z=xu1

time

services

IP

address

port

uint32

uint6s4_t

char

uinta6_t

address.

BNEEHOME P it HETERIN T4

Added in protocol version 31402.

A time in Unix epoch time format. Nodesadvertising
their own IP address set this to the current

time. Nodes advertising IP addresses they've
connected to set this to the last time they connected to
that node. Other nodes just relaying the IP address
should not change the time.Nodes can use the time

field to avoid relaying old laddr messages.

Malicious nodes may change times or even set themin

the future.

The services the node advertised in

its version message.

IPv6 address in big endian byte order. IPv4 addresses

can be provided as IPv4-mapped IPv6 addresses

Port number in big endian byte order. Note that
Bitcoin Core will only connect to nodes with

non-standard port numbers as a last resort for


https://bitcoin.org/en/developer-reference#protocol-versions
https://en.wikipedia.org/wiki/Unix_time
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/developer-reference#addr
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/developer-reference#version
http://en.wikipedia.org/wiki/IPv6#IPv4-mapped_IPv6_addresses
https://bitcoin.org/en/glossary/node

RS
&% ftiih

B o dd

finding peers. This is to prevent anyone from trying to
use the network to disrupt non-Bitcoin services that

run on other ports.

DUTHEEBRNTAHFAMEETRT addr oEE. (HEXLDHER , 38
FR IP # ik E4% RFC5737 tREEHY IP i tib K, )

fde803 it e e e e e Address count: 1000

dO91f4854 ...ttt e e Epoch time: 1414012889
0100000000000000 v i e v e et e e Service bits: 01 (network node)
00000000000000000000£f£££c0000233 ... IP Address: ::ffff:192.0.2.51
208d i it e e e e e et e e Port: 8333

S (999 more addresses omitted)
Alert

TEPMARAR 311 H 3 i FE AR AR 70013 ARl BR 37 Bitcoin Core 0.13.0
b i

RS p2p MBABIEERRELER BER , NEFER , 7 XKNEBESH
-alertnotify IR BEMATFE. BXRIFHMAE S FESH Alert System Retirement,

FeeFilter

7 BIP133 AR , FEWMXARZA 70013 H7RH0,

feefilter HE RN BB A WIER , THEMRS inv BEERHRELERES  HH
REBRET feefilter HEPIEEN TR,


https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/developer-guide#term-network

£ Bitcoin Core 0.12.0 5| A mempool BR#l2 & , Bitcoin Core 0.13.0 5| A
7 feefiltero Mempool BREIZHEY |, BFEREMBREHRKRS , FAATE
WHAET XR, feefiter HEATF— M TRBHAENNER , EFFTREZE
TFEERRNRZHAE mempool , Rt E QLA MBI XME F X RN SH
IR inv EE | EEIZT R
iRk

FHHE AW iUl
3__2’FL_J

The fee rate (in satoshis per kilobyte) below which
8 feerate  uint64_t
transactions should not be relayed to this peer.

BWEALUERZEER , TRIERS inv EE.

TR IEREX bloom HIEBEEN N TE. TR SPV & Fim N bloom B3
HERIE feefilter HE , WRABBERMTRBFESERHERIS.

BiFEE feefilter WX REEEBEMBXT getdata SHEE&EBMABL, 0 ,
8B — A AE &% — A inv 2 8% MSG_FILTERED_BLOCK 9 getdata 54
EXR[EMNET RER— merkleblock , HEZRIEKXMZNELLET —H
feefilter , AN ET AR IZMN —NETEE bloom TIRBLEEMFTERZ W
merkleblock , BIfEME T feefilter T X,

MRFE , MM mempool SEEERE inv 2N Z 25 FALIERHBRE,

TEHWEBRNTAHFBMEERT —1 feefilter HE. (HELBHER. )

7cbd000000000000 ... satoshis per kilobyte: 48,508

FilterAdd

i BIP37 FTiR , TEMARAS 70001 H A0

filteradd JH B & IFEW S FEN TRFME EFTIREH bloom TIESE ( b
— NI ARER ) P, TREBERELERS  NEIRKGEFEAE fiterload
HEHRIRENSBORNZITERIME bloom LR,

AT ZTRERREIERS  AUATERZEEN , 2%EH bloom T iEaR
RMH plausible-deniablility HIfEFA. FERBFESRMAMENEFFHRNIZEITE
FitE bloom TiB2R HERAEFITEM bloom T IE K IEFTH filterload JH B,


https://bitcoin.org/en/glossary/denominations
https://bitcoin.org/en/glossary/node

FHE BN R E U

element compactSize = The number of bytes in the following
Varies
bytes uint element field.

The element to add to the current filter.
Maximum of 520 bytes, which is the
maximum size of an element which can be
pushed onto the stack in

Varies element  uint8_t[] a pubkey or signature script. Elements must
be sent in the byte order they would use
when appearing in a raw transaction; for
example, hashes should be sent in internal

byte order.

EE  BRIEXRIMEA filterload SHEIRE THIESE , B filteradd JEEFF
SWES,

THEHFIRNTAEGMmEE R T —N%M TXID # fiteradd JEE.. (HE
SLEHMABEE, ) It TXID HIME merkleblock &8 & B F R+ /<3 &l HAE
—ANXBRA ; 1R merkleblock SE B E KL filteradd JHEFEFH KX |, NRE
AMEFEMAREA,

2 Element bytes: 32
fdacf9b3eb077412e7a968d2e4f11b9%a

9dee312d666187ed77ee7d26afl6cbl0b ... Element (A TXID)

FilterClear

i BIP37 FTiR , TEMARAS 70001 H A0

filterclear SHE & FZEW A EBREBREMN bloom HIERE. XWHER T
version SHERWHHEFEIZERN 0 WEM , AFRETIENHRE inv EE , B
iR


https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/public-key
https://bitcoin.org/en/glossary/signature-script
https://bitcoin.org/en/glossary/serialized-transaction
https://bitcoin.org/en/glossary/internal-byte-order
https://bitcoin.org/en/glossary/internal-byte-order

Bitcoin Core EXEITIESE NS filterload ZBIFEE filterclear HE. &
filterclear SHEZHI , B A FEE filterload HE.,
filterclear SHE AR BB EH 7T, BXRAEEE RS , EIN=ESE 5N

FilterLoad

n BIP37 AR , FEWMXARZR 70001 H7H0,

filterload JEEHIFEW A TRAMEFHANRE , HEIRHHTIESRER
merkle XR, XATFEFmERSHEIMNNEIHEXINRE , AR TERM
plausible-deniablility FRFARY ATEL EFRPEMER B X,

Bytes Name Data Type Description

compactSize  Number of bytes in the following filter bit
Varies = nFilterBytes
uint field.

A bit field of arbitrary byte-aligned size.
Varies = filter uint8_t[]
The maximum size is 36,000 bytes.

The number of hash functions to use in this
4 nHashFuncs = uint32_t filter. The maximum value allowed in this

field is 5o.

An arbitrary value to add to the seed value
4 nTweak uint32_t in the hash function used by the bloom
filter.

A set of flags that control
how outpointscorresponding to a

1 nFlags uint8_t matched pubkey script are added to the
filter. See the table in the Updating

A Bloom Filtersubsection below.

TH EBRNTASEFHHMEIERT —1 filterload SEE( SHEL B HE R, )
BRUMBIZ B RAEN RG] |, S filterload R4l


https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/bloom-filter
https://bitcoin.org/en/glossary/bloom-filter
https://bitcoin.org/en/glossary/outpoint
https://bitcoin.org/en/glossary/pubkey-script
https://bitcoin.org/en/glossary/bloom-filter

02 ......... Filter bytes: 2

b50f ....... Filter: 1010 1101 1111 0000
0b000000 ... nHashFuncs: 11

00000000 ... nTweak: 0/none

00 ......... nFlags: BLOOM UPDATE NONE
#3A1k Bloom T iE 25

TRBERAMROSE  NFBHN RPN ENETETREITHESIREE
HE. LT BIP37 A A AFRBEMRITRIBAIIERN TERE (n ) MR
7% 2R $F plausible-deniability YRR (p ) BEHERELMWE,

NFERHP AR/ ( LZFT REAL ) ( nFilterBytes ), & A7 36,000 :

(-1 / log(2)**2 * n * log(p)) / 8

BIEBER ( nHashFuncs ), &AER 50 :

nFilterBytes * 8 / n * log(2)

FEE  ORBCEEBIRE (RE R ), AABRAMREZEN THRREN
RENBEMTFRERENIZNBEN . EMNEENRZEL BT EEHY
AE (ETEHNLERNTHERER ), Fit , BEAMERN 1% TREZD A
CEERERZHN 4%,

R1E BIP37 WAE , ERAXMBRERA TXEH 20000 Mk EH Bloom
TIEBEM X IF MBAMER/NTF 0.1% ZEHF 10000 MM RBAMEZR/NTF 0.0001%,

—BNFBRAKDEM , NFBRMZENRLIEE,

Populated A Bloom Filter
bloom MIEEEEA 1 El 50 MNME—FTE =R FIBEE ( H nHashFuncs FEH
BIMNLRGHREENHRT ) EX. TREAZIX 50 MM ENBIIEHEENR , M
NEBNEBEA —NE—H seed Eo
seed & nHashNum * Oxfba4c795 + nTweak , & uint32_t , EHHER :
nHashNum X MSIEBHFIS , NE—NRIERHT 0 FF g |, EnE
BiE—MN#YIERK nHashFuncs FEHIE (B 1 )
Oxfbadc795 B—MNETIMLHIEE , BT A nHashNum BIFEMETE seed
hAERNER,
nTweak RHEFIHRRENEBNMNIRREE , UBERFEACTE—ARIEHK



WMENEENAKBEN seed KFEANFT |, MXTFHBIH N ONZE
TR FH (HIE , 0x8967452301 & OxFfffff-0x67452301 )o

SSPRE A BV BN S B ERSE IR 32 LAY Murmur3 B5I B .

B Murmurd 85I RBEESIRM 32 (U H 64 URA , B —#WAFETR
B4 R. Bitcoin bloom 3 iEas REA 32 £ Murmur3 x4,

ZHHI IR AT LR bloom TIER AT ACEENEARS TR, BSHT—/D
TTHRENTHEERRENRZ TRIIR, TUTENZATER 520 FIHMH
ABEHIE |, FTABIETREET 520 F15,

T H Bitcoin Core # bloom.cpp il F4&& 7 LIRPIE ZERK A E G FEREBIE
o seed RE—NSH ; ERIINBRBRE-NISH. FR2— uint32_t ¥
B, NFBRAARD, BUREE,

MurmurHash3 (nHashNum * OxFBA4C795 + nTweak, vDataToHash) % (vData.size() * 8)

ERMETIE R BN IR TR EH nHashFuncs 85I ERBBVBKET . &
RIBTHIIEBE , SRBHRUFZRF—MINZESEIS (nindex ) ZAL AR
REN 1, Bl MRILIES[AF B 00000000 FELRN 5, MEREHNH
BB FER N 00000100 ( BE—L A0 )

MitENEERLSFERN , MENRSIS2EZREE ;| XT2EWEE
—HE—-TMHEREN12FE , EF2BEEOO0,

EFrENBETESRANELRR G , B4 8 UMERRBDIRF T, XL
FHRYKRFERNE.

R AR B TR M — Bloom iHiEES

INEEBETREE Bloom TRSFHITHR , £H 502 Bloom IiEEFHE
BMNSHHITHY. BEARE , ©RMEESI nHashFuncs X , BRERATIESR
RRMIMEE nTweak , ¥ EE R H R I IEFERPIREMN AT R K/,
ERITBANIZE , REDIEBUEFTZRSINELHNURETRIRE. fFila,
MEHFINERE 5 HENLIESZ 01001110 , WZMHIAR RIRESH

MEFNMIINEREIED —ML , WTIRBETE. WREFTLERERRER
B, I EEE T,

TR % tEE bloom i3 iREF# 1T LE R PR A U RFFHE X R AP EHH F 175
FFEa5l (flan , TXID MUABFEFTIRF



TXID : %5 #9 SHA256(SHA256()) &5,
Outpoints : FFAXMNRZ W AZBDEEA 36 FT1 outpoint 3k LRI I
o
ZEZBIAEIE ( Signature Script Data ) : ¥R Bt 5 WZ B B A B B
HEBEBHEEIEKR NI TEZEMETRBTHTER, XTEE
P2SH redeem A ERANEIETE.
PubKey BIZ<#k#& ( PubKey Script Data ): B3 %3 5 B E pubkey BIZR
FHRBEHEREDRENTEMEXMKE | FPRHESMETIERHETE
Boe (ME— pubkey AT EESEBFIEE , WMREET
BLOOM_UPDATE_ALL #i& , IESS I ENE$ : MR pubkey MIZARA
P2PKH #% X B &5 & & &8 I & , W & & & 7
BLOOM_UPDATE_P2PUBKEY_ONLY #r-&fG , A BEHTIERR. BxiF
HER , BESHETENNT, )
UTABN—IMRENTAHGHMERARBRZ BN ; TEFJHIRE

BTG LURA S R, EEE , IX5H TXID (01000000017b1eab [...] ) th
FwreE  HFETHEM outpoint TXID MRS S FERENEAN 36 FTHTE,

01000000 &t ittt ettt ettt eeeeeeennaaeaaeeanns Version

Ol ettt e e e ettt et e Number of inputs

| 7Tbleabe0209b1fe794124575e£807057

| c77ada2138aed4faB8d6c4de0398al14£f3f ......... Outpoint TXID

| 00000000 ... .ttt ittt e e e e e Outpoint index number

\

S Bytes in sig. script: 73
N B Push 72 bytes as data

| | | 30450221008949£f0cb400094ad2b5eb3
| | | 99d59d01c14d73d8fe6e96dfla7150de
| | | b388ab8935022079656090d7f6bac4c9
| | | a94e0aad311a4268e082a725f8aeael5
| | | 73fbl2£f£866a5£f01 ..................... Secp256kl signature



e e e e s AR Sequence number: UINT32 MAX

DL ittt e et e e e ettt Number of outputs

| £0ca052a01000000 . vve ettt ittt eeeeeeennnn Satoshis (49.99990000 BTC)
\

O Bytes in pubkey script: 25
Ll 76 et et e e e e OP DUP

] @0 ettt e e e e OP HASH160

O Push 20 bytes as data

[ ] ] @7€CBCT T2 ittt e e e e e e e e e PubKey hash

= T OP EQUALVERIEFY

N =X O OP_CHECKSIG

00000000 vttt e e et e e e e ettt ettt ettt e locktime: 0 (a block height)
E#1 Bloom 3 JE8s

BEFRETEBRSHEATEXREFENR L (outpoints ) A , BT
AR & filterload FE& nFlags A AT IET RER T E A EFHIIESS. HIiR
T REIXFE5TEEFICEM pubkey ,address S E W EIE T EM pubkey B AR
B, IR KRIZENER 5% pubkey BIAAEXT BIHY outpoint SR BT IR SR

Client Full Node
Address To Match Transaction 1 Transaction 2
Y L ] Y
¥ Filter That V" Filter That >/ Filter Updated
N Matches Address y \ Matches Address y N With Outpoint Y

| /

Transaction 1
Pays Address

-l
-

Transaction 2
Spends Outpoint

A

Automatically Updating Bloom Filters To Track Relevant Transactions



MR- ATEEEFE T BB outpoint , BBALERFEET , AFEET
REFEFHREXZHETIHN—NEELBUEFET .
nFlags FBRE=NMAWE :

fif £ 7 s

The filtering node should not update
0 BLOOM_UPDATE_NONE
the filter.

If the filter matches any data
element in a pubkey script, the

1 BLOOM_UPDATE_ALL
corresponding outpoint is added to

the filter.

If the filter matches any data

element in a pubkey script and that

script is either a P2PKH or non-P2SH
2 BLOOM_UPDATE_P2PUBKEY_ONLY

pay-to-multisigscript, the

corresponding outpoint is added to

the filter.

S5, ATEMERM T MTE , R[N ERIFAE |, FrUREMERE
e FMRFAMHARESHE — P RRERNILREFF , MMelE - RBEE
B, AT (EEMNRZRE ) ELERTH. Bt , A8 TIERERNE, K
FRLUKRFRBRALR , FERRI S RIEHHIIERR.

GetAddr

getaddr HEERKRBFZRT AN addr BE REFEEEAEHMBRTR
Y IP bt A SE B . RIET KATUAME AIX L P st RIREREHRE AT SBE
B, MA 2% unsolicited # addr 58 2B AT EiE,

getaddr HEHRBEENHT. BXRABKEETRH , BSEAEELH D

Ping


https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/pubkey-script
https://bitcoin.org/en/glossary/outpoint
https://bitcoin.org/en/glossary/pubkey-script
https://bitcoin.org/en/glossary/multisig
https://bitcoin.org/en/glossary/outpoint

ping JHEE BB THIAZER S Mt FEERS., MREXIE ping JHEIES
TCP /IP &8ix ( BINIELZEER ), M AIET K AT AREZW T K EMTFIER, ping
SHE M RLZ pong SHE.

AR A 60000 2 8i , ping SHESRBAEME . MR 60001 &P
EESRAFE , HEESE—1NFEEE nonce,

FHHE AW BERE U

Added in protocol version 60001 as described

by BIP31.

Random nonce assigned to
8 nonce  uint64_t .
this ping message. The

responding pong message will include this
nonce to identify the ping message to which
itis replying.

THHEIRN T ARGMEERT —%& ping HE. (HEXERERK, )

0094102111e2afd4d ... Nonce

Pong
# BIP31 AR , FEWMARZAR 60001 &5 0,
pong JHEEE ping JHE , [ pinging T RiEBA ponging T RAREE. £
ZRIAER T |, Bitcoin Core J$4E 20 2 ¥ M 5 ping H 2% B R Ri By E A& F
Im Y E
AT ARG RRIREER | pong SHEAZEE RN ping SHEFRUWEIH IR
nonce.

pong SHEMEXE ping HEME , RREELTRE,

Reject
W BIP61 AR , E#MYARAS 70002 # A0,


https://bitcoin.org/en/developer-reference#protocol-versions
https://github.com/bitcoin/bips/blob/master/bip-0031.mediawiki
https://bitcoin.org/en/developer-reference#ping
https://bitcoin.org/en/developer-reference#pong
https://bitcoin.org/en/developer-reference#ping

Reject HEBHEIW T , EZBREEZ—BHWIEL,

T
#
Varies

Varies

Varies

Varies

Varies

BN

message

bytes

message

code

reason

bytes

reason

extra

data

6T

compactSize

=
=]
—~+

string

char

compactSize

vint

string

varies

7PN

The number of bytes in the following message

field.

The type of message rejected as ASCII
text without null padding. For example: “tx”,

“block”, or “version”.

The reject message code. See the table below.

The number of bytes in the following reason
field. May be oxoo if a text reason isn't

provided.

The reason for the rejection in ASCII text. This
should not be displayed to the user; it is only
for debugging purposes.

Optional additional data provided with the
rejection. For example, most rejections

of tx messages or block messages include
the hash of the rejected transaction or block

header. See the code table below.

TRIETHSELRD, RBEMMNEEESREMEXEK ; fli, X5
PE—Ox10 LR , KRPB - 0x10 LR,

Code

Extra

In Reply To

Bytes

Extra
Description

Type


https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/block
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/developer-reference#tx
https://bitcoin.org/en/developer-reference#block
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/glossary/block-header

Code

0OXo01

0X10

0X10

OoX11

OoX11

Extra
In Reply To
Bytes

any message o

block message 32

tx message 32

block message 32

version message 0

Extra

Type

N/A

char[32]

char[32]

char[32]

N/A

Description

Message could not be decoded.
Be careful

of reject message feedback
loops where two peers each don’t
understand each

other's reject messages and so
keep sending them back and forth

forever.

Block is invalid for some reason
(invalid proof-of-work,

invalid signature, etc). Extra data
may include the

rejected block’s header hash.

Transaction is invalid for some
reason

(invalid signature, output value

greater than input, etc.). Extra
data may include the rejected

transaction’s TXID.

The block uses a version that is no
longer supported. Extra data may
include the

rejected block’s headerhash.

Connecting node is using a
protocol version that the

rejecting nodeconsiders obsolete


https://bitcoin.org/en/developer-reference#reject
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/developer-reference#reject
https://bitcoin.org/en/developer-reference#block
https://bitcoin.org/en/glossary/block
https://bitcoin.org/en/glossary/signature
https://bitcoin.org/en/glossary/block
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/developer-reference#tx
https://bitcoin.org/en/glossary/signature
https://bitcoin.org/en/glossary/output
https://bitcoin.org/en/glossary/input
https://bitcoin.org/en/glossary/txid
https://bitcoin.org/en/developer-reference#block
https://bitcoin.org/en/glossary/block
https://bitcoin.org/en/glossary/block
https://bitcoin.org/en/glossary/block-header
https://bitcoin.org/en/developer-reference#version
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node

Code

OoX12

0oX12

0X40

0X41

0X42

Extra

In Reply To
Bytes
tx message 32

version message 0

tx message 32

tx message 32

tx message

Extra

Type

char[32]

N/A

char[32]

char[32]

char[32]

Description

and unsupported.

Duplicate input spend (double
spend): the rejected transaction
spends the same input as a
previously-received transaction.
Extra data may include the

rejected transaction’s TXID.

More than
one version messagereceived in

this connection.

The transaction will not be mined
or relayed because the

rejecting nodeconsiders it
non-standard—a transaction type
or version unknown by the server.
Extra data may include the

rejected transaction’s TXID.

One or more output amounts are
below the dust threshold. Extra
data may include the rejected

transaction’s TXID.

The transaction did not have a
large enough fee or priority to be
relayed or mined. Extra data may

include the rejected


https://bitcoin.org/en/developer-reference#tx
https://bitcoin.org/en/glossary/input
https://bitcoin.org/en/glossary/double-spend
https://bitcoin.org/en/glossary/double-spend
https://bitcoin.org/en/glossary/input
https://bitcoin.org/en/glossary/txid
https://bitcoin.org/en/developer-reference#version
https://bitcoin.org/en/developer-reference#version
https://bitcoin.org/en/developer-reference#tx
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/txid
https://bitcoin.org/en/developer-reference#tx
https://bitcoin.org/en/glossary/output
https://bitcoin.org/en/glossary/txid
https://bitcoin.org/en/developer-reference#tx

Extra Extra
Code In Reply To Description
Bytes Type

transaction’s TXID.

The block belongs to a block
chainwhich is not the same block
chain as provided by a

ox43  block message 32 char[32]
compiled-in checkpoint. Extra
data may include the

rejected block’s header hash.

TiRAEBRTAHFMEBRT — DN reject BE. (HELDHAE, )

02 e e Number of bytes in message: 2
S T Type of message rejected: tx
o Reject code: 0x12 (duplicate)
1D e e Number of bytes in reason: 21

6261642d74786e732d696e707574732d
737065674 i e Reason: bad-txns-inputs-spent
394715fcab51093be7bfcab5a31005972

9470af86a31017939575fb2354222821 ... TXID

SendHeaders

sendheaders S8 2 & iF#ZEW T A — headers SHE MR =& inv JHERIEH
N XRANE .

sendheaders JHEHREEERE AT, BXARWEETRH , BSREEXL

VerAck
ETIARAS 209 F D0,


https://bitcoin.org/en/glossary/txid
https://bitcoin.org/en/developer-reference#block
https://bitcoin.org/en/glossary/block
https://bitcoin.org/en/glossary/block-chain
https://bitcoin.org/en/glossary/block-chain
https://bitcoin.org/en/glossary/block-chain
https://bitcoin.org/en/glossary/block-chain
https://bitcoin.org/en/glossary/block
https://bitcoin.org/en/glossary/block-header

verack HEBIALHIWEIN version JHE , BAEET R UFBAEE
fiH B, verack JHESR BB MM, BXEEAHNHEE RS | BESRHEELEE

\

H\

o

Version

version SHEEEZT R EFERT SREREXTAETRANER. ERAN
AR version HEZH , TESHMHER,

MR — version JHEHIES BT R N1ZKIE— verack HE—EBRTE
BN EKIE version JHERBILEHN —¥EEZH , NZEETREE D

verack JHE.,

=
#EL s
H B ‘ sk
X B A
£
The highest protocol version understood
Require
4 version int32_t by the transmitting node. See
the protocol version section.
The services supported by the
Require
8 services uint64_t transmitting nodeencoded as a bitfield.
See the list of service codes below.
The current Unix epoch timeaccording to
the transmitting node’sclock.
timesta Require  Because nodes will reject blocks with
8 int64_t
mp d timestamps more than two hours in the

future, this field can help other nodes to

determine that their clock is wrong.

The services supported by the

addr_re
Require = receiving node as perceived by the
8 cv uint64_t
transmitting node. Same format as the
services

‘services’ field above. Bitcoin Core will


https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/developer-reference#protocol-versions
https://bitcoin.org/en/glossary/node
https://en.wikipedia.org/wiki/Unix_time
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/block
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node

¥ o i

16

16

addr_re
cvIP

address

addr_re

cv port

addr_tr
ans

services

addr_tr
ans P

address

char

uint16_t

uint64_t

char

W
Al

Require

d

Require
d

Require
d

Require
d

attempt to provide accurate
information.BitcoinJ will, by default,

always send o.

The IPv6 address of the receiving node as
perceived by the transmitting node in big
endian byte order. IPv4 addresses can be
provided as IPv4-mapped IPv6 addresses.
Bitcoin Core will attempt to provide
accurate information.BitcoinJ will, by

default, always return ::ffff:127.0.0.1

The port number of the receiving nodeas
perceived by the transmitting nodein big

endian byte order.

Added in protocol version 106.

The services supported by the
transmitting node. Should be identical to

the ‘services’ field above.

Added in protocol version 106.

The IPv6 address of the

transmitting node in big endian byte
order. IPv4 addresses can be provided
as IPv4-mapped IPv6 addresses. Set

to ::ffff:127.0.0.1 if unknown.


http://bitcoinj.github.io/
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
http://en.wikipedia.org/wiki/IPv6#IPv4-mapped_IPv6_addresses
http://bitcoinj.github.io/
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/developer-reference#protocol-versions
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/developer-reference#protocol-versions
https://bitcoin.org/en/glossary/node
http://en.wikipedia.org/wiki/IPv6#IPv4-mapped_IPv6_addresses

¥ o i

Vari

es

Vari

es

A

addr_tr

ans port

nonce

user_ag
ent

bytes

user_ag

ent

start_he

G
Eg

uinti6_t

uint64_t

compact

Size vint

string

int32_t

W
Al

Require

d

Require
d

Require

d

Require
dif
user_a
gent
bytes >

o

Require

Added in protocol version 106.

The port number of the
transmitting node in big endian byte

order.

Added in protocol version 106.

A random nonce which can help

a node detect a connection to itself. If the
nonce is o, the nonce field is ignored. If
the nonce is anything else, a node should
terminate the connection on receipt of

a version messagewith a nonce it

previously sent.

Added in protocol version 106.

Number of bytes in following user_agent

field. If oxoo, no user agent field is sent.

Added in protocol version 106. Renamed

in protocol version 60000.

User agent as defined by BIP14.

Previously called subVer.

Added in protocol version 209.


https://bitcoin.org/en/developer-reference#protocol-versions
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/developer-reference#protocol-versions
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/developer-reference#version
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/glossary/compactsize
https://bitcoin.org/en/developer-reference#protocol-versions
https://bitcoin.org/en/developer-reference#protocol-versions
https://bitcoin.org/en/developer-reference#protocol-versions
https://github.com/bitcoin/bips/blob/master/bip-0014.mediawiki
https://bitcoin.org/en/developer-reference#protocol-versions

. e

¥ o i

A
] ik
ight d
Option
1 relay bool I
a

TRERSHFRFEW D E.

The height of the transmitting node’sbest
block chain or, in the case of an SPV

client, best block header chain.

Added in protocol version 70001 as

described by BIP37.

Transaction relay flag. If oxoo,

No inv Messages or tx messagesannou
ncing new transactions should be sent to
this client until it sends

a filterloadmessage or filterclear
message. If the relay field is not present
oris set to oxoz,

this nodewants inv messages and tx me

ssagesannouncing new transactions.

{IE] 20| EpuY
This node is not a full node. It may not be able to
oxoo  Unnamed provide any data except for the transactions it

originates.

This is a full node and can be asked for full blocks. It

oxo1 NODE_NETWORK  should implement all protocol features available in its

self-reported protocol version.


https://bitcoin.org/en/glossary/block-height
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/block-chain
https://bitcoin.org/en/glossary/simplified-payment-verification
https://bitcoin.org/en/glossary/simplified-payment-verification
https://bitcoin.org/en/glossary/block
https://bitcoin.org/en/glossary/header-chain
https://bitcoin.org/en/developer-reference#protocol-versions
https://github.com/bitcoin/bips/blob/master/bip-0037.mediawiki
https://bitcoin.org/en/developer-reference#inv
https://bitcoin.org/en/developer-reference#tx
https://bitcoin.org/en/developer-reference#filterclear
https://bitcoin.org/en/developer-reference#filterclear
https://bitcoin.org/en/developer-reference#filterclear
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/developer-reference#inv
https://bitcoin.org/en/developer-reference#tx
https://bitcoin.org/en/developer-reference#tx
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/node
https://bitcoin.org/en/glossary/block

UTHEBRHNTAHBBMEERT — DN version E8. (HEXEDHER
SEBR IP itk B4% RFC5737 REBHY IP st B4R, )

72110100 .+ i ittt ittt it it Protocol version: 70002
0100000000000000 «vvvviiieninnnennn Services: NODE NETWORK
bc8£5e5400000000 . .vvvvvii i Epoch time: 1415483324
0100000000000000 + v v vt e e e eeeeeeennnn Receiving node's services
00000000000000000000f£fffc61b6409 ... Receiving node's IPv6 address
2 o Receiving node's port number
0100000000000000 + vt v v v v i eeeeenennnn Transmitting node's services
00000000000000000000££££cb0071cO0 ... Transmitting node's IPv6 address
208d L e e e e e Transmitting node's port number
128035¢cbc97953f8 ... i Nonce

Of o e e Bytes in user agent string: 15
2£5361746£7368693a302e392e332f ..... User agent: /Satoshi:0.9.3/
@E050500 ccoocococoocoocoooocooocooocoo00o0 Start height: 329167

Ol e e e e e Relay flag: true



