Practical Byzantine Fault Tolerance and

Proactive Recovery
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1. Introduction

FATHARAARM T ARSI RS, PRI AT T SO LR (10 7 59 1t AE AN T 1 oo
P BIX L R G v AT TR ARG IE S TAE, IF HEMIRAZEA W R ol T iRt
55 -

HREXRTSLH G o] HE RS EHIHE AR T, W8, K 8T Z il A A
EHETHEYD RS (i, Alsberg and Day [1976], Gifford [1979], Oki and Liskov [1988],
Lamport [1989], and Liskov et al. [1991]): IX S AAE 15 41 A 38 I 57 1 B3 A s, I e 20 B3 g 2 IWC o
WRA—AEA SR T2, et RA SRR . ARKE, FOVEESE.
1878 T 15 DL R i W P A Rl i S L T LA 2 B B R T s R I AT R AT
9, WU FE RS, B DUOX MBI TE T . T ABUR X THREHLR G H 28 35K 4K
R TR R I BN, T H N R B X e R R R AL 2 MR TR, 18
A R AN S BRI 32 B K [Murphy and Levidow 2000]. 4k, BT 544 13K
BRI Z PRI K, AR B A E 3

FE B E RS AR [Pease et al. 1980; Lamport et al. 1982] /X /N jn) R AL T — AN LE 1 figt
WT7 5, RO 6 Rt A2 AT N A R AT TR 8 o 78 P DAZS L o o i e ) — S
BHIFEARTTH, C&ARER TR SR, K6 BHE TIE (i, Canettiand Rabin
[1992], Reiter [1996], Malkhi and Reiter [1996b], Garay and Moses [1998], and Khilstrom et al.
[1998]) B A 25 i B HARAE SEBR M H A A3 2 ARAIK, A IR X e B, BT BT
Za SR GRS TE . AT, R B A KEE 2P (synchrony) [Lamport 1984]/&
e aR B, R HOm T S B AR R i i B o Mo n] DU o GE 1R i i Bk
BT 18] B A SR A R IR 25 B IR M, BRI 14 5« IXRE R AE 4 ik 55 Bt (denial-of-service
attack) I8 LLAEHIHEMIET HA S



KAHET BFT, — R PR ASHLE #1572 [Lamport 1978; Schneider 1990], fE3L4 n />
RIA B 2 [(n-1)/312 W B (15 Ot T DLER AR PR 22 AP o IR BV 7 i e 24 2 WL B A AT
HIESR Bl &, T HARHE AT 284 Uk B I 26 [0] & A& IE 11 [Herlihy and Wing 1987; Castro
and Liskov 1999a].

BFT 2% —MEFRL ARG (LB &, JF LR PRESIE R FE: EAHE
MR R AR BOR e 22 4. IO, RIMEAEIRZE IS5 han T AR [ml R iR el 52
FAh, BARIIE TR BEE TR BB R H A2 A IR RS Bl R AL A, R 5% B ]
REANZIR BN [FI 5, {5 i £ Tl 45 AR PR A PR AIE 2 e 8 [l 52

BN BFT 2 MIRESHLERIFE, A e/ LR IR E IR . X2 EEK
X i BE R P S I A B AT DL e IR SRS AR AR &, SRk,
AT VT BRI TR MR i icE 2 D, BFT ARt att, wathmriklEs
Ui OV T WX B AN AR B G Uy TR AR AR o WA . B ANRD SRR I S0E (B, Malkhi
and Reiter [1998b]) BE7 5 52 BITF (5 BE R 7 3 (U520 s AT T2 7 S o L Aff 1 iy T[]
B, DMEsEHIHAT AR .

BATENE T — PR BFT MK AL, BB B MBE e A 1A W, & o
MK E . XARTFEH RS T 1/3 PEIAELEE D (window of vulnerability) 7=
A R IR 2R 8 I A i S B A S AT AT R R R ks . U RAE — DN RGN A ar R AT 1 /3
R AR, TS 2 B AT APRIIE R S (R Bl o TERA ) R B0 ZER PR R A — s s S 1) TR
BT, Bhd OnTCUEEs R (RhanJLarehD . FRATRIMLEITR AL T 6 48 iR 45 Mok oA, 5
FEXG I G, RIS A ARSI — AN B RS 2 B & 5k 1.

BFT f0 & 1 —eHE R, AVFEIEA L ITEGE, M aT DAESEER i & .
B ARAL S R RR N R IRV B o AFLEHINEHOR, £ 2 T8 R4 AR oy E EAER
[Reiter 1994]F1# It 5 [Malkhi and Reiter 1996a], 1 T2t #r& 8. HABARAL IR T 1@1E
TEE: 2B R AN B RS PAT R g, I RS PAT IS #80E, I BT E
AR, DIAEVE 208 K FoON 5 8 E 0 M BOT8 - 1213 B A E S B 45 K
ANEE T gk B SOT SR ARA . T3 Ak, AR SO T A BB RIS U B, IR
RS DML RIA T B s X LA IS T ST 2LFE o Je e 1Y) S B i 55 I 406 75 74T

BFT L4l LI A HLAT ff 8dee B F AR I . BFT JE ] I TR AR R IR S5 IO |5 i 25
FERRAS . ASCAEHR T BFT JE, FEARRE 72 Wil F TS SEPR IR 55 55— NS RF NFS B
FE R AT XS RS, BFS.

AT BFT FEFN BFS FIPERE M. SEIREE R, BFS HIMERES AR HI1 NFS Bl
77 S SEBUA B, T8 EEIZERR 2% 18 24% 2 [8] . 455 A TOASFI-EAN AT BASy 5 28 22— S R
ANFF o JE B ) ) AN B R SRAS A ATT SRR T ERATIRNE T BFT R T T SR SERR R FE o A
ARG A

ASCHARII WA LZHINT 5 U0 7 RATRGBAR AR, 28 =1k 1@t
AR RO A AR O i R S8 DU HE IRt fid T BEA R I RE, T 1k 2 4
ARTEAE T IRt ST T ESRE NS NI 1 AR B 5 R i SEEL R
1S F AR S8 ) SR ARG IME RN S R . BFT EEAN BFS MUSEIAESE LA R4 . 38 /\ 1
X BFT AN BFS ZEAT 7 VAR PERE AT o SR JUTT e R A . fJa, BATMSHRAAR T
PR — 2577 LR A 2R 1 R H B



2. SYSTEM MODEL

HHIRSS 0 DPAT R IR EIRIE R EIA L. @IAMNZ 2 e A R g P AR
T LIsAT, JFEN M EERE

BFT SEHL T —Fh SR VXS AT 45 7 A2 1 e MR AT =TT 51 IR 85 AT S RS AL il 1R
X [Lamport 1978; Schneider 1990], R &1, 4 eI TALEEAH R MHAE oINS, &2 2=
AR EI S RET5 .

RIAAE FH— AN 025 B a5 BRI D SR B S 2 (message digests), At AT AHVH B IAE
iy (MACs) KX FTA % /1 i i R [Schneier 199617 BiEAT B I6IE. FEXTREIA i M1 j
HA R 2IEEH: ki HTIEMN T B j ARIREE B MACs, ki FHTM j &IEE] i IHE.
FEAS R AS AN BEAN 2 77 iy 32— AR AREH s 1X R EH FH R IGIE IR (E I T AN 7 ) IX 48
AT DU 5 5.2.2 5 BT AT H A 25 B A2 e iSO IR AL, Sl g SRR o

RORE SRR B BN NI B A S B MAC; AT XA B3R R N<m>,y, HAf
i R KIETT, ) REWDT, JEHAA Kk RiHE MAC. 28R 3T BIA K S A E IR
(authenticators); FRATIEIXFE—NME BT R N<m>e, HA i 2 KIET . —MNMAIESEZ MACs
B—AmE, BMEA] G = D WEA, HP i kit E&HE B MAC. 1B
Wi I A A DA E 28 B AH . MAC SR B8 IE L LS

BFT A s MR 25 o P AOAS il 20 o BRATMSE ) — N o R P A s it il ety
RATRER DU BT« (AR B A% 7 i 0 265 DU 1 h 5%, eI IER Y. ) %
TR BT RECIELEE R, SEIRHE, BHIHE, s GLrEEEE. B, W1
AN ARH SRR R T HIAELE, BT DA RS SONTI 2%, DU 2 11 ) A 95 36 A K RT3
Fo G, ER LA RS AL IR R ETEARE R

FATAMAT LU BT MRS R T R AT BB, BRESR 24, thEORIE
P, wE— MEBOR R T M AT NS, RESRIENE. Esh R LHIRET 2 5.1 744
AN GISERD R,

Bound on Faults

FRAT DoF e b A R BB B E — /MBI f = [(n-1) /3]0 7E28 5 79, BATRGR T —FpE3)
PR, AR IZEEAAR TN B & O P e 2 A f DRI RIGI IR, e ARE RS
R A i Y N AR AT B Rt . (E RS R RALA 7 A AR s 2% A F

ZTE A R B R TR A7 AE SR 2 AR ORI, (] BFT 3 B AR T JLAt R il A2
BAA AL AR 0 FERXMEOLT, R b o i O RE R AN B BT iR R
B, FATRITTIEARERE SGAE P AT B A _E RIS A A OB R R . (22, BFT FEmT DA i
FEWE R A IR, IXALT R B R AR [Gray 2000], Ry EAT/R BRI .

I R S LA N 2 ek, AT DA DI H T . — R AT REVE R AR AT M B
B BIASE LA RINNE R EATR EAR BN &, JF B EfTeURg
AFRKEE (B, BT ARKRSHEGEREZIT ARG ARSHIRER) . XigE 7L
PRI KR RE ST, LEVE B R e B iR, 98 RO R A BEAT W 25 ) A Moy, A A
A AR 55 7 (058 R T AR R T8 S AR A SR B BAF R IR . o — Rl BE R4 A 2 AR
BIART LLISAT AN R AOHR 55 S B0, DASRE e e BRI TR AR P R TR 2 AT A B R A0 0 A



SRR BFT ZE I RRARAS SRV 8 2 RE v (HRA B a X T & T — A SOV 2 R
¥ E[Rodrigues et al. 2001].

Strong Cryptography

FATEAR O T TS T LR A A, B CHARR R ekl b
FIFINERAR . BAMBRITEE A REIE MACs: W i A j R AEmsTy A B ARAERR
<m>u, SRS F IR m A plim>, e FATEEBIINE A RECE DT R X F AR
KIHAAF S m M m’, 15 D(m) = D(m’). XEARBRMANER, (H2X T3AIME
R 5, B O B AR m B2 [Black et al. 1999; Rivest 1992]. [Alith, FATMix
FEH AR BSOS RO 1.

ZEEA I T BN 2 B AR RN & A2 AR EA T 55 =T & a5 1. (AL,
A DR By el EREAT BT, A H AU A RO CLIEIEE o 1] DAfa] S i i 22 0 18
EHERFEI (AFTE MACS) TIARZZRHE (R MACs) SRygm. LA M S HIME
SR HH 2 KT HICH T ANASE IR 05 A bR BORAB Oz A o rTRE . TS B EX T AR
AR RTE R R 2 A, A DA IEETE R DALE T IR T 2215 22 4 (X AT Refd
FIEE G 5 3 % 27 [Bennett et al. 1992]) . {E H1 T K 22 BOAIE 1A IEIE SEHURK AT X T 1HE
EREE, FrEARRAISE T ART IXAMER I SR AT A

Gioh, AERIATA OISR R (FlanPrbaiz), AT LS 50 T n s S s i i
B, LRSS, A NE.

Weak Synchrony (Only for Liveness)

4> delay(t)/& 55— R R IE W BN Z) ¢ FE i H Ao ReU B 2] CRE T Frs B RN B
BRI CR], R TTFE R ES S B FIRTE] [EIRE . FRATTME B delay(t) A — AT
I ES . HAET, IRAVERE delay(t) = o(t), {HiZ 5 R E AT LLEZ 5 Hiog2s .

3. SERVICE PROPERTIES

BRFE RGN L dr BN, AN [(n-1)/31 0 EIA R AR R, BFT BERHE 1 224t
FiEPE[Lamport 1977].

LA LML TE S [Herlihy and Wing 1987]: SRS 1EHy— e ey 58,
IR AR T HPAT ERAE o DA SRR T SORFE & RE SRR S JE AR FRATTFERH % B Hhfi
T EAME SRR E Lo

BFT MM R AL/ 2/ 3f + 1 MIBIARLER], DHRBHERMIMBI R T (i
Z f AR M BLREIT D) (2 e EANE . Oy T B Rs B A BRI RG], TS AR
AR ST, 1ZMRSS K N RA RS RN . 7 IROGETE, AR5 AT L A E A
n - f A BIAFRCE SR Z iR 8] —AN 815, BRI f A B AT RE 2 A I ) 5 EL i 3 /9 o BT
FERFEIENBA n- fDEIARIESG W 25, ST ARIE —AN5iER. IR A%
v R ERE R, BT PABR AN E T B n - FANRIAMES R IPRASESE . R A W AEE
R n - 2f DIRFEIRIEIA . 5350, BA MR f A EIATTRERA b, PRI, IS 3 () f
PNEIATRERA IR . 42%, R W ZRFAZ T RER B E n-3f MOHFERIA . BRAER
A w B AL FR AR BRRIAS, 5 0 TCI20 PR UR B IERA {8 I n > 3f,



TR i A 2/ W P e AEAE P IR SS (RIAEEAT SERIEIAIAE), #iaieite
Gk MR P AT T R AR AR DA Sy e b 2 - I B R, R
RSB BT NAE AR STIRES EORE — B AR R, R /- i A BEAT IR S AN AR B, 3K
SHE R BFT ST =i S 22 [Liskov and Zilles 19751 (F1RE 1 Jt FH (I FE o B e 22 - v 1)
BT B

— ek N R R R N B S N AN AT 5 2 BHE b R b
S RIS, DRAA AT TR A5 T 2 7 i e PR T 6 JER T SR S B A 2% A IR 5541 o Bl R G it B
FIERE e B #4720 40 (40, Malkhi and Reiter [1998b, 2000]), ‘B AT &% /- 3 K 1E
HiHE 7 A 2R e J R, AT IX SR S E T TR AR & 280, B — AN S
T H IR EE . 78 BFT 1, AT DUSEIUX MR R PAT e AR &, Hhansf SR04
L —AHIR ST 05 Ginode) s TEAKFER i Se IR J AR M BvE T, — AN F i
W Res 5 oo Eda (s BRE T EEMARE; i, Eal LUK A — AU R B3 s il s
RS

IR S A EPAT BN T ] REAS 2 AR VO S 1% P s Leanide, fESCHFRGH, i
B i T LUK 7 3R BOHE 5N e S T DRI, R T I BRI [ 5 gk — B PR — A
W 5 7 o ) DAIE SR A0 R B A SRR A SR IR A AR R R, FRATS IR
J i AR LT 0] o B TR T DURAT B R 1, i 1] 45 ) SR mT AZE — Nl R g0 (il
18 H s SCHIRE T Sk FE e o X 5 U7 ) Semg N Bede E S EUE N RS R EE
R4 (40, Malkhiand Reiter [1998b, 2000]) JESATEL. BUAL, %5 RRVFAR 55 26 ARFF
LR AEA I [ B ) 25 B X I A PR o Xt 1 — b A B 2 P i ) B R R PRI LA

BFT AMKH AL SRR it 2e 4. Ik, "&b AU [ A0 SR AR (A 1 5 AT LU F/E 5
B ARG SEI LIRS, HIX AT RE[Fischer et al. 1985]. 45 &% H[(n-1) / 3 EIAG
Wb, M H delay() AN TEBRHIRILE ¢ BB, AR DLSRIETEE (BT, &7 s 281K
FMBATINE R IOE 5D X2 — M 4 59 10 FEATAT FL S 1 R Ge b A vl e 1 1 [P
IR MBI I A PAEE . IRLER S i e 25 1k, 1T e A BRATTRE B MBS ] B 45 21

PATH S BAT IR AR I R A T B e S B B . it
IR A SEER, PUOAAR S HRAE W] LU S O IR S5 IS RPAT R 5L BIA
i BXLEAE S AT RO AT IR SR A . (ER IR LR 7 0 O R S R EANE I S 4L
MRS B IR EE AL o

A DL R o R i S R AR O . B, 1B QU B AIIE B E A T IEf Pl 2
AR N BAT R SRR S T — D IEXAIHNE, JFIEY] 1 H 2% 4 [Castro 2001].
B 7 B AT AT By SR LAAE, AR IRRAS 5 A SC A R ARCA R - #5E
Lampson [2001] 152 1 AR SR I fRIALRRA GRA A8INED, IFHiHE 7T Em
R

4. THE BFT ALGORITHM

ARG T ENRE T BATER T 51 S BT R — L EE AR .
MATESS 6 TP ffRE, 4 EHEAETE Castro [2001] T T HHH . BATEM SR AT IEXL
IOKZ PSS



4.1. Overview

FRATTA B3 33 37 AF PART FIR S WL E H F7E 1) T AE L [Lamport 1978; Schneider 1990]. 1Z ik
R BBATE AT ARG T S A R B FPRESL . A RIARYEY RS IRZS I SE IR 25 £
1B o 2P ity ) B A R IS HATEAE G R, BFT BRI A M S A LAAR [5] A0 007 SR A7 A4 [E 11
BeAE . BT RIAZ e YER I BAL T AHERRAS, DRI G JE s m A B 2 R B R4 s
HMFEERNEE . 2P SRk 8 RAHEISROARRBIARR f + 1AM EE. BT IXEE
AR BN REAERT, B UX 28 E R B S R .

AR A AL ) B0 v 00 e R A DR Al B 1 A DU [R) 00 e AT AH R IE R . &
Viewstamped Replication [Oki and Liskov 1988]#! Paxos [Lamport 1989], AT 3= %
%A (primary-backup) [Alsberg and Day 1976]#1 quorum replication [Gifford 197913 R JZH &
KA FAE R (HEREFE L REMIE, 1 Paxos Fl1 Viewstamped Replication 1V 25 2. K P i %

AR T, ShbEn— RIFE (views) WECERS). £ MEH, —
A EIAREFEIA (primary), HAKZ 44 (backups). Primary EFEHAT 7 i K 484
I o el N — AN T 105 7 Bo e i SR K e 70 Bl 3% 2 backups LASEEL. {H
primary FJRERFNRIT: B UONANERER 7 BCAH RN P85 . A7 1L B P oS, BEERF
G52 (B E FIERE (gap). Rk, &40y A primary 43015 5115 5058 FH HE A AR SRAS DU ]
I ik BT view A BT DLE 7R AT primary H MR 1845858 1 primary .

ZEIEF RIS RIT 5 5 2 %51 (dense), BIEAT 7 H1 545 BkId, (H 2 447 40 Bl B 5
A RESHG — LS 515 BL A AT N TSR AE 25 K

BRI IE R IANVE W, AT ZEAHKAE quorums [Gifford 19791 AR LA FHAE:
A FE 5 BEAEHE quorum 1] ZE K] [Malkhi and Reiter 1998a] . 1X ¥& quorums A P54~ 5 22 ) & 14 o

—Intersection: {F{A > quorums & & /DAE —ANFLF I IEREIA
—Availability: IAZAAFAE— MR FREIA R AT H quorum.

T 2 Jeg 14 A1 45 A U quorums VB AEIMSUE B AT 5E N A7 - BIIACKHE 25 A —> quorum,
FEUSEE quorum certificates, IXUEHIE 152k H —MNRIREFE 715 B quorum RN ICEM
— 2B S  X LR BRI (E B O nT SE R FERE AR 5 O S e AT EE ()
WAF BRI AE— > quorum TR TR MG S, FFEISH rE .

FATHAEH weak certificates, X EEE H 2 W& R AN FBIAR 2D f+ 1 MEHERES
Weak certificates il Bl /0 — N EFIIEI A TEE . hilIRE— B — certificate
FITUERH

FATH R FBREARLE, FHEH0, ..., | R|-1PHBESRRESENEIA. AR, &
MBS | R | = 3f + 1 oo f 2 R REAT SRR AR A 1) doe KB FRATIEBRALIEI [ primary Dy RIIAS
p, i p=vmod |R|, Hrfv2UWESHS, WERELHSK. HAT, EAIK quorum K
e HEDH 2f + LARIRIIES



4.2. The Client

&P ¢ BT AR 2 86— 25<REQUEST, 0, t, o>« HERIGERPATIRESVIIERE 0. B
[EEK t TR P i AT 1 U — RIS S DME JE R 17 SR B A L BE 0 1 >R 5 s PR s () 2K
c HIE R [P TR B 52 2 HE P

BIARSZ I RIFR AR MBEA TR B Ed, AT e R DO BT S IR IE . 155K
TR — 1 TR R R AT HEF? o BIASRAE SR Rl 2 B AR 4 % 7 o B B AR N
<REPLY, V, t, ¢, i, r>yer F7 v MATHLIE S S, ¢ RANE RN IR, i RIS, rdiuT
THREBIERIEE R

TR R v 200, PSR — AR AAFRIARA f+ 1A A2 MACs (19 LL KA
[ t A r ) weak certificate, HT 22 f PMRIATREA TR, FIXHR T8 RA 8. &
14 HAAIEFR N reply certificate .

IR P AT 5 I U ] — A reply certificate, IS EHTAIEENR. WRIERD
B A ER, MIEIA R 2 B AOE RIS s BIAS AT Rk 45 RN % 7 i (1) B e — AN I B2V B DA
JE M E AL . R primary WA NIERSECA T A S, WL 2% 2 MR AR 5N
HilbEr), USSR,

PAE B P o A A M SR IE A FERIE N — MR, (ERANHERE e b LA e v
AT AR, R B E TR 2R

N RBIE TR T B m R T k. 5, RIA SR . X
FIRE S RO i AT P el o FRATTIE A 2R T okt X A 1)l AR 5 iR
TR Y], IR IRENEER S D I B . IR T i 4L O, ATRAER 5.2.2 T
REANLH I U RMEXHE RS i AR AR R L, #E B A& SRR
Al B, w4 50000 NEERE i R A>T 1 MB TR, B 16 TR
PRI 8 741 % S AR R AT o

UEAk, B 7 EACAEREN B S S BT (R E — M SR 0 8 7 1 I () B AR R i A AT —
ORI o (B T I TRV BRAR /DN, 10 ELANYR R ) 25 i [ ) [R)BRORT DA A FE R B, BT AIXAS
J% 51 S I SR R T Rk ) L SR, RAS IR Ak A3 BIEEAS 3 i ) B [ B2 R BAUR
Hff . WERPIERERK, FHAKER) i, KHSREAVISKER . XA SEn] AU g
RO RTY™ F A H R AR I (B 20 S o A T LI L 25 7 d 7 ) ] SRR BR 1) FH A i A 5L A
AR WREIA R R AR O EFF IR, WIBAE %8R OET, EizEEA
AT BATANY, AT AEAGIE SR AL (70 AR s KA KA RERER . JAh,
i BE 6 £ R AL XA DL A A IR 95 R RS Bl &

4.3. Normal Case Operation

FAVEFH AP SCRB T R R T 2 B BIRIA . X = AP B )2 T4 (pre-prepare).
4% Cprepare) FI$EZE (commit). B FEHE HIERITT I primary 28 IRIIEL T,
pre-prepare Fl prepare i H & 58 4 HE 7 AE [F— ML E R R EIE K . #ER ARSI B T
W ORI T SRAEBE N B R e s HE 7 . B 1 384 1 7R TS ) IR 545 Ol T SV M o



Mg, g<PHE-PREPARE,V,n,D(m)>GO§<PREPARE,V,n,D(m)>u‘§ <COMMIT,V,N’q; gcngLy,nuiC

. N S—/
repll-caC' \\\ \ j/ / N / / /

replica 2

Fig. 1. Normal case operation: the primary (replica 0) assigns sequence number n to request m in
its current view v and multicasts a PRE-PREPARE message with the assignment. If a backup agrees
with the assignment, it multicasts a matching PREPARE message. When a replica receives messages
that agree with the assignment from a quorum, it sends a commIT message. Replicas execute m
after receiving COMMIT messages from a quorum.

replica 3

A RIAR RIS OIS PPIRAS, A8 BIA O 42 8UE I B 1) message log, PLA R
TR A HTAL E B A RATIEAESS 4.4 iR an T 0 & RS T DURAEE SRR A
et EATRERE M.

4 primary p % S SR FEI 5 SR m. = <REQUEST, o, t, c>. I, 15 E 7] LLSGIETE SR, 1]
K FH5 n 3% mo S5, B — NS K PRE-PREPARE Y 8 2 #5341y, IFH41%
HEFARIHHEF . 152 AE L U<PRE-PREPARE, v, n, D(m)>.,, v RoRIH BRI ARGE
FIALEL, D(m)E m A2

1% PRE-PREPARE —#¥f, 7 H AP B & i% M PREPARE F1 COMMIT 1§ B A& n Al ve —A
BIAREZU FHEZ—, B v s o] DU UEH SRS R M n FEMRKA RIS h
FiE KA bRie H Z 1. e — AR EN, DUERE 34T 8 R W e I Hod i i 8 E
K515 KB 1k — N primary #8755 230 ATIES 4.4 A5+ 118 H F h 13
JEAE DL -

#r i $252 PRE-PREPARE JH B, B (B LRk 40 C¥%A B2 a8 AN AR E A0
Kl v MIF %15 n [¥] PRE-PREPARE . W1 %477 i 52 PRE-PREPARE, Jf HAE L H AP HAE R m,
)38 i 2 7 —N(PREPARE, v, n, D(m), i) V8 2 A m A4 2 21 BT A Bl A AT 3N prepare B B s
64, ‘EKs PRE-PREPARE 1 PREPARE V1 BT NI H & . B0, e A4 # A . PREPARE
HERRSHFBEMRE v FOETFS n B me WEREIARLG —MER K% T PRE-PREPARE
B}, PREPARE JH &, FRATNANIZANE RIEHT 2 Bl A L &2 pre-prepared .

SRIG A RIAUCETN B, HE'E BA W PRE-PREPARE (1] quorum iE15F1 2 f N5 7415
n, LK v fliE>R m ULHECK PREPARE JH .. FRATHRIX/MIET 2 prepared certificate, FRATEK
XNEIARES T (prepared) 15K . ZUFBIEYH quorum B [E=ELE v B S n B m.
IR SCPRUE SR A A [F A AT 7 515 DL AN RIS SR 1) prepared certificate & AN ATRER

B2, ZALAX 2 EMPREZECNE B T quorum certificates [ —FF & . &
WEREN, JFHAENDNARE, HAMEME v FF55 n 1 prepared certificate [f]iE
RKom Ffl m's AAXEGEFE quorums ¥ 2/ — N ILEWAEMIREIA . 1ZEI A% Kik
PRE-PREPARE E{ PREPARE Vi &, [FJEFER MBI A m M mpEAHFEFSS. Bk, m
A mAH XA, XS5EATE A .

XA T DAB DR Ao 7] — 0 1 v B89 378 SR PR MR 38 J— B, {EL R AN BE I Dt 4L B B 5



TSR BT o @A AT LA B AR R (7 5105 F1AS [) (34938 SR AE A [H A B Al 8 prepared
certificates. TEACPTBLfRH T LA RN @ BEANEIA | Z3E(COMMIT, v, n, i) FXEA prepared
certificates, FFRFILIHERMBIL AL REEMEIABEERE, BRCRGAERRBA (A
HHAS) THMEEFESS n FAE v /) 2f + 14 COMMIT {5 S/ quorum certificates. %,
118 HEAEFHFR N committed certificate, I HFRE Z B A& B A5 prepared il committed
certificates I, 1% R HRAIASEZ .

TEERBIRAZL Z I, ZWREZIE RO H quorum & WMEt2d, A aE
quorum L3252 T EALE v 3 EE 51 n 25—/ M SR I quorum . #7117 primaries 181 M quorum
BLHX prepared certificates J-7E 0BT AR EIAIE TS A% 38 5 915 23 B SR B R 06 T CL R3S 111G
RIS B BRI LB R . LB SO A SR 4.5 A PR

FEANEIAS | AT m SEAZIN T FAZEIATAT 1 B BAT B 515 RE SR K %P Biis >R
(A o SXHE AT DA DR B A3 AR P il A 42 SR A 22 Sk P s (AR TR AT 5K o $RATR R
FHRAE S, RIS 2 i RAE IR AL . 9 T ORIERG BF — RIS S0, BIA ZEFEIN (IR T A8 4
e s ) f e AN R BRI TR BRI 5K

BATAKAG T B 7078 AL I8, IR AT REIR A s iE K. XFFAEHEE, HNE
{#:¥5 PRE-PREPARE, PREPARE 1 COMMIT 74 BHiC 3%, B RIAE M A5 3R AT AHAT .

YR P i A R B SR AE X AR, U SR A E RS 1T e 2[RI I IR AN IE
) MACs. [RlIt, BB LA REIA R G R 2B AE. B0, XA W8] 58 F 25
HH ARG . BFT 38 AEFE FH T 36015 1 SR 1 B S (ML R X AN ) s n SR R
EGAEAS HIEIAS | 1) MAC ZIERIN, 5 | A REELHEPIIERMER f + 1 4
PRE-PREPARE B¥, PREPARE 5 /2., I i A] DASGAIE—/MER . 55— ANl 2 2 n, (Hung
Ao IEAUE S I SRAEFEA IES R EIA B34, MEE AN nT LA 1k R G0 AR

4.4. Garbage Collection

AFTH IR ETH B H S TR b R B L] @A AL H B Z 5 D adhdT
FIERIE R . (H2, HEIAPATHBAE RN, BIAANGERPIMEFHE, FOVETELE
F M JE 73 Z2K) prepared certificate DA OR %2 4 o AH S, AL A0 Se 3R A5 HORAS IE R RIE W] -
W, B AEFFESPATAEZARE T MR RS B B .

TEPAT A EEAE 2 J5 A O BeiE B 2 S 5t . AR, UPAT B A A& A
(checkpoint period) K (41, K =128) 0] 73E ()7 515 FIE RIS, BATTAT LU B4t 2F Bl
PATE AT X 215 R P = A (PPRSFRONKE B &5 (checkpoints),  FRATTIA i A E B RS 25 55

& MEERIM A 5 (stable checkpoint )

YR § P BB AT AN, B (CHECKPOINT, n, d, i) H B2 #E R HABEI A, Hdn
FEPATRES IR G — MER P HS, o RRESIRE . SIAR%ES RS RS
B B — MRER R S, AREI RN E M S UUECYAPIRES . FiREIA A
FR S 2T 5 (IR A AU ECE B2 L ZE . 26 6.2 Tl 7 el 3 8 i BEAR 2 pS RN Rl A 2
] AR RS

FARIAWENE, BREEAHEGHEFSS n FFHE d BAREIA T 505600
) 2f + 1 /> CHECKPOINT JH B (AFEHH B 1 quorum certificate. FATTHFIAIE BRI NFaE



WES (stable certificate); ‘BRI PRILAREI AN BEOL SRAF— /N IGIETS, UEBH 40 R e AT 75 EHEL
B, MZiefaf s RN . deiy, P25 8 n S SfE, IRk EFHHEdH s
BAENFET n P55 M%E:; EBSEFIE RN

R R P BOH FHEREK / B AR IE CREATRRIS B AN S H A RBRED . K AARID b
ETRERERERNTING, mAKMARCNH=h+L, Hf LUARERD. HERNZHE
AR AT B AIES P A5 RO IR K SRLUE KI/NERR T (il 2) 3Rk,
AR EIAA AT G157 LAk & AR AR -

4.5. View Changes

ML B8 SO SGOE TS FCVE R GEAE primary KA S BRI BUS HE e TS ALV . UL 06 20
TRy 2t e b Zifh DR AR S R A AE AL B R T S A IR SR IR 7 515 TE Bl — 2

P J5 O FEA BB AL B ) primary M quorum SEEUA Sefa e FIHESAEBIE S, 306
HAS BRI E . B TAEMTAS quorum FHAZ, PRILARIE primary SR S BT AR K HH 42
SR S 3R DL TG FRE A 2 s (A5 2 o AT (R LR 3 4 1 n e 75 S J0 PR 2% TR R i A
PR BE e FRATTXT Castro [20011/F1¥H R 13X AN in) @ i P BUHEAT T 1828

,  view-change view-change-ack : new-view
Replica 0 = primary v /f//" /
Replica 1 = primary v+1 MJ //‘ \
Replica 2 M’ / : \

Replica 3
Fig. 2. View-change protocol: the primary for view v (replica 0) fails causing a view change to view
v+ 1.

¥ 4ER) (Data Structures)

AlAL S TR R R A BITE O A8 BORAEAE P A Q IMEG . IREE SRS
H & i S JT S KA S 2 18] 7 415 (A5 1B RIS TE RGREIE 4R B2 1R A 2 ik A 2 M LE
o, XEAE S ARVFILEIE SRS T/E; JRAIEFBITN, XREESHT. BIAIL
TPt 5 Ee AR & TR 1R 2% H A REFIE K o

TERIA | AbHT P AFEA RAE LTI EI R PE | L EEHERIIERMEE. BEM&HZT
H(n, d, v), XEWRE I ERE v HA—ANEA S n B d B35 KRR T — prepared
certificate, Ff H7E 511 EAAH R S M E %A 7 | ERES T 1E K.

Q FiERTAELIMETF OAAE | S (pre-prepared) MIERMMEE (I, i &4
X% T PRE-PREPARE BY, PREPARE JH E[EK). BN H ZITA(n, d, v), XEKRE | EAE
v i TN RS n B d 15K, JF HAE S B A E S R AL E T, E K
WAL FIHER.

View-Change Messages

K2 fEon 7L v BRI v + 1 LA S . & i PRBERR I v 1Y primary A7



i, ALK v+, 28— (VIEW-CHANGE, v+ 1, h,C, P, Q, iy H BT EHEIA ., X B
h /2 i CEIRERFTTRERE T A S, C & EAAELE | AR S 7515 I 2
—4%f, PAIQRZAMRBINES. MHHERIEE R VIEW-CHANGE H B2 |, &
TS, W 3 fion . — HUR % T VIEW-CHANGE Y4 2., i M3 H 3% 1% PRE-PREPARE,
PREPARE I COMMIT {5, ISR AEE T UUR I B A& SR, N R cHEE TR
TP . 7E Castro [2001]H, FRATHGIA T H S E Q MK/DIEIE M. Hi
/&, VIEW-CHANGE 74 2 A 45 PRE-PREPARE, PREPARE &, CHECKPOINT 78 &..

View-Change-Ack Messages

RIAUCEE V + 1 1) VIEW-CHANGE YH 5., FHWHIAKIES v + 1 1 primary, p. WP
A AT A E BN TEEET v LB S, R4 H 21X 5 VIEW-CHANGE V4
B B E B (VIEW-CHANGE-ACK, v + 1, i, ), d Y (OB, Hor i BRI MFRRTT, d
A& IEAERRIATY VIEW-CHANGE 71 B 2L, | J& K% 1% VIEW-CHANGE H S EIA . XL
TH IR FRVE primary 1IE B AR R A K IE I VIEW-CHANGE Y1 2 L8

let v be the view before the view change, L be the size of the log, and h be the log’s low water mark.

forallmsuchthath < n < h+ Ldo
if request number n with digest d is prepared in view v then
if3(n,d,v')y e P
remove { n,d’,v') from P
add ( n,d,v)to P
if request number n with digest d is pre-prepared in view v then
ifd{n,d,v'y € Q
remove ( n,d,v’) from Q
add (n,d,v)to Q

Fig. 3. Computing P and Q.

New-View Message Construction

) primary p U8 VIEW-CHANGE 11 VIEW-CHANGE-ACK T B (A H H BN ). &
¥ VIEW-CHANGE 7 B AFHEESEA S W o TEMN AR EIAB IR T i 1) VIEW-CHANGE-ACK ¥ &
ff) 2f = 1 4> VIEW-CHANGE-ACK - Ji5, ‘K MBI i #2US EI1¥) VIEW-CHANGE VH 28] S.
XL VIEW-CHANGE-ACK JH B3 R LB 2 1) VIEW-CHANGE 8 B DL KB AT LUR IE 1)
VIEW-CHANGE-ACK JEJ&—™ quorum certificate. A TR HAR WAL E SGIEFH (view-change
certificate). S HIIREANZ H#ZH TA R EIA

HTH) primary (£ S o015 LR 4 el Ve SRR AFIO A SR AL R . 2
BERR primary BECEUHT G BITIELT, B0, S S BITHE . RIS mx
ORI m EOALE x, FEots x RIS S m (030 KK HORS SN 0 P 447

Primary JE 1L 7R L & h s £ B AT SR AL PR RGOSR S A B ROk R 3. EN—41E
FIIERAR) (BUOVENTRAISIES), M-St T 20 f+ 1 N AREEREIA 1 H SRR A2
(A B R ERE BAT B 5 h IR A BRE — DRI RIS PR L ZR A ERREALE h
i 5 I RS A SR B AT R T .

ROk, primary IEFEAE h Al h+ L Z B RREAN A5 n ORI R T 2% 10 SR (o
L2 HERIRAND o WnFAE LLRT AL B AR 422 17— /MR m, T primary DA F0GE 5 m. 0347



FERXPERITE R, B ORIE R ME—W 2 2551 AL FI A2 T8 K. 264 AL iR primary 16 4864E—
A~ quorum H1 R LANEIA R 2 AEBCHALE v thHE& 4T 7 TR, A2 T ORI SR 7T AZERL I
v e, BOVERH v UK IRL I DA IR 1 B A TAE A1

let ¢ = {(n,d)[35,8 C&: |5 > 2f A|S| > f
AVm € S :mh<nAVmEeS:(nd) € mC}

if3(h,d) € C:V(n',d) € C: n' < hthen
select checkpoint with digest d and number h
else exit

forall nsuchthath < n < h+ Ldo
A.if3m € Swith(n,d,v) € m. P that verifies:
Al.32f + 1 messagesm' € S:
m.h <nAV{(nd,v)em. P:v <oV @ =vAd =d
A2.3f+1messagesm’ € §: I(n,d,v') em.Q: v >vAd =d
then select the request with digest d for number n

B.elseif 3 2f + 1 messages m € & suchthatm.h < n A m. P has no entry for n
then select the null request for number n

Fig. 4. Decision procedure at the primary.

WRAFAER AW FH SN n (At B) HHAEMIE RIBIAN quorum, NIAREHA i RAE
FS8S n SREEST. L, primary B85 AN WSCVE R H B SRAE AT N TR IR IRk 25
1H>K. (Paxos [Lamport 198918 F T SRR FIA SR IRHM ZE B )

2 primary &R TR SR RIS, YA R 1L X AT RE TR AR ARHT n - FANH S,
{H— H. primary B2U R 3 S F A AR B R IE T FTE VIEW-CHANGE Y ., ] primary 464
REfS SE Z IR RIS 2 . VB E, primary i P o 17 FLAh R A 24— 25 NEW-VIEW 5 5.:
(NEW-VIEW, v + 1, V, X)opo IXH, VL5 H A B A AR IR TR VIEW-CHANGE Y9 J2. 1 47k 22
HA s FRIFANFEX, X BIRFTERENRE S RE. v F1Y VIEW-CHANGE &
NEW-VIEW certificate,

New-View Message Processing

Primary SR HUIRZAS DU B NEW-VIEW 2T HIEE . BE3REC X thE D HEMER,
REEAHFIS h A, BB R CAREE D BRES (B I5 6.2.2 %), e
£ X P EAPAER, HFHAGFIIS h FRE RUREEE R, B H B ieRiERE
M v+ 1 O FRAE

B v + 1 O EE B B 3 e A 1A IERIY NEW-VIEW 1 BF1 v s RS0t (1) TERA UT
fic /) VIEW-CHANGE 7 5. .t R &4 I A UL R v o 5% &I A VIEW-CHANGE 5 2 FF i — 4,
primary H O A i LA IE B KRB B R ESLM, WANEREEEAM. HH
VIEW-CHANGE-ACK JH B d T iXANA i, BT primary E3RTSVLEC Y view-change certificate
i, RALE S H—2 VIEW-CHANGE JH 2., FTLAZ /> £+ 1 AR fl 48 v DUORIE A% ZEAE
V B VIEW-CHANGE JH BB S . (R, R4S VIEW-CHANGE [ R # A A1k,
M| primary H% &% 77 ) VIEW-CHANGE V5., ARk 25 43 B /% VIEW-CHANGE-ACK. 1R
AR v A BRI R A ARUCECHY £ A4S VIEW-CHANGE-ACK, FB-4 & AT DAEE
24 E FIES A A IEW K VIEW-CHANGE 71 & .



FE3KAS NEW-VIEW 7l 2 FVLEC Y VIEW-CHANGE 882 5, #&Wrilid HaTEl 4 sk
T R KA B X ey B T SCHF primary HE HIPE . WA S, W EIAR S RIS 2h 21 48 K
v+2. B, eI primary SEBIE T S SRS R XD EHE B T ME— X A, il
IRV N TIHES G R 23— 2 H T v+ 1 1) PREPARE JHE.. )5, IEWHBEWIKE IS
iTe

4.5.1 IEffTH(Correctness) . FATTELAE AR IE ZUHBIA 9, #8128 B Hlp 13 (view-change protocol )
REE 22 (safety), 1 H. E2EEKR (live).

‘wafh (Safety). FATESEFMLL T WAL o

ANARAE R m AERLIE v SN IER R B A EIRAEFEA S n, IISAH HARTERAE S — A IE
FAEIATIRES v M n, IF HIE 4 PR R A SRR v > v IR kX 2515 n
AR K

A FE P EREAFRBPRZPI5 8 n FALE v i BCAIERIE R T AR A S v
A TE AL B R AR [ P 85 B A L A b AT Tl o o DRIk, I 0 A U SR I
BB PUOVEAIMAMRS BAT AR 7515 A 37 K

WEH @I v A v AL S AT A48 . QiR m fE— SR IER I EIA | B3RS T,
Wi AFIIAS Q 1) quorum #2157 COMMIT Y4 &, T LAULAANTHE & T BAT 5515 n RIRLE v
MG K . 1T quorum intersection J& 1, A[EIFIIERASBELE B AT HH [F FIAL B AT 515 (1) IE
PIEIA FEg . BIL, 76 v =v FIERIME DL R, X S0ER BT .

XPTHGETR (v>v), BR—AFE, REERRE vHCNFSS niEFE—MERm' #
m. IXEREANEFM AL L% B B AUNE. . @IS quorum intersection J& %, W%
H AR B BT R 2 K AL FIZk A B BIAEEL quorum certificate H1H h < n X IEAf
HIA j € Qffl VIEW-CHANGE 78 5.

MR ATE 3 BTk )5 P ik F2 e, j o v VIEW-CHANGE ¥ 5 A Z7E e 11 P 4
fEve = v HaH(n, DIm), vo) (FR | EANTHS n PG BATHHERENO. Fikk 4 B8
ANATHE B . H R 05k AR A B A< VIEW-CHANGE T8 S7E H: ve > v 1 P 248 P A di<n,
D(m"), vi>, 251F AL ATDUNE; 4604 A2 ATLARG IEIX AN A, 2618 A2 R e Q 4 h B
<n, D(m'), v¢'>IEREIAFT VIEW-CHANGE JH S A N E, 15 v' = vi. tHT D(m') # D(m)

HERIR D, AR ERE v < vo I, v < v DR AL R A2 REEESNE, BP
SERL T IERA

WTE (Liveness)o O T HRHBLETE, WIRBIATIEDATIER, NAikezh LA . WA
AR T P BHL AL #5473 JE PRI A PAT 15 SR AR I B0 4 3% A U 2 primary A3 B R IR € i A o
AR — A AR — DM RIE R LA AT, W0 IR SRR K & R B R
I B 45 M ARIZATIN R E R 45 . MEAAHERPITIHRN, EXFIER &, H2R
FEAAN I E LR A BT HABIE K, e FOBT R sl e v s

FATIAE T AR IE AN GE , 12505 BATIE VR . BATE S, — D IE#) primary
R RERS A — > NEW-VIEW JH &, A2 EA 208 1 AR E6 B AR 2 T — LA,
SR FRATTARE— T Sk o i K PR P 1t i v S PSR P B ) T ) A B — SR 36 5K

SRS, BAT TR TR 1L primary JEIRAE I 4w B ARREAT . JRATTAER W
T A AL R RE P SR A B T A6 o 8 I R R A A o B A I 2 1 AR AT



FoAtksr 2 m0, 15 primary BEREHUASREIE . F] he RO AERELE IR B A% b AR SE 1o 25
Feolg. T 24T 2f + LA IERIEIA, IFHED f+ 1A EFEIA RG50S0 he 1)
K s, BTEL primary KEERE Y h £ MH he. WURTEEHATHERE, RIAK REMS IR primary
EFNARTRE R, FANEDSA D IEREA BT .

XITh Al h+ L Z BN TS n, AT primary 7] LUk £E— /N 2 2644 A 5B (1)
R THOAFE: (D —EIEFPMEIARMES T — NP5 8 n IFR; 83 (2) BEXFE
BRI RS (1), 260 ALKSEHEOAE, BONE 2f + 1 MNEEMBREIA, FF HAEM &
BIAMANE — B TS 5 HES AR RER; A2 HIEAR 202, KOEAESRERIA i
BIER TS E D f+ 1 DNEEMERIA . thAh, &4 A2 BREZ/DHE A IEFEIAT
T RUE e . Bk, oD Brde i SR AT BIAH T DOREC S, H T DUBAS & & J 8k
Mo FEREOL (2) 1, 25 B BZRn 2, BUNE 2f + 1 N IEMRIIEIA, R ST
55 n HIER .

RAMAEZ D 2 f + 1 AR EIA AL T A R  JF B — N2 primary IIRHBX B
IR AR BB, sbAh, BRATTAT LA, DA R BN TRl SR 508N, B3R Le R /T30
170 FATIEL LR LR BUSEHLX 2L H A

e, N T B SRR R, A v+ 1 2% VIEW-CHANGE 78 5 B A 75 5
FIEN 22 B v+ 1 () 2f + 1 D VIEW-CHANGE W B.. 2RJ5, EafE—Bita T2
S sh e AR E R . R e AR AECE] v + 1 1A A NEW-VIEW 75 8 2 7T 5755 40 K
HHHRAT DART AR AT BRI R 2 5020, e B A v + 2 J3 S AR B8, (EX B S5 4 2T,
SRIGIFEARLE v + 3 ML AR B

HR, R —AEIARK IR B KT H 5 E A B A B A R — 2 f + 1 ANE 200
VIEW-CHANGE JH 5., WI'E & MiZEA 15/ MEE &K% —4 VIEW-CHANGE ¥ &, Bt
I BRI AR 1, XRE AT AR 1k R — R B AR B S st R i .

5=, BRI A ORI R A S A AR SR P . — AR R A BRI Rk
VIEW-CHANGE ¥H 5ok 3 3L B B8, B 4 &8 20 £+ 1 ANEIIA K I% VIEW-CHANGE Y 28
ZRAEMEAZE , H2YE2 primary [FEHE GEIEARIEEEEREEARBEE), AILlS
FLEAE T, SR, BT v ) primary S2EIA p, %3 p=vmod | R |, primary ANH]fE
I AN A A R Y

X=REARSEME 7GR, BRARH S AEIR L ICFRIPI R I S B BRI A S PR IR R 4
HHREAKATRER -

FATHISEILORAE T APk ER R i B AR At B 7 o 1) e 55 It e 6 36f L35 R
BEAT 81 82 o — AN TEH R primary [ FIFO BN 73 BC 515 o 43 7E FIFO BABI R 415K,
It H A AT BA B H 10 55— AN 15 SR IS A 45 LA B B e I s IR AT RABIT Lk A R )
primary fEANKEBER H FA % 7 i IR SR N 45 7 3282 P m AL 6 A

5. BFT-PR: BFT WITH PROACTIVE RECOVERY

WERAE RGeS D 1/3 (EIARIGG, T BFT $R it e s PEATE P . XL fRAERS T
IR R SR, PRUOVERX A O T AT RE 28 R PR, JRAT Ty R A i e
RIAAT B BFT JFA T KRR AR TIRERT BFT, BFT-PR, A LA B A ) e b



il /T 1/3 AR AR R SR T & 11 o b W

—ANFE R SO B AS W] BEAE BRI R IR Rk, KB AR 1B, BART kX
HAEBA BATI B DL B 1/3 IEIATI AR F IR 55 & . BIAE A BE i PREE E AT BRI,
FATHIH L 2 € IR B BIA

55 5.1 T HA T IR AL B SR B PR BUMR, 5B 5.2 T T RBRBUE L.
5.1. Additional Assumption

N T SEBRE, BATLASE FBAE — MR B ERIA SRR A, I BEMTFE A4
FISE R A A R SR o X T Do Lk RGE R S SR ARSI, HRE TR
A2 AR BIA UL SCHUE R TR o K E b, AR R A TSRS v T SEI A3k =,
FAT T Z B -

G NE (Secure Cryptography). FEMEIAHEA — MW INE PME RS, B anikh i
2 S {KiButtonBXIBM PC 300PLEAMR 122 405 Fro DAL SR APt B A AL, JF HL T DAEAS B
P LB DL T A BT S L R . B E s — IS BRI . R e REs K
THEER I 2] & 2 B B .

HEEHNAF (Read-Only Memory). BANRIAK HADRIA K AL N A, A
SWEWIR . Z W AERTRES Flash BIOS [ —#B4r . KB MHES v LTI &, DS AE 75 B
HHLES PP EL U7 i AR SR 4& 24 BIOS.

I ER 3 (Watchdog Timer) . B/NEIAHAE —ANE T @R 2%, B0Ks 30 b b i
FEFNF B — MG F S AP I K B IS ALAS o O T IR PR LA 20, BUh B AN A%
WA ML P EEYT M BRSO N BB T T Wl . A9 B -RokE At ThEe.

G B B BT R BRI, IS B n] Re > piedle, SRATTIH BRI A H W 1S
Dlo HEATRMIN, AT LA RGE B 5 B RHERPATRE .

TR, ZRIFTA 32245 ([Ostrovsky and Yung 1991; Herzberg et al. 1995, 1997;
Canetti et al. 1997; Garay et al. 2000]) #E H B AB 1T I EEAFE 2 72 R N A7 1,
B R B B 18 04, JF HK 2 BORME e BMETE A & 35 Pk S 5 R 4k 4k TAE I EIA
ZAEAINIEIEIE ) XL B0R 2 LASRELERA T S, (HEAITESEBRR AN K AT RE L. R
TR FTEAE R N A /N A, A8 P e A W AL BR A8 75 VK 55 78 Bl A 2 8] 338 1)

S

P — AT R AL IEE [ 30 % e VE I R A2 Canetti et al. [1997], {HAZ RIA R DAFEILFL
BRI I 0 50 1) PO B O M2 SR B 04 o SRATT AR 22 4 in s B i mT U5 K 22 B s
FEBSIKE, I BIUE AT DR AT & R PR ORI AL RS o RATTIEEE 2 7 Iy — A
LA P AL ELES s X TIL 1 s AN AR 22 T P B A2 4 AL T DAE I [ 2% AR T —
ANBG [ AT G X M DL e 2 H b e 2 AN H B R RE 51 A ORIy, mT U 983X 2
BB

WA LSRR BFT 75 2 5 o ) [F D R BORIR BHE M . BATMBCELE T A 1 B A3
I H] delta PY(RTBEFE LR &M 2 Ja ) BUTTAT AR e 7 i UL 7 X33 oK 11 18] 52 AR AR 2
J5 BIRAT I FE A AE — SE R AN A IX B delta & —/NMHHL B HR T SE (8 F R I



AR eIz A Dy 1B A B i SE 5, LASSVF DA E SR BAT IR, (HE R T REAER —
82 delta FIEFEHI SRR RGP IREF o

5.2. Modified Algorithm

FATE MR REN . IR)E AR E .

5.2.1 Wtk BFT /] quorum fE R SE N AERAFAHTE R B . TA LA RIZF N
FAAEEZN R BTG DL N ORFF AR Rl 2 T3k AL L S OR AR A2

e MR B AU B RES quorum certificate DAZIHE — A quorum SCRE; ALY, JEME
quorum i 7 PR A sk —ANULEC Y B k0%, B A T 20 — AN 5 B AR E FIRS &
Flo

FAN, PR D6 2R CR B AS BT RE A IR 55 BRI SCIRAS — 3K

SRR E H . BAT AT n AT 4IRS (BUEfTRE RO RELAS
WA IEATRA b+ 1A n Z RS RNG 0 Fr 5105 F B A e A & a b Ja i R i 35 10 E
AR o XTSRRI RIA EFEAT

AU A ok, DA RAE BRI A R N R B X e A2 . 5, AL EEBGhE
FEWEIREREIAR . B, B0A A& LRk LR R, WRBG#H E 42 T IRIEH B
MAC # 4], RIMEREH 2 e ins i a2 IH ., WATRE S A E DG dl, Bl T e
PE R R A 2 F A RIHE . FATE AW E IR T2 MAC 9] L AR RIASR % 7 i dE
2 A1 T TH 3 0EAT B 47 B0 RV JE RRE G b ]

B, HENEHRAREN . BRI LK ] USRI BRE R, W48
PLH R, RSB MR A RENZ T f M EM& L, XER THE M. Al
T T b ) AR B P g 7 B SO B I 25 3 AN AR SE IR IR — 0 2 0 T Y R SR AR R L ) Ry
TR, AR P e T B I A T R BT R B HTE R . 5 5.2.2 TR T
FHAAT P32

BT IRE R EZN, WENEIAR AR HE, KRBEANS P DU, 50
ERAEFTAZ A AT REBOE - R, — D ARSRE R A A & BRFURA, JF HBRATFH E
VFEAERE N RS2 SR AL, PUOVH RESE IR R I 2 & 2 1. SR8, WERKE R
R A SEBR b dba ey, D AL o 250 DR RS IL 2 . _EIR AR PERME, JF B 400 1k
RIAAL A IR S o FLRXELE T W R I T BA AN FITE VR R I B A 75 AT e SRATTRE AR
5.2.3 “ O RERE S AT gk PRI A 17

5.2.2 AT H (Key Exchange). FEIASFIZ P omidid @ B (B WisEsr8) Kik NEW-KEY
TH BRI FH T B0 AR L ABA TR B 215 B 8 . AH R AL 4 R ST AR 25 15 B 4
HEEAT(NEW-KEY, I, ...y {kjte), ., Do FITER . THE BRI (HRIAMRED &
%, t RHAFEEROME: tHEES UM PR Y, R IR AE A A I BN B, (X
By 1k 7 | B [Gong 1992].) FEA ki 22 j MAZH T IR UERE R K IA S i BTH B2 AH R
A kB I AN, BTCLRAE AT DO . EI AR A I ALK ¢ Skl i A 5 NEW-KEY
HE: t DAURT M i B 5 —1> NEW-KEY 71 S I [RJ 8K .

AV S5 A2 PRI — BT, BT TR (. e 3
NEW-KEY T SLSE IR 1R P e SOk R XA ) B 220 T i — 2, g



ANEIAKE EFZ % a2 i, X eI i A

Lt Mt (>t SEPIANESER) NEW-KEY 718 H 7] — N9 U IR N Z1 . JRAT T I ) )
PR [tL, 21— RG], ARSI A, b -ty DRI

MEI AR B P R I%E A NEW-KEY JH B, e EF HHEPARE T BIEH—5a0
e (H R/ PRE-PREPARE 1 PREPARE Y1 S 541 ),  FE3HE 48 A R B AT AT i 1H 25
EHESUE M B o IX A OR IERA 15 R0 R 52 B R R e 003 S B E S, RIS A (5] — Rl &)
B 13 AT B I UE T S

5.2.3 KK (Recovery). PRE PRI Mfmm| A H R IEH 21T, LAACVF ARG H L A
BRZT R, 7SI — i, R IRAERI AR E 2 J5: B T IS, en
RERCI T BT, JF HHIRZS L 1 SCRAAR . BRI LR P ER

HJq (Reboot). KB LN —2F I THER AR RKHAN, ExEMEz. WRKER
AIAMGEERUE v i primary, WAETFIEIRE 2 BT 2 86— VIEW-CHANGE {5 2 v + 1. {£
Rt 20T BAERLIE v AR IR R A L RIS E 2L v + 1. XA DLy al A, A
NEGEEBT v + 1 2RI ABEERF I 8280 — MBI primary A RES AIZ LRI
PR ML AR, RN R, DR O B e AR primary S22 BRI

WA WAL EAFRIA PR (HE, IRSESIREIE RO REBIWE . 25, (AL
FARRS R R SR GE, FF N ORAEIPIRZAS BB R ZhEAS o 7T DL DR HAi E A 7 R B A7
A PRS2 AL 25 A 2 LA R R 451 R G AR 55 25 QRS R LE A o S R AR A i RO A )
P LRI, PR S AL &% T O L A SR B 1A o By, B MACRS AT BLAEAf 7 A
BB XRTATH, BUOAE AT LB Y EORPAIBEE T % (Biltn, A FEsE3h 18LP)
SRR E N AOEAE - F0HT IR BIPRE A R GU e S5 M VR B IR R (VIR JFINBR i B R
AR AT RF SR AR o

Bb)E, IR REIA PRS2 LK, JFBCA REFIRE . BIAB IR HOIRGS, IR
EORAEIER, BMEEIEAERE . AR N RIABAT R R, SO0 T 0 R LS00 T 1224
PEAETE RS E B, B E TTRESECE £+ 1 ME. (B, WURRE R4 A B, )
WET R CHUR, JF HIE T RE 2 Dl 8, RO E RE ] 0% AR 7 24T B 4
KAL) MAC 3 4o PR PSCAT LA Py it ff Rk 2 ) i

PR EIA i E 57 5% 7 3 i E P F B2 4% — 2 NEW-KEY JH B LU THAE
M AR A SOE R B RS PTG X — mAREEL, ORI, R i fAAEdhs, X
AT DL AU ] 2 7 g R A SR B A — BRI IR R

BT P (Run Estimation Protocol). # NK, i 1847 —Maj S B SR PPA = 7K A7
B EBR Hyo R EEA MR, e BIAERHEF; E2EZFBEAERFH S EMHE
2% H BT Ao X BRI T R AR A AT AT AN IR 098 2 P 515, R I R 2 ) A 38 A e s
W, A EFAEFPIRE.

PEAS TARINR : i A A A4 2 4% —S(QUERY-STABLE, i)y HE . MREIA j UK H]ZH B
i), &R 5(REPLY-STABLE, ¢, p, i)y, FL7 ¢ Fl p 20l i fa — M & sl FIFE j E& IR R e —
AMERIITFIN T o BIA | AW EFTRIZE N EIFEE R B R ¢ R/ MEF A E
AR p I B KB - BIE IR 1 H TR ¢ Fll p {BL FEPPAS IUIIA], B T NEW-KEY I REPLY-STABLE
ZAb, i A EATAT H AR PO



PRI BRI AL A BRI FE Hy 21T o H = L+ o e L@XSEORAN, ov 2l 2 P 2%
PRI — D RIA j U o 8, PIANSRAFR: BR TN TEEET o ¢ () LARELAAMA 2f A5
A PARER T RTEEET ow i p 9§ EARAEL LA £ ANEIAS

NT 2N, o BAURTAEMAE R A S | TOBERN PR A 1T 5S, DMELEX b
WA ZEFHEFRH . RRMEHN, FOVIRRE RE, WERKEDmf+ 1 MR
A, I HERFIS/NTEEETENIRBT ¢ FAERME. Xt p FITHKE IR ov SEITHE
SRR R A AL IR D AN EMBERIAR S p AN T ows RIREE, DUYEW
PAR e s g A | VR . YA BETEVER, BUNA 2f + 1 DN ARSRRIAS, 1w Han R
R R SRR SS, AT IR ¢ (—ME; XEREEEDMES T f+ 1 DIEBREIA.
PRLE, i BT DABL IR B A B AS A& O B8 A oM I IE RN L

FERX—mZ)m, | BBAERE RS 5300, HEARKIEEMAARET Hy il
Fel SRR, BRILEA KT ST Hy P51 5 MR R E R A . X 0] DL R ARYE
PR T BEAIE R FTA R B 7515 F05E Hy.

RIEWKSZ 1K (Send Recovery Request). 2 NK, i IKEIGRZ #HERIHAEIA, E
IR : (REQUEST, (RECOVERY, Hw), t, i)oio 17 S5 FHMN S ipAb B AR A2 1K, t A2 WAL BR AR 1 11200 2%
DAB ik B RSt . GiiRe R A, s i R TR 2 T i MRS R (Rl v] LLE R
F I —2), W AR ATE 4612185 5K o IX 36T By 178 AR s A IE AR AT IR
i3RI & denial-of-service i AR B,

PR R AFTAT HARE RIS R B —ANTFHS ng, FEEETTEHEELTN
A B, YR A RIARPATIRE E R, EaKIEH K NEW-KEY HE. BIAILTE
SRR RS IS K& — 2% NEW-KEY VB (S 6.2.2 19, H#fe & S 7B & sk
AT . XAREE, FOWRIRE MR A T, Kl e mIE X e 2 ] o i B Bux
SO, FATTBR ] 1 Mook #5 Oh 36 vT R4 HAth B A2 2 IR0V B 7 41 5 — X ORAE E A 1FE VK R v
SRPATHS, A2 BA KT HEF SR SR AL 7505 1 P& S B He = [ng / K] x K + Lo

XPE A SR 2 AHE TS ngo BIAS | A8 5% 7 S AR R R B BORWSCER A P B2 1 3K
PIEME SR, AEER 2f+1 MEE. RETHREKE S H = max(Hw, H). BIAILIHE—4
ARALEL: WA f+ 1 N RTEEET v RIS SR E S, TR RS i AL v,
75 e T O R A A B B P . R RN ASTEYK R B 30 5 AR T B AL B, R A 2R
BZAE . W REIA AR, W2 vy, R VIEW-CHANGE Y., JETE v PARLZ 1
ZEFFIEWAR) NEW-VIEW ¥ B AL A —41 VIEW-CHANGE ¥4 ..

THA 25000 B ML ] it O = Bt 1) AR i oze AS 2 B8 250 5 5/ T B — AN BRI ] AR
Bl Wik I RIAE IEM R HBRA SR8 v ERAE, WA —RIAR quorum, H
MBS KT EEET v Bk, EIEREASERE S NT v FUETIEFRIA BES. 5
b, FE RISV SR A A B 5 8 P S, 0K R T BREE TR H IR R EIA (1) 8] &2 b A B 2 5
I, ERRTEET v ERERESCHI B HE v, R 22N, FHRAED—AIER
PRI ALEAL R T80T v B DL R AT T IRETE R .

K& FFRPCIRAS (Check and Fetch State). 24 i IETEPRKERT, EfEHTES 6.2.3 Wit
B OR A T RS ML R A e IR A A WR L D Th] A0, 3R i BB AR SR i I T

HEIAR T B RTEET HIFH SRR emE ant, SmatlksE. mRE - umA
ARG, WAlRESEiBKE, FNIERS H FEPITHRE LK. HE, XIRE DR,
EREWER, primary N2 1% K K 1% PRE-PREPARE ¥4 E..



AT RGNS B, TR AEEE, Sfd s HEREFEELUWBIRE i 1
CHECKPOINT JH B}, i B4 5Em T HIKE . X RWREIAM T | E P FREER ], X% F 160
Vel B A AR BH I R VK B2 1K) denial-of-service T i A #5 B .

5.2.4 SRS J@PE (mproved Service Properties). BFT-PR Ffi{f—1XFHAT T F 224X
MEYE, 22 f ANBEIARLE T, = 2T+ T, AR AT (] [RIRG A 2R M. X B, T, RIMIAE H, T,
FELEARHRRETY S AP B ORI SE R , T 2 B AR S AR R A R AR B 2 ]
FIER RIS TR o R, T T, ELR BN PAT © BIRHMIE, B0 Ho2 R A .

HBEIRIAE R E N TRET 2T, + T, 001H, DU IER 0 SR A it
AMARHEERRES . FHBNE DR 5.2.0 55 AR IEREA T AR ER . 2
AR H LA B8 (R ST SR BE 2 AE RN Z 9 2T, A TRV B N A B B RE 3. Besh,
BRAIE T + T, O FARMT T B TRIRE A AT AE S B A (1 K& ] U ORAEAE T RN 2 T (1
IR, A A R f DMEHRIIEIA . BRI, IR SR TR #8628 Ak
B AL £ MR .

BN RBATIOVK RS R 128 5.2.1 R s AR ATt TIREHLH],
FORAF SR B AR N A 2 ZRILIRES o BRIk, FEIXRME O R AN E . KR A
AT RIS, ANVt IR B TR RIS, PO HAB IS B A 52 P 915 K
TR SR BIA SRS R S . Behh, BIARAT L6 H SR 1075 558 T KR
LRI R S A A A X IR RIA B — MRE A AL P A5 KRR Y]
() BV AL BT 53— R AR B 7 i 12 52 A DR IEAS B — B 0 R A BAR AT T

FAVUF-TEFAE 0] T, M, DY T ATRERE—K denial-of-service Bl i, {E2HA X
T AN TIAGERIT T, 22 18] R K B A ARG R, PO E AT f e I el R kg, X2
EHASE I o W E X LG MBI o 2 VE R R 2 [R) RO = /)R 8 I It e 1 7 1 Red
e, (ERR SR R E A P DARRRTERE . 5 8.2.3 iR, IXLLHIN AT AE
/N, SEERE T R,

FPIASTE 2 18] B T RTRMRDS, AN PR R A2 S (B, 15 #0). {BfEIE
WM, TN = MEERER, PR,

To MHENARE Ry K UCE, Ry —AEIEH BRI R AR Mm@ A Fr L 5% IO (] 4L
AP R SE RS, IR BIASZ A S s JFHBATHOT TIRE, UET AR f 4 E
ASLZIWRE, RO WRITE, B By, ARSS 2 hibre BRI IRATIE Ty = 4 X s X Ry
KHEMPFT 4 AR T 3f+1 DEIA f LR — I SRR, s AR RIEEESRM (HEAH K
dr) Bty B 5 S 1 & A AR 18] )R &R

T

@ @J time
] 2Tk >

Fig. 5. Relationship between the window of vulnerability T, and other time intervals.

% 8.2.3 WHIAIRAEN, Ry IR EHT 8 S A 2 R 55 28 RS I EACHE DL IR o et
3T W T EA SRR BRI AR B HORAS, TS 200 W 48 BT o A B A 3 R OK R A7 4H,

1t would be Tk except that during view changes replicas may accept messages that are claimed authentic by f C 1 replicas

without directly checking their authentication token.



FATHIFATIRE. £ EIA P R) LA AR RAE IS B A T YRR BIAS B 8] 2483 Ry BRI 3RAT
T s i BRI 1.

FATARBELRIETE denial-of-service il FXF T, BEATARATFR 1, (40 F & A 75 B HA
W R, BIIFIE], X EIASES () Pk 52 PR B 3 2 v AT 10 . SRS, RGN DR U R 7o
VPIRE Z b, Fltn, WRE A A 2R, WEATR] Be 2 iF 1E AL B AN IE K I8
R LR TE RN o« XK BT IR S5 2%, ELRIWKE S8R, (HAS G B i RATATaF Ak
RUHFH U IR E 5, WA AT IEIE R AT . E Rl RES B s AT b B .

BIAERAL R R TIREREE, BEKET mE SRR, KR EL K,
DR BEAT 206 TN 58 28 4 AR AR K B B2 A 3 B

6. IMPLEMENTATION TECHNIQUES
AT GBS £ T
6.1. Optimization

AR B I H RO T TR mEReIIutl, I RaF 2 e EANE . A B B
e T BFT IR TXFINE R MAC RIETE B AR AL EPIES. BT
MAC W] DASE PRt i+ 5 = Eem R, i DOX A LA R AR H A 20 .

M ZI S (Digest Replies). 5 —MIEAERRIFRITRAKAIGE R, TAEFRIK 1 RILH B
THAERT CPU JFAH. — N2 il SRR E — M RIASBOEEE R o 28 AR LAREAL 3t Bl A ) 2 Al
oA A7 35 7 SRR AR AR E MBI APUTIER G, B2 KBRS 4 R E S,
HAb AN RO S a R M ERNRR, B umitRED f + 1 AEIE (EIERF SRR
15D, I kA B as R IEmTE. QR s A MR E I BI AR IE i A 45 R
ENSERRILER GEE—FE) HRITA B4R IE A 2R R

B ATHAT (Tentative Execution) . 5 = AMILALKH AR TR H 0 S AEBEU 5 B> 2 4 4,
— BRIANE RUER I —ANIE s BT BRSSPI B BART 515 (E R HAT s AKX
SETE SR OB HRAS, X SE g A ST RUIG IS ATV 3R« BATIER G, BIIA 2 10 % 7 ity A2 I B
I TR Y, 25 bbb 2088 AR HATAH R 45 SR 1% 1) quorum certificate. 3X
PR T ERZH quorum #ERT), L, BRRERAEIEMREIA L3RRS, H & i &
& 38 I SR AEFRURBIX B [ 5 2 BT EIHA, 0% P i BT IR SR IS R AR I N Y 1 52 .

B HAT B R T RE AR ARSI k. FEXMAEIL T, BlA SR HORES R 2
NEW-VIEW 7 B 1 (e & s BRE B Jm — M B VRS CBUR T BAT B P 415D

A] LR R IR AT SR VE B cOMMIT YE B "B A1T0T PATE tB Bl A &% 1 F —> PRE-PREPARE
o, PREPARE JH 2 H##. BT &\ mEiE RIESEIRIEE, Fit, &f COMMIT A&t
BInZER, T H e b Mg A cPu F R E .

Hi#EfE (Read-Only Operations). XA LA AT LSS AME BUIR 55 43R A B R BE#R A 1Y
PERE. ) i R EE R SRR BT A BIA . BIAER AR RE SHUEMEE SLEIHIT, %
S EA VTR, I HAZ g Rebr b R . RAA R S KRG Z AT A 1E RIATZ



Ja, BIARA SRIERR—%EE . & i BA M A 25 822 1 quorum certificate. Ul
B4 R IR AT IFR BN, AT RETCIEWEE B IAE . fEIXFME LT, 765 K E
SN 25, ERZIE R N I S 1R A

W Pt —A quorum certificate, H: A& AMUAE Hi#eE, w1 BT EMES
B, FAe Ak st vl DL BE 2R Ak o SRR AL v LI 3o R 22 5 XS SR ) Bk A3 R O FE IR

15 K HLALEE (Request Batching). HitAbERIE i y—HEiE 3K /0 lc B8N 7 415 it 5 st
VR BB SLIP) B AN SE R el 2D B 28T B SOT4 » FRATIASE F 8 30 B DAL SR BR 1) /] LA T I8 AT
IS BE R . 4 e S primary 3T G —HEERIFAS, 4 p & primary K%K
IR J5—7> PRE-PREPARE [1)/7° 515 o 4 primary HURE]— NGRS, oL BEZ L, BRiE
p = e+ W, HPWEHRDAN, EE—FERT, BEHEBER. SiFRPATE, &HO
] HTVE B LL AR VBRI SR AT AL 3. SR )5, primary MABAZIHRICHE 55 —AMEKR, 138
I RNZ AT &L T, A ENA TS, HR EAN1KIE 2|5 PRE-PREPARE 7H B .
AT T A E BANER T RAME, B T REIARPAT RO EIE SR GRBREATH A N 2|
PRE-PREPARE Y 2 L) AU AT T EE N E 3R 2 il Az [ml £ 1 el 2

6.2. Checkpoint Management

BFT MBLSRUCERNLE] (IS 4.4 719 RAAMONIGE R IR SS S IRAS HZ R . XLt
AT EH o2 0 AP 3T B IR P B o A8 — A PG T R EOR . B didthid
R G, fed S B T E A Tl e & 5 B EE S TG . R e, B T —
MURZA AR AL, F T B TR e AT 5 R M AL S B Rl i 1o B I e
SR TS A R AR S IR TR OB R &5

Im

- L0t
Im| d; m| &) T eee Im | dye
Im | d| p||Im| &| p ---" Im| dy By

state pages

Fig. 6. Partition tree.

6.2.1 #E 45K (Data Structure). FATEEH 72 2R 7 DXORBRARTH SAG 25 40 2 AN & 4
15 BB A RRAS DU B A B8 . R0 DOW LT B RSS2 IR S, BN AR 2 XN 3 s
MHEERANRES T X B 6 iz T HA =ADERI 0 XR . JA T 7 X FR 9 T
(pages), PRI XHR AT HE - 1401, 25 8 15 Hh 4t (1 SE IS AT 1Y JZ IR S5 A4 BAT DU A4,



s 55T 256, T K/NA 4-KB.

A FNAYET BT S B — AN DL, SR & SRR, BIERIA, I
H ARG RS SRS R e i, EFZEIA . EREHAT 755 1] DA A SR 3 K BRI
W RIK 2 J5 SRR T S ({HEHH M) CHECKPOINT JH BANAE LA FRIR AT 2 J5 258 ) o

KA s R B TCHEE 73 AR — A e (Im, d), A TUHAF % — 4 Te 2 (Im, d, p).
XH, Im 2 X )s — M E i g B E AT, d 20 KR,
p U . 70 XA ZAR BB . A AE AL P2 B IS YA PR 20 DX PR ZERAE B 1% K 5
B AT B o A R FRIE SR T AR ik il — 2. e AT A T D A RS e A2 A 18] A 34 12
.

FEA S WA RO A, IR I ES R (CY R MDS5 [Rivest 1992]) M Tl %
FERBAM DT ZR S, e Im F p PR T SRAR (0 745 5 SR IR DU 22 o e i 5] ek 2508
@GR N2 X RS G im E) 5 H 740 4598 B0 RS A 5 e ks
M5 B R RAB e R 2 . Rk, RAVERA o H 205 I AdHash [Bellare and
Micciancio 1997] IXFP &5 M AL A AE T, It MSCHTAS 25 p B0 BT i 22, v DA 2k A3
K2 SRR . B 523 Merkle S JE & [Merkle 1987].

Iy XIS DR AT 2 4R K, UOSBRAME R S =], DUE R A& mRE DIk 2
(I TCLLIIFE DA A o X825 /D T Al S 25y 19 22 (A AT 8] 4

6.2.2 IRAEHFL (State Transfer). — P EIAKI—AFF5 KT HH EFH A& KALH
FRERE AN, BIAZSBINREERE . © FPIRSEB U RIS 5 IR 55 2R S 11E
Mo BT DUE S U CHECKPOINT ¥ 2 B AR 25 86 5k &R BLIX FE— NG 2T o

RESFARE U ZA RO AR B, POE M TAEWRE I a4, i BRA12H
FHAT BB o S v RO (R OB i) B D A 3 A5 S B D oAb RIAS ) B g L
MR IR B S A 7)1 33 U 9 DR UG R LUR s W2 7 X it 9o B0l b 1 i ZEER )
R 73 XA XD 20 XIS R &

RS HR AL 06 2008 DR RV BE L8 B A A i B RS W R IRHB TN, PR th 2 T
(K1 IXAMEVERIZFENT, 2p XA ELHEAE TR 51 5 T 520 X MEL . @Al AR 2
R A ¢ FRIUCEAT R I3 IX (4 21 S5E P3R5 SRS 5648 o SRR B A AT AN ZEORIRIE B3R
B2 DX IR o BIAA TR Z 720 X SGIES, BRAMS A ¢ 932 X AME R E 57
N BOR A A RS H L.

—ANEIA § ZHE(FETCH, |, X, Ic, ¢, k, i) 3 FTA HAREIA, DRI 1 IR 51 x 195
XHMEE . KR e 0 KR —MEE A FIER TS, o2 nil &R EIRER i 1E
FEMEIA k o AR5 08 ¢ 7 XA

BRI T RGESGRAIRE RSN, TR T H e — M E RS 1 e RORY X
ZHE—A FETCH IHE . 21 FUER A A ¢ LM R IER MR, c A NE; flan, £
MBI SRR, | 2 REERE AR R W2, HATRARAE. B4
W G2 ¥ VERAFE ETIUPRES IR It — 3R e, Hr e el e HT R 1 1
B X FPRES KB R ECR . BRI % H RS .

WG B k B B(FETCH, |, x, Ic, ¢, k, Yoy FFHEEBRFIG c —MEE S, &
M) &3 B8] R(META-DATA, ¢, |, x, P, k), i P B2ENF4 X EEITCHX, Im, DB —MES X



RG], dRWME, Im> o). HIT i FITERA A c ALy XA R IERA 2L, Rl AT DA IR
R IEmYE, AT EUERH 2 S IRIE. X XA R E, L E T IE R
ARER T AR A IR A BRI, AL B AR S R s Jy AR

B TR RIEH ZAMEIAR, RAGETINTHE KT o il c M€ e & A 4 =B R
FETCH 2. fAITAIEI R k IEIE, BR T c SEMMRERE SRS S B, JFH
HEEE > MAC, IXUEEGRMBER), DELNEIACEES T i ZRM—MRE R E
N piioprid

A | EAL FETCH 4B (BUGEBEARF O, BERIEIER EHA k 8i—MEEX T4
RS5S¢ CRTF e 1 o) WA R 20 DXAE S [RIRE B 6 1 Wi 2 955 E 1 (AT s R . SR JEHs
HXE o) AT DX 25 SRS B B4 AT LA, B NAF AR 1170
X 24— 5% FETCH .2, I8 LC T IVEBE VBN T 2 X ¢ (Blc). mT i ERE
¢ (B ) At TIEEEAD T X IR 2L, it DU W] DU P DAL P BORASE FH I S ZEOR R
el DA TR L.

PPER BB e, ER) i i TR E FETCH S . TR H €7 X — R R, B
T META-DATA I8l &2 5 T R4 B AR JE B U815, AR T X, i B A2 el R
HRIEFI(DATA, x, p)IE R . IXH x R TUHRSG, p ZWHAE. Z IO AR LF A7
T AAE—ARIARREEA T, EREATFEFEHEN MAC, By TBMEH e s
JHTE A4 ZEORIGAE [P 2

20 RPN T AEHHER eI RS W2 REBSES RE. U
Je LC R ML ULTHAE . AR5 BRSO BIHAR e, IR — DRI ST . 3R B
ARSI R, EREXD KRR . 2XE5FT ¢ 8, R c 2HT0XH LC
TR PP 5 1 MA, JFH ¢ KT EEETH 70 K RJEBEUP I 5 R E6 . WRA)
A2, P RIE %I XA A — 3R B0, PR BT BRI, FFIRER K
APV NI

PRI AR 2> XOE# 2 EX T — P A5 ¢ & —BUHR, Zhi&ak. Ra, BIA
DR F 515 KT ¢ iER,

HI TR B #8 5 HAh BI A B 5135 SR AT [R] I A0 HL At @ A mT BL S R AT 4G 75 A5
B3 [, DRIBGEIAS R BE 5 2 S8 AR SE R IG B, BRHXEIRIC P ERI2 X,
B SRR TR B EE B o WSRJIR 55 238 1 B8 SOt (3 P2 L AR B TR, U — >
IR EIA T BEACE AN SR B8 o iR FPIRES A2 HLE AT DL s tRIAL S ki, XX K2
HOIR 55 25 RACHABATEA 2 R L ] OB I AR B A AT SRICIT TR B2 A %, (22 H
RN ARSI . BEAh, AR BIA SRR SEFR R 2 (BOVHAR SR MO, ARGk
S EIBA ER.

6.2.3 IREHKI A (State Checking). TER )5, A W ELHf R EIA PRS2 IR H o2 &
SHTI o X I RS B R WL SR SR Bk 39 DT T I 845 B0 8T 16 0 X (A 40 B 52 1 11T s Pk
BRI A A P I e ik TSR A 2 L 40 X 1 5 DL 75 1R A o

PRI BT S TSR T TCEE ) 40 DX 4 B, A4 T T 1 4 2 5 A At B AR VL L - S8 )5
B 7R TR TR 2 XIS —A FETCH YR Ic FIMEBEE N-1 248, BRshin LAr
RHPIREHERS . IXHIR META-DATA [0l & 645 BT 120 X HIHH 2,

RIAAEBE 2 B ATk ) FETCH JH BRI, (R A2 ZIgHoE 7> X, B X i 2 2



5 XA ICRAILE . WEREH, 7 XSG T — RV R B0, P XA
HEBA S A

o XK SR SR Rl R AE R A (R S B o B AN I L T SR 2 DX I PR A0 22 01X
Sl B 73 DX A AR B AT UK B — D X o IR AT 54 LA W TUHR DA S AR U

7. THE BFT LIBRARY

TSR O S I AT 7 B O FR 3 PR P I o 2% T TR SR R AR 55 23 (1 FE o e 25
A . o5 7.0 TR TZEM S, 5 7.2 TAE TR . BAE A Bk S EL R
T REAE N NFS XX RS0, XAESS 7.3 WA IR

7.1. Implementation

ZEAT I ICE B A {6 UDP [Postel 198015 I f 2 [A] 1 A0 sl (5, FF HAF
A 1P 28 L8 uDP SLELEAZH )% #%[Deering and Cheriton 1990]. &AMRS w8 L#SH —
MLEARBIAN P Z28H. FPm AR 2 HBAN AR (BRIFEMITREEIAD,

EER C++528. FRAVE T —AN 18 FIH 7 formalization of the algorithm H15 1/ 0
automaton ACHE EH AR LA 25 4 1R S SR BN R S B e AT 25 7 i i FRLZR AR IR, AR B 4
A —HEMIERET « 2B A 0 ERANHE BB A B 7 AR AN 58 I 35 (0 A B Y
AR FF 0T T IE A B — N IRAE, JF HIEE 5 WX B 5% . AR ATIE S
Ao 22 T PR AR A O B v 1Y), B s e B E 1 AR Hh L s A T A P ) 38R

FAF LB AR o BIASRI S 77 S 75 38 6 P U o S5 AR5 — 2% V1 JE BIIA B S A7 3 1N 25
LB FE, SRS EA T AR AL B o bR 5 $AT SR T 1E 204 R AH L #R E F) o
B, SRJE S AR 2 FCR A R A A B AR T 7 ik 0 ARERRE P AN PH ZE T B X <5

.

FAMEH 7 EA 1,024 A7 EELH) Rabin-Williams A %2565 2 45 1] SFS [Mazieres et al. 1999]
SEEL, AL T 128 AL iEEEE . SRS S A IX B8 2 A UMAC32 [Black et al. 1999135 [17H
SAOGEATERIGIEATE S . W EFE{EF MDS [Rivest 1992]11 5 .

ISR N 2 AN B RS, 43 S 7E Bellare 1 Rogaway [1996]F1[19951+ 4 flr
R, IXEEHRIEBENL oracle #7142 W] 5E [ [Bellare and Rogaway 1995]. s, RIfff
FH B & NG R R BT, B AW AT INIE R . UMAC32 fEREAL oracle B4 At 72 22 n] ¢
2. MD5 SRR SR AL R U 22 A, JF B BARU S — /MR s (i1, SHA-1 [SHAL
1994]) B 5 E#H, [N LL—kge N .

TH B AR s BRAGE R [ 2 R/NR R BT A5 MAC. 1 B A 15 96 1IE T 550 /0 B

AR E BRI S, LT e N (B, Bhor FE SR A ESEOR
/INFIl PRE-PREPARE A HEALHE K /M)



7.2. Interface

FRAVE AR 17 B PR TR AZ SRE SR — N (LB 7). P RS e Al AR i |
817, MHABAFAERIA LiE1T.
Client:

int Byz_init_client (char *conf);
int Byz_invoke(Byz_req *req, Byz_rep #*rep, bool ro);

Server:
int Byz_init_replica(char *conf, char *mem, int size, proc exec, proc nondet);
void Byz_modify(char *mod, int size);

Server upcalls:
int execute(Byz_req *req, Byz_rep *rep, Byz_buffer *ndet, int cid, bool ro);

int nondet(Segno seqno, Byz_req *req, Byz_buffer #*ndet);

Fig. 7. The replication library API.

FER P o, PR SR AL T8 RGBSRt 2 P i AR P e B P E E A I A~ 8
AP dudik, LKA BAERAE AT IFE ) 5 invoke o 55 & — MR P AT PSR %5 7 B
FHAE R R RIAAE B R R (A1 455R ZEIRSEt 7 — MR i D (EhRER), HA R
) I AR YSC F BA I 3K

FERRSS aim, BATRBE DR IREF, S8 — DEARIARZE P iwmr A8 P
Motk HORC B SO AR SRS I AR X — DTSRI . DL — SR 2
PERFERIREF? . MM R G T EZPAT — D ERIER, BT~ execute F2f7. ZFEFH)
SHOFE AN HA RGN X RS req, DU —ABURIELE R rep IHFEHIZE M X
execute F2 P RSS2 RS PAT IR 585 10 0E MR o RS AT ERAEIT, R RRRHE Uk
SRS, ERHM modify B Pl RN A RHE A B . XN A BRATRE I Rt
dEy e B AR, W5 6.2.2 IR .

AL, execute A IE SRAFAE )2 7 diw BIAR IR FF A1 — AN B 7= 2 1548 H R s A b #E9E
KRIATRAEAE RS EL . IS5 28 AR AS B AT V5 451, I 42 O A (H 2wl i 2
Frmbric R E . 2 primary NG RN, E@EE A nondet F2F RIEEXS FTig
SREAE MR AEM e MR (a0, BRI . BFT R CREI AN X AN JERf 2 1 N IR —
], B EAE NS EUL# Y execute F25 1 H [Castro 2001] .

replica 0

replication
library

client
kernel VM
Andrew
benchmark
replica n
r
k kernel NFS client snfsd

replication
(% library

kernel VM

Fig. 8. BFS: replicated file system architecture.




7.3. BFS: A Byzantine-Fault-Tolerant File System

BPAVEH W PESLIL T BFS, —MFE A REZR ST NFS [Sandberg et al. 19851k %5 #%. BFS
SEIL T NFS PRMRIRRA 2. B 8 IR T BFS MIAEM . HHZE4ES NFS IS5 4% T H I SUHF Rt 51T
AR NFS SCME RGP R P um L b o N AR R s ooy, st i
) NFS 25 7 0 SRR I SO R GGEAT S B BAUKTEH F 904k (relay) SEFERIAfRPR
7 NFS & P um AR 2 [AIEE . — AP 4RRE PRI NFS BhsGE R, WA &6 ZER invoke
FEFF, R4 SRR IE Rl NFS 25 F it

BN EIAASE T2 ] EE AN AT NFS V2 PP R s 47 P Rt , AT AR snfsd (AP
{7 B nfsd) o B HIERZCR A relay UK, LR snfsd BT, I NFS [mIE4TH
BB RIEST relay KR R

FRAeE P [ 5 /N () A ZE I SO S snfsd o T SCIE R G BUE 454 (I, inode,
block J H: free list) #BLEML SO FAVKEEERAE R GE BN AF WU SCHETURIM 2242, I
BB DU 20 5 NREARL . AT s # A 4 KB block 7 H. inode 7% NFS RS S0 L
256 1 A7 H sk ) B sk 2k H B3R, SO R IXEuaEr, DURRF S 8 S04
H S A A AT BALAZRALTF UNIX 5 345 A TR 2 X e

TATT S IAR OR P A RS HLEN A WA R T B IR S TF 46 - HR e e 1Y), X2 s FHFRAT
BB S BB AR 55 4 1 IE B o BE 2K . primary $2 H time-last-modified  Fll
time-last-accessed FFIEL, FH HEI AL A HH (B IME A S — A B LS SR G B 1 B A B4E
K — MG ERIWE . primary B PAT AR HE AR E PRI FoR G IX B, IXFRLE
XFE LN AN IR [F] gettimeofday 145

BAIATEFDEH ARSI NFS V2 Hh3GE S, [RoN BFS JBid 1% Harp [Liskov et al. 1991]
HH S B A2 1 SR BME S B A e B (A e 1 o 0 SR YR R R R RE RS BT EIAS, A
NEIAS R LA AN B W R LR, (UPS). UI7E Harp [Liskov et al. 1991] 74 & W ARFE,  1E HLJR
W I OL T s UPS K v/ 2 1 iR A [ Lk il AW HOIR S BN .

8. PERFORMANCE EVALUATION

BFT FEAI T SeBUFE S RE A4 R, HRXRE RGP HASRAE, BRAFENImE
RERLF. AT TG RGVEREI IR E R

BAVBAT T U MR BFS G IEZ4E NFS) 1ItERE. 45 KW, BFS W R KE
FA P R FH AN 1 1 NFS PRt i A P se il BE AR 2% B4 24% 2 18], Bbak, Fdilia
AP, DA R 458 00 07 OP Al I E I VERE . TRATAH T — AN VRAN R o g
LT RS2 6K PEAd Castro [2001] R AEAMEAL 2

8.1. Mircobenchmarks
AT IR 45 5 . Saed H 8.1.1 T P i B 34T . 8.1.2 Al 8.1.3 FifHiid T{#

FH VYA A 000 2 i 545 o)l 55 FRD A SE M I B S 06 o 7 8.1.4 15 o, A 1) ACHCE: R 9
AT T HRERE AR o X LEHR 73 R S U0 A FE AT o 7 U B A0 BT 38 B BV 2 1 0



VPl YERE . 7E 8.1.5 A 8.1.6 i, ATV Tk A U AL AR TE Sl NIIPERE T . 2R
8.2.3 TiHt7L Ik E MERE .

8.1.1 LIS L E (Experimental Setup). SEIGIEATIE LG HIA B Pentium Il AbFEES, 512
MB 17 A1 Quantum Atlas 10 K 18 WLS fli#f)3& /K Precision 410 T{Euf b FrANLas#isqT
To% SMP SCHFImPEN) Linux 2.2.16-3 541, LA VLA ALER BRI 20 E E 9 600 MHz, 537
G AL ER R PIBT B D 700 MHz. FRAES A ULEH, FrA SRS AT IERAR LA b IXLEqL
MBI 100Mb /s A LURMERE, JHEH 3COM 3C905B # M+ . %A bl /E Extreme
Networks Summitd8 V4.1, FTE SLIEREITE— MR s 2% L

SRS LRI T — AT IR S5 A AN SEIL R VERE . —/NSEERL, BFT, A BFT FEEATE I,
F—ASEI, NO-REP, AEH, FFHAER P wiflB A Wik i IR 55 #8 < [A| EL#48 FH UDP 4T
WE. — AR RS A br bt — NSRS S E L EERARE, RS SEIENK P
Ui S EOER A (FEARD &8, HAPITIHHE .. FATH read-only (A3 F read-write
G5 BRAERA RS HONSS RO NFAT T 565 A ET R, X2 mMEILI R ek
PR iRssasHh, 2P um Al RS 4s EIITHRER |/ O KEiltes BFT FEAT RINBIERCR (W15 8.2
FIHR)

PERCE IR KA i [0 128 35S, HERIK/INA 256 DNFPFIS, iRt
AL E RN 1o

8.1.2 JEIR (Latency). FATINE 1 248420/ b U ) IR 55 A I IR — MRAFIIEIR o 45
FORIE AL =R P IS AT e N BEAT KRR RS I . BATIR S = XIS4T B P 2E . FrifE
ZERMRTIEER 3% B 9 BoR TS HOUNEER 8-B I, BEERIELSRAHE N,
U AR 55 AR IR AR IR o Forp — AR SR ANEIN [RIAZAL 1A, 55— A2 BEE XS T NO-REP
(1) BFT AL T o

4 o BFT read-write

- 1500+ i -=- BFT read-only
= 3 i‘ -+-NO-REP
=) g ||I
g
Z 1000 <
b = 24
E = T
— ] k_._ i e
= e T
=
L ,
3 e

r 0

0 T T T T T T T
0 2000 4000 6000 8000 0 2000 4000 6000 8000
result size (bytes) result size (bytes)

Fig. 9. Latency with varying result sizes: absolute times and slowdown relative to NO-REP.

Bl 10 Bor T ERFREE ROR/NEE N 8 MG AL R, MAEEIESEBI /NN, W
HEHI ARG ZEIR . IXPNEESS A read-write (BE5 ) Fl read-only (R 3E) #AERI4E

ZPEAAH T AEXT NO-REP ¥R 5 VR, (E R REEERE S HE s /MR n, X F
PR PR . B, RS ERERIEGE M 8-B 45 1 4.08 J/b 3 8-KB &5 1.47, JEHH
REifbi 1.95 FFEF| 1.25. FHPAIRA R EZRIER GERMEIERD MEIFEULHE
S EE A B IS « MAC B RAS 7] DL A IS AN

AR EIR (BUENRD FEEER AR R R (BER) K EEELR (S H0 K



NG, FTCASERIE . AERA TR SCIGBEE b, SR RISE N 7 o1 Z2Rkb/ 77, fiit
S TEBGIN T 24 WA/ . BT NO-REP [REIR 3G N 1 91 =2 HiAb/ 747, DAl i e
A RUSHOMIE MR, ERIFER]—25(91 + 24) /91 = 1.26 [#iL L.

500 4-1 —e— BFT read-write
500+
z I == BFT read-only
§ = 34 -+ NO-REP
2 1000+ z
=]
§ z 24
E =
o W
% 5001
= 14
k4
k=]
0 T T T T 0 T T T
0 2000 4000 6000 8000 0 2000 4000 6000 8000
argument size (bytes) argument size (bytes)

Fig. 10. Latency with varying argument sizes: absolute times and slowdown relative to NO-REP.

SR AE WA BT PR LI AR R I RV A R O e S
fig. B ZMEREE RN, BT AR 2 M, B, OB I e b %
ZH ARG FINIRONTIR N EIE . i, S 8-8 ZHSIERIML T 52%, RS T 8B
ZHOA IR R T 15%

N e Ol R i . 3000
-E""'""".-| .————— B0 (X, s ([ e
g ] o N - 11 - -
; § .’" . 1 -‘-',a - -m . E Ill.ll - ..
. ] L LEVE N * i i
'gzmum-,L—...._,....... . g W, g 20004,
. w . .|I.
E J R S AN ¥ % ‘ —— NO-REP
- I = i = ' -= BFT read-only
" = = 1 ¥
R TPTTTE g £ £ 10004 o BT
% {5 £2000 § BFT read-write
s ¥ oy == BFT read-only avg = ]
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04 T T T 0 T T T 04 T T T
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Fig. 11. Throughput for operations 0/0, 0/4, and 4/0.

8.1.3 &Mt (Throughput). AT T MK BFT A1 NO-REP 1 1 1n) {7 HR AR 2% (10 %5 1 vifg
RN R FEE BB R . KPS AN AERLGE YL . RATE T B4
ANFESHANGE LR . BANMEERSH a / b RoR, Hia b 2S5Hd;
REIKN, BLKB AHAL.

SEEHEATIN R A R bR L R S shii R AR b T 3K #RAE

(HA K 22— KRBT, FFMESRATH R K AR Frk &N K PR 7 gt e
g, R)ERRCLTERR K BRI B ORI B CRGR T I & 0 ) o IR PPV it 1 — MR
Rt E B e RN b AN AP0 A LR TR (AR SE A K OB AR e R
S R A A D = ML B AT P

K 11 B8 THAE 0/0, 0/4 A1 4/0 EE RS R, PRl TMEMER 7%, BT Rik
B1E 0/ (15 18% ).

BR1E 0/0 AR RSS20 CPU. HITHGI0 T cPuU F#R I AIANE BRI #:4E, BFT A
£ tt NO-REP K[ #F it & . BFT ML S #AERI AL =K T 52%, HiLEfER T 35% . Rl

% Two client machines had 700-MHz PIlls but were otherwise identical to the other machines.



AR I i B v A8 L VU SR P A SRR iR i i i S B A A o P i A
P, ONHE LR 1 3R 1 B TERE & 1 KN 047 70 e o DR BRATT PR ) — ANt o (1) 1
SRECE R 1L denial-of-service Bilt, 3G EiAFA,

%t 0/4 B, BFT HAG b NO-REP B8 4711 7 B . NO-REP [ AT1AE BE K 17 9 (12 MB/s);
BT KL 3000 KERAE. BFT JE I B R R AL S AF (k& 25 i ] DAMAS
[ PR B AR HAT 315 4-KB 45 SR A (1] 52 . BFT 38 3 52 5 e/ Se A Ab i 22 6625 V41 (26 MB/s)
AL S B FD 8698 YRIRME (34 MB/s) (K& . BFT (ISR CPU.

= 1500
7 1500+ 3 1
< S ]
2 § 1
2 Z 1000 ]
g 1000 : P .; :
- - = 1
g Y e readowrite £22 = Lo
N " e —e—read- =] . .
E‘ 500 :-_i'” - read-write f=1 2 300 L
& b4 - == read-only f=2 E _‘/'
= 2 ~aread-only f=] - I
0 T ; T 0 T T r r
0 2000 4000 6000 800D 0 2000 4000 6000 8000
argument size (bytes) result size (hytes)

Fig. 12. Latency with varying argument and result sizes with f = 2.

R e lE o/a EmEdEm ARRE, BARGENITE &P i A2 A1 58 K
VBRI BRI R) 22 AR Ko THELX S A 1 T 2 i) R PR R , W A e ) TR B P b il
N “avg” HIFHEMETR.

NO-REP 1 BFT [ #AE 4/0 R 18 s o 286 SREX 3K () I 1] o B T-8E 8% 7 56 O 12 MB/ s,
AL IA B B K A BN BERD 3000 K3 . NO-REP &FFb i Kt B Al T4 2921 ¥k, BFT L5
PRAERTIA 2591 (L NO-REP 2D 11%), Hitffifby 2865 (L NO-REP 7> 2% ). BT EKIEK
M, NO-REP WAL 15 MK i) &i; NOREP B H UDP, 1fif HANE AL 15K

8.1.4 it B ¥ £ Bl A (Configuration with More Replicas). Rl [l &l 70 F S2 361247 76 B A DY A4S
RIAMEE F, Xa] DLEE— AN FATA, XM Al 7K TRk 2 508 FH R i 2 /2
51 o H — L6 N FHFE 7o HL AT B A% A T SRR R, O H R BE A S 2 RIA M E g7 .
R, EEE T i G E A BRI IR & a5l BFT 22 SEIR IR AR 55 2% (1 1 BE 1
12 LR T EIA (F=1) FI-BADEIAR (F=2) A EHI RS S IER A 55— A
BR TENSEORMIRBIIIEIR, 3 - ANRER TERSE BB NIEIR . brfEZE IR
T HREE 2% AEIX P FEC &, BT A [ RIASER A — 4> 600 MHz [1) Pentium 111 b3 25,
2 PRI — 700 MHz Pentium I1l ZbFH 25,

ZOREIR, BIASCEREINS|-EA A R R RN . 3 S B AR I oRE N 30%, A
BRAE A B RIIE N 26% . BLAk, BEESEERE RGN, ok R T . i,
SHRIN N 8 KB, BEEEAERIHGEICN 7%, RNy 2% . BEHSHONEEIN, I
RGPS, PONMERINEIA SR8 5 RN E G . 8 ZE I AU A AR A 7 A B H 4
ML FEERKN, AR 7 AT ABEE S5 RN AN, Ik th 2 B

8.1.5 K #r A& HH (Checkpoint Management). FII J L7 ) SEEGAE FH T — AN IR 11 167 5
HRGS 35 o X L S B6 A i — PG, 2 B BRI EH 2 ] T8 555 T TRl R A AE R 06 B BN P i 1)
BEBEAE R P A1 o AT AT T S IR S B 17 B AR 55 PR A CRRR A IS 2 s 8 L 5 ) N



RETT A BT IRSS as BRI HE ] 256 MB ) A A7 B ST PR ) A S 300 PR — 2L R A )3 5
GO AR5 A T AR B S N R e T . SE36 DL — N8 P i MY AN B ASRIZ AT« AT

2T D G A AR T T LR A i P S ] P S5 485 SRR R A OR P TR T

100 %

)
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Fig. 13. Checkpoint cost with a varying number of modified pages per checkpoint epoch.

f#x mi i (Checkpoint Creation). fu#r siff A2 6.2 TR EOR A . ERATH
LR VA, RS XA YA, BN BT RCA 256 AT AL TUE CEPR )
A 4KB RN FEM MG S [BIPRAT (15 SRR A LEAH [F] R AG A i 8

KT 5 B ) A PN B 73 . $AAT copy-on-write (COW) HAIS [A] AT 4G 75 15 474
FF ] B 13 RO T IATAE R L A A, B A R R A RS R 22
HRUTE. 25K, AT copy-on-write [ (] F1 T B4 ZE 1 B [7] S B 5 Ko A A & 2
FOOAN [ LT 0 B 2R MG R TR 72 0s, I IHFHZE 29 s,

A L B PR A ) AR IO R A A R B ey I 38 AT — R AT T 28 A IR AR K — A8
gre A UL RS PETHE AR 30 i 2R SE R e o 1P AT MBSO ANE CHECKPOINT 7 2
FOEREE A2 DRI, AR i R AR AL IR S e IR S e A8 2 AT A . IX T RELE
IEHAROUT, AR B A2 S AR S A2 1 B AR, K Lo > 4 o

R g
= 504 ——
2 Z 43
e 404 =
g =
2 =3
E 304 E" = sequential
= 204 24 —=—random
2 £
5103 =B
@
0 - T - T - T 0 T T T
0 20000 40000 60000 20000 40000 60000
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Fig. 14. State transfer latency and throughput.

ARAHEERS (State Transfer). TATEHEFT T 35K M AT ROR S HASION . — % /135
P TR (m) WOBRAE. SRS 2 Lk, S — A& LRI IR A
FH R, FATI RS HRA RSO 18], A% 0 FE 78 R B G0 P R 7 . BB B0
TR B R TG LA m (AT T 520 11 14 B T SE oA SR B L At R
2 (]

ZEREW], SERCIRASFAL IO 18] S5 L i i T B b L o B 7 3REC 1000 AMEEHL T i I
N 4.5MB/s, FFrEERZIAET 5 MB/s. BEHL I FIAFHE BB, BOUR ZIRUE 2 1) yo s



F R, (ERXANEANIIT A 5 RO T R TR ZE AR K. T8 R AT 78 A I 18] 21 22 gk
HCKSc 3 T o 4B ] A S0 450 222 DA 25 LA 1R PO IS ) 3= 2

IEARRE BB RN TIREE AR, W I AT REE B Fok. B din]
RESSPRARTT A A R B, RGOS IR A PRE P i oKk, BB IR AT LL7E Bk 2
ko A3 LR ITE T DR BSGE IX AN o AT DL I T B AR AT SRIUTT T R 5 R A 1%
AUt B, IXBOZIR BT 5E (12 MB/s) HIAFREE . 1tbAh, BIAT] DIRJeAbBE FETCH ¥

8.1.6 LKA EE (View Changes) . €4 IEAMIR ISR M 124 B G0 A SR (P RE -
AN S AR IV RE . 2 BB AR 2% VIEW-CHANGE ¥ 2 2IHE & 4 T iR s
BB A A A SR A 18] o X RSO AL NEW-VIEW T 2[RI TR, 1 FL R AR 3R
AR 2 R A3 RIS 1), I HLAR & 201G, A B F OB LB 13 SR AR B 4746 w1
(TR

Table I. Average View Change Time with
Varying Write Percentage

idle | 10% | 50%

View-change time (us) | 575 | 4162 | 7005

FATTIE 74 256 MBUIRZS, 4 KB UL I AN Y A B AR 1Y) ] £ JIR 55 25 K e Al e 22 BE 1L
A R L P = R A= O S I L el 0E 2 (e A TN RE P AR o 2 (R I T TEC AR TN
SBENERE. 2 NS FARAE A T o A2 B R RERE A A 1), %2R [R]
I 22 Rkt 3 BT BIAE IS S R B 3 2R — L AR AT

® 1 ERTRE ARG AL, LR L 10 A1 50 % R ATS
NI TR XA, AT AR EIAR) 128 MLEASEHAT 1 ikm, JEER 7T
A BIAS K

BIAMAE T N RGP PE AR R PRI, IR LA 58 il — AL 132 B A e d
1] S AN TA] A LU f] SR 55 4% 1 0/0 HRAEIAEIRIN (8] vy 3496 FIA LB 2 7 S i SR IR 41
PAAZ SN ()30, P10 VIEW-CHANGE V1 88 547 SRR AAE 2 BT AL T R A& R B A 2

MBI S [A] AN 10 %6 3G N F] 50% HI 5 AN FEZ T — LB AZEAE S T 607 Z M4 fE
e, BUAEIA Cgd 19 H a2 s SRA s> (R 28 mi 4 BEAE BT AL I T a6 AE PR (1 K s
TSI ) S A A B R A B T Py e 2 o T 484

H AT 0 126 R P A B TSR RRASAR /DN, FRATT AT DU AL P A B I 5 O — MR/
MHME (BRI R0 DLl Ik, TiAS 2 A A0 B AR B S P T B

8.2. File System Benchmarks

Rk, WAINE—HIPAhSEPRIRS 4, BFS, PEREMSCIRSE R . SLIGLLHR T BFS 5 NFS
53 AN RN SEIL R RE: NO-REP, B2 5 BFS M[A], ANRIZALFETEARLEHIH: NFS-STD,
HILEIR 55 4% £ Ext2fs Linux AR NFS V2 SEBL. 25— AN LB AR BA TRENE 75 S P I 55 4 i) SE B
HEBHLPPAY BFT FERITTAS . 25 —NELECR W], BFS f2 S AT I JLMERESRALT NFS-STD [T RE,
FREAVFZH PR E . HTE Linux b NFS IR SEIAN BEORUEFE 51 5275 7 i 1IR30 A



TEER I 4 1 F2 58 T GHRAE NFS il [Sandberg et al. 1985111 32:3K ), T84 134F4 BFS 15 NFS-DEC
(HAE Digital UNIX _Ef) NFS SEELHFR AL IEAATE O HEAT T HEEk.

AR > NSRBI RR T 46 SR A B VAl 1 0 7 AL IR AR SE AN E B R B 1Y BFS FITERE,
I AL SR A 7 5

8.2.1 LYW E (Experimental Setup). PFf% BFS HISLIGEH 758 8.1.1 T iR & .
BATEAT T E LIS R G : 1Z 20 1 Andrew JE 7 [Ousterhout 1990; Howard et al.
1988]#ll PostMark [Katcher 1997].

BHGE T Andrew FEHERGI 7 AT R TAEE. EA)JIANHE: (1 #HmelE 1 H
3 (2) BRI (3) R EW T SR RPIRES T AR & e (4) W& prA i)
NIRRT (5) WIRIFREECT.

AFER)FE, Andrew X TS RRGERKUND T, DLETAREWAT NFS kRS, B AFRAT]
BIEUERR/NEIN T n £, W RFR: BB 1 FIEYEL 2 BIEIEM I n AN DL, HAWRY B
FITA XS EIA P A . JRATTIZAT T —> n %5 T 100 11 Andrew [FIJiZA, Andrew100, #15—
> n 55T 500 FIRRAS, Andrew500. BFS 71 N A7 B SR rh A i — AN S0 &2 4t . AT T4E 205 MB
B S RG0S HI24T Andrew100, 1E 1 GB [ XA R G XA HI24T Andrew500; 1X A2
HEHD &5 4 T IX 2S04 90 % LA . Andrew100 & & 75 & F i Fl g A W A7, (H &2
Andrew500 1%,

PostMark [Katcher 1997 1454DL FL I % Al 25 B2 (4t i (1) S 8o e RSEADLFEL 1 MG, 190 248 S [ R
T Web (R 4538 5 ALA B P A 0 TAF B . FErE i it 76 T /i & 1) 7 Rl 9 6 K Bt ML
KANBISCFTFUG o SRIGTEIR B A HIB 1T KBRS« B G H— X PR B4
T2 G AN BB ST, 53— AN B 58 BN B0 S0 A28 5 IR R B2 DA
BIEIRER D AN R . SERTE S S 5, R IS IR .

FRATCE T PostMark, Hrp 418 K /T 512 FF15F1 16 KB 2 [d] ) 10,000 AN SCAFHIATHE
o IXEESCAR A ARTE 130 AN H . FEHENRIER] T 100,000 £ 5 .

XF T BT B FEAEIIAAT NFS SEIL, SERR A FAE A CRS AE 2 P i AR BI81T, 7E Linux
PAZ R FIFRAE R NFS 207 st BATAIR 9222 (mount) ST, 32X S il 1k 7
AHIRHIIL DI EE: UDP {44, 4,096 75 ELEUII G NG IX, FovF el 5 % 7 i A7 LA
FEVF B PEZETF . NOREP A1 BFS #AE S/ i Al FH P> rpr 4k HERSE

fE NFS V2 #hillrh iy 18 AN gfEd, R getattr & Ry, BEASCARAHE 5
time-last-accessed [1J& VA& H o] fg 2 H A E R B 1, # a0 (read) FIEE 4K (lookup) o
M T BFS Al NO-REP N4 85 time-last-accessed JB1E, VMEW Rizfife s Tz B Al &4k
BelE. XPMEHOE R TR UNIX SO RS S, (AR SE B A A KA e AFIE2 0

8.2.2 T E HIMERE (Performance Without Recovery). FRATTHLAESM AT A A 1 & A8 5 A
FIKE R BFS B4R FRATE LN BN R ABITIISLI R, SRENHH LA EIAR
(eI

Andrew FE#E (Andrew Benchmark). & 15 S 7 BA TUANEIA T —A % 2 il 28 i AC
B Andrew100 F1 Andrew500 HIZEH . FRATTH A = IR FEAENR P FIME . bRl ZE 2K T
WG FE 1%, BT E—MBEIA33%.
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Fig. 15. Andrew100 and Andrew500: elapsed time in seconds.

BFS Il NO-REP Z [A] [ Lb#C R B, X TiZR%s, F i ENA T LR, BFS RfF %
IZ4T Andrew100 HII T3S HN 14 %, 3547 Andrew500 F RS RIS AN 22 % o 3 e Eb A FH kit
HEN R EANS, FONE A2 R 2 BT B R i (] i 4 50 7, B RSs28F & &
FIHEAEPAT 72834, B4, 78 Andrew500 AR 5% B KBRS NEME. MM
TP ARG —: RIPIM BN 40% 1 45%, J5 =BBON 11% . 38 R s i it 3 22 R R e %
Fuiti A6 BRAEERAE 2 (AT H 5 B I R AN A

5 NFS-STD HELEFR W], BFS AJLAZESEE T 58/ Andrew100 R FHE L6 15%,
528 Andrew500 R T ELZ T 24% . A0 H Linux IEFRHBSZEL T NFS, PEREZE B4 5/ i,
Castro [2001] (/)45 5 5.7~ BFS LL Digital UNIX FF ) NFS SEBUEFEER T 2%, ‘& S2Bl T IEMiE
X o 1E Linux ESEHL NFS FEAS BEA CRAZ L5 A BCHE AN o E0as 76 B0 P o 2 1T AR e M (%
NFS BRKIESR ), 17 BFS 385 & i i (A e 7

5 E% (PostMark) . I 16 27 T 18 PostMark & 7 ik & o 45 B2 = Vg 47 P31,
FRUEZEAR T HRAEAE R 296 o FEIX AN TR AR P 5 B2 25 585 1 F 8 5 5 BFS [ 77 it & L NO-REP
i 47 % o IX 2@ I8/ D 2 7 v AH G T 22 A (1) U BRI (R SR A RE Y . AR 2, BFS &I
X EG NFS-STD ik 13% . 7EXAN TAE G+, 1 NFS-STD AT FIRESE U5 IR B 3G & 7
B R .
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Fig. 16. PostMark: throughput in transactions per second.

B % @Il A (More Relpicas) . A TILIEAT T — AN A 7 ANEIAE = 2 HIECE K Andrew100.
JI A RIASER A —> 600 MHz ] Pentium 11l ARBEZE, 25 P 5t 45— 700 MHz ] Pentium 111 Ab 2
B SRR, B REIAZE MDY IR B, WITEE R RS TR A 2 B3 PR
Be: B f=2RBFSIXELEA f=11018 3%. HERZ AT MM FERELE B, X g3
2 0] LA o



8.2.3 B A ME HIPERE (Performance with Recovery). A% ) = 2k 55 185 £ A8 58 38 1o %
ICIRTR & R S T B 7y, (A2 ARV . FRATIZAT Andrew KA & R DASE IR 5
ANRIFE D, MASSEESHENES. RERAN0CE Z 6050 RGN A& H,
FEMEADN TR KB RS HIPERE T %,

Br T BRATERAF A 2 2 P B8, RS2 g T I E i 88 2 4, Eh IR E LS
S e 3 1 . AT AR PLE E H . LinuxBIOS T H [Minnich 2000]— ELAE 224 Linux
HUX BIOS. A 1AFRAEGSAE 35 BV N FE BT S 8 Linux (0.1 FPNAZIEAT, 34.9 WAELE fetc/rcd
HFHATIIZAD [Minnich 2000]. X & ME LG MACE FIALES T, AT ZREBEA 2 —FP 1)
I 8] Y S o AR BRI 1 5% 30 FPORARINEE 5, FF 1 A msync SRAFE IR 55 IR UL TH 2 3k (X
WEAE T RV ) B 5] MR S AR

Pk EWFE (Recovery Time). SERVKE FIlT 7 (IR E] p g 1 A] PLSZER A ANAEAE B3 1 e/
TRIAE D FRATME T Andrewl00 1 Andrew500 ][RI S E], S [A] A 30s, ZE4HART 2
8] ) BS TA] A T = 158,

Table II. Andrew: Maximum Recovery Time

(seconds)
Andrewl00 | Andrew500

save state 2.84 6.3

reboot 30.06 30.05
restore state 0.09 0.30
estimation 0.21 0.15
send new-key 0.03 0.04
send request 0.03 0.03
fetch and check 9.34 106.81
total 42.59 143.68

RAFIH T AEM B PR B B I T A H o e AURES 0 IR 1 A E L 0
28RN E IR BB LM VR 2 B A DRy o R AR R I AT AT I, P AR T e fit 17— 4> i
7o ZATARIEHY “restore state”, R A ST MMAEL I & 55 S bR 25 T £E B A6 A I ARG
AL R

RS2 18] 5 T L T AL AR g B AR B SRR 55 4 RS R A7 B RESE (RO 1), S8 J sl A o
(] A AGE AN SRIDCIR A R 8] o FLAd A2 S A2 3B . EJR AT 52 Andrew100 f) %2
R, JF HAE Andrew500 FRIRHR 73 VR SIS TA] oA EEANEREICIRZASIK 7, ROSIZIRZAS K.

YT IX e (], FRATHEE Andrewl00 WA TS EEERS T, N 3.5 8l 7F
Andrew500 F1 B E N 10 408, X LB E 3R N T 4 48R 10.5 40 BN IR R H . 3R
TR 1 FP R E 375 3 Andrew100 5256, TEIXFPIEHL T 52 MK & I K 24 13.3
o XA T, BI—A 1.5 08P IRIF S DB 108

WA LI RE DL SEE — AN NIRTR . BAR B TR R RIIRE, (E2 ] DLt — 08
IR GRS (] 4N, AT DLdE i e KR S A 0 BE R 5 NRP IR B, BE A
copy-on-write 7£ A] 5 i AL A ZAS 00T T A $8 UL R IR/ AG 2R A I 8] . 1XFE R &0 1)
TN R EMRE . RS RBREIAZSE (Fla, R IR rRE, Mol
Red e BHEHE KIPIRES,  [RIBS SEI0 SEAR () Mk S [a]

KB T4 (Recovery Overhead). FRATTIETEAL 1 b —75 iR i s2 46 15 B A Pk = 0T PERE



HIEZI s B 17 BoR 7 24T & DS I0E, 588 Andrew100 1 Andrew500 FiTH RS (7] . BFS-PR
e EEKE R BFS. J7Hh5 W BT & UL B N BT I B/ NIRRT 1

g R, BB MK IS N 2] BFS X PERERIRZI AR /N : 7E Andrew100 H' BFS-PR [4]
Lt BFS 18 T 16 %, 1fij BFS-PR [1.5] 218 T 27% (RI{#i% 15 o — AN EIAF G E ) - Andrew500
FENKE A5 EA: BFS-PR [10.5] BFS 18 2% .
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Fig. 17. Andrew: elapsed time in seconds with and without proactive recoveries.

W N BE R AR/ N R A LA e BB B R IR AR 1, USIASE L —4
MIRIAM S s IX FOVFRIAR GBI A 4R SR B P ot i oK o (A2, o (TP 5 8 F 2411 1)
primary, #SAAHAT LT, H HAEL AR 58 2 /T % i GV E SRS B 2 RS . X
SERR AR SR BT 7, DA —A primary FE AR TFI6 2 T 28— VIEW-CHANGE 74 &,
X4 SR HALEIA ST IR S )R — AL

9. RELATED WORK

KT EHIAKERITIT, (ERFH0 TR BcAT 52 8 g iR J7 SR i n] LR 2K
PR AR RIRBCE BB R S

9.1. Replication with Benign Faults

V2 R T EZ I AR RS RYEEE FE R (W Alsberg and Day [1976], Gifford
[1979], Schneider [1982], Oki and Liskov [1988], Lamport [1989], Liskov et al. [1991 ] and Keidar
and Dolev [1996,1998]): X I A5 Il A< PR 457 1 B4 g L8 0 BRI R MC e X AMERBOR B A
T, BRAE SR BOR R R BN, — A BrdiE vl DA S R B A AR DA AT
BAT A BeAh, BA ATARIRES B IR S5 2% T Ae S 72 5 A RGO 3R R ASIERR B 181 52, B Dtk
RIS P RE 2 M AR IR A5 AR RR 4 AR A, (Rl 20 n] e 23 BRI ax e R g 1) 1k 2 g
73, B IERRRIIRSS A7 9 BORE R 23 i 4 B A B B 19 0

Viewstamped & ffill [Oki and Liskov 1988] 1 Paxos [Lamport 1989] {# H & £ 1
(primary-backup)[Alsberg and Day 1976]F1 quorum[Gifford 197913 R [F1ZH & R AL 7 R4t
W) R AR AT — A primary 2 ECF A5 4515 K, I EARATH — MBI AE B Pk
B4 kA L) primary o IR ELEFRAE ) quorum SRR 1E K HET 5 BAE R 2L .
BFT X Fh B 45 1 ax Bl (HR AR R FF o B e 7 2 — N B B S 3 2 R P Lo



9.2. Replication with Byzantine Faults

KT G REME ) F AR [Pease et al. 1980; Lamport et al. 1982]%F A Gl [ 2044 AT NIEH
AR R, e 20T DL SR E BT 28T, K825 B T AE (1 Pease et al. [1980],
Lamport et al. [1982], Schneider [1990], Cristian et al. [1985], Reiter [1996], Garay and Moses
[1998] and Khilstrom et al. [1998]) R [E 1. XAMRKAE—LE R G h & & HK), Bl
Hi -2l [Wensley et al. 1978]. {H & 8% B X3 1] LUK denial-of-service Bl RHEH AL B
BOEBIE RIS, X RRE R

9.2.1 —F ML (Agreement and Consensus). —Se—FMEFIREVAIE TP KRG p A
AFE HREHE (4, Bracha and Taueg [1985], Canetti and Rabin [1992], Malkhi and Reiter
[1996b], Doudou et al. [1999] and Cachin et al. [2000]). {H, EAIFHEA AIRESHLE HIHR M
SERERIMRDTT R, T HLEATT R R OK 22 B S ORI T VAT

1EH BAE R BFT ¥ 5 Bracha and Toueg [1985] 1 [ FE 5 BE — S %250, (B2, iXFh
FAEA R ULSCIUIRSHLE S EREIESIEEFE S primary KIERHE—3 (HARASZ
primary &

9.2.2 IRASHLEH| (State Machine Replication). FATTHI TAES2 3] T Rampart [Reiter 1994,
1995, 1996; Malkhi and Reiter 1996a]#ll SecureRing [Kihlstrom et al. 1998] )& &, B AITH Sz
TIARESHLER . B2, X RGFHEREE SRR

Rampart A1 SecureRing #R i F AT B AL A MALEE B . AT AL I R %
MEIA CAEUA ke (i, BHIBRAG BB primary FEIEXS—ASEIRD, HAATHIR B 41
I, — BT ERITE, — 200 B E A e BIA RIS, X HA A B BT IXNME R
PRl ] e 5 EEHE R A SR AR 1 s AR TR R

XL R AR SE S AR T e IR LS R A Wb, SR, RSP R, iR IS AN
AR AERIN [Lynch 1996]; A2, AT BESIE — D RIARHR I FONAH HRR . h
TIERAPEZORA A DT 1/3 BUBCOIAT 0, B LU R 70 8 AT LAE I M m il i A e e ) A
PFEIEWVE . XTI 7 — D@ ie: B & P A | 1), (B & DR TS
My 77 A HAT N A BB IET A BCEAZ BI85, BT HEER 298 1)
RIS o B2 A A] RER L R G AR ) 22 R At 2 AR AN IR AT O o QR T AT Rk e &
J s [l AR A AL RS, O ELRIAR R @ A AANRE B P i AR oR - U 2 R AR XA D o

R T ETR S R EIREEE, AT DU A R ar ) 8 DA E IR K B AR 23 Sy TR R A . (HAE,
X o] ZRS RS, ZEIRAZEHER K, HIXEAAEERIN. Fluw, WR primary SLfr L C
SR, LS TR P hiE =K, EEREIRT I, XS nT M. RATMEEA
B0 2 BNZA W@, B e R FHERIA quorum ZAIIEE . BT e — MR
PRI A1) quorum A, BFT MASTE ZEMZH A HERR EI A .

NS R Gt 42 Rampart A1 SecureRing 1Y 32 E 4 GE A, RS X KRG HEE 24 AR,
DL 4 BRE IR AN KRR A B R A RIRAR . 1R RGKEE A AR 2 K IEH L T AR,
FE HASREE X FR RS R IGAE T S« BFT I MAC SRIMIEFTAHE S, AHFEEH T #
MIFREHRITE MAC, XM tERese s TN E R, mASTR et

Rampart 1 SecureRing $& 4t 1 o] H T SEBU P &2 A2 R 52 WS, (H R AEAAAE R VR i 18



DU o IREETTVEANBEORIEAEFE T E M G DU AR, R A R — B ik b #l
AN EPNR L AT, RGrlaeLikfeft et BEMNAT MR )5, Fikum
RIAZEZ I, 1 HICiRRy e X B se fb A 13 i SR AR o

FRAIT4E Castro and Liskov [1999b] 411 Doudou et al. [2000] F $iA (1 52: 5 BFT 2840l. Al T4
TE0 KRG 1B S TAE, (BABATIRKEE AN RS2 B R LR BUAME, T BA S H ik R .
74, Doudou et al. [2000] 1 EIEAFRAES K AR RVIR S E R LS .

9.2.3Quorum Replication. Phalanx [Malkhi and Reiter 1998a, b] }2 . /5 4% # Fleet[Malkhi and
Reiter 2000]% 7 quorum & #illF R [Gifford 1979], LASZHN TP R4 h R HREAAY . X IR
TAERSR BB APIRSHLE B A, B Mt T — MR E, A EREE NENEE
PIERAE, IR AT AR % 7 o FH R S BE B2 R AR B S R . IX {43 Fleet T 5 52 31
B B, PO B RO T & P s 3 S AR AT A A, DUEFE IR S5 AR N R
BRAETAZE. EH Fleet BIAR EAEERAFFER, BENEIITE NEIER, EATA
— & AR A B —

Fleet $2ft 7 BAT HeEF R HIE (n > 3F DREIA DU Z f AR, (E2 %% ) il L
i P SRA A I R A PRSP B W 22 . O T BT IEIXAIE L, Fleet #52E n > 4f NREIA.

Fleet AR tHBREIA MK EZ N JR1, ERE DR T R g b ks A
[Alvisi et al. 1999], A I F3X Al vHE T BRIAE £ X 2R G078 2 K i A (R L [Alvisi et all.
2000]. IXARATHER, (HAFHREERE LB RIEEN: BEUIRB & n] DU 52 460 ) F A
BERATNIEH, HPEVEEEIZ T AR, 2RE DUE A7 #0E N e B Y R .

Fleet Bl Phalanx A A PERERHE, (HIRNTAREIRAT R GUEZ I, FOVEAE KR
P g BB/, i A E A 2 MAC i A2 A% . 1E Fleet , B NERIAT
=AM EAEIRERAE, T BFT PATPIAEIR B S SERTIML, Fleet HINEAFHE =4
X 2 B A A 0T B A, TIAE BFT St S E b fREA— X 258, — 12
XA, DX —HI5C . Fleet HORER M BEEIRAEAN BFT rh i) R S A AR 22—
UALIRERAT, TR SRR AL ) B A e

38k, Fleet H [ AT IE A5 #RAE 2 ) S A B AS 2 (8] 2E4T o XD TR SKRAL RN =, JFA]
AEFBGEIRIG N, RO EATIHAE B A 2 8] K 2 R0 B P A3 5 05 Lo 5 2 P i (R A SE R

Fleet T EIR AL T IRl I AL /1. RO BIA R — A TARAT A B 2R
i, FEAEIAR SRS n (B1Q(1/Vn)) M8 TR, Bk, JATINE AR R
AL RIAE R B RIITERIIUR 2 BN R RT3 etk

BRITAH — T4 7 Fleet 1 TAE, PAISZHERIRASHLE H[Chockler et al. 2001]. X I TAE{f
AT BFT MBI, % P w40 2 primary. i EIRBOE 2 7 Ui IERA IS, 1T HL e B0 wt
FIE AR R ) F 20T (R AR, (EAE D RGP R L2 . ERERAALFEHARLT n > 5f
MRS AZE A n > 6f NEIA, I B MEERZEIN AR .

COCA [Zhou et al. 2000] K quorum il AR EF Ik E AL G 1) ELIAE L INUENL
o 5 BFT —Ff, WIERTEALATINIE O N RBINEIA S E DT 1 / 3, o ginn K
A FEPELRUE . COCA AFAHIIE T IEFHEAERIE X, LA BEA5 5 AL P 1T AN AT AT [
BB T BFT (—REME, BFT 20U T — AN 95 [H 25 B

COCA I EEN R B A HI— A 70 T 3h 2 4 LU, DU DR 24 B A RO IR I



UEFS MU NI IR 42 T AN 2 2RI o EARIT 2 s I PP A BRES RAAT R, (HAT RERS
LIRS H5IKE 2RI

COCA #24it denial-of-service i (IR A4 i, 2B4LLF BFT [Castro 2001]. COCA C.Z: 4k 5L
L, 10 HIHAERE O AR AEAE UL A AEAE denial-of-service B (IS T M1 BAh . BT 2 Ad
NI A, YEREE BFT 22, (H 2 S AR A1 COCA Al A AE A IE TG K
WE

9.3. Other Related Work

DA ST o7 R 28 52 A ) AR 1 A A o i ROIRAS R (1 1) L. BRATTIR Y T — N2
WEERHS], (75 DURIRAIPERE T PR E AT 13K

SFS LA R Gi[Fu et al. 200018 F —FhHEARFE BIIATN % P i (A A f s, X 53041
FPR S EER AR EATHEEE T Merkle H[Merkle 1987], 1H R i3t SFS 13 FH 45t S04 R S8 AR
SR B G5 1 o 73— DA R ZTET, FATT PR R 7 A i F2 v A BCPIRES 1B
eI RS . BRATERE SRR E R ARES C B E RS Blum et al.
[1994]1F1 Maheshwari et al. [2000] ) /7 VAZALL, B T FRATT M A B AT AS & M 22 4 Bip AL PR 28 3K
3 HA IEH R E I

Ostrovsky and Yung [1991]"F /M4 T — MR R Z T f MR RFIMS, WiXZAS
RN ONAEART f A AT XS UETER D REh i H T I =7 %
[Herzberg et al. 1995], [®{H N [Herzberg et al. 1997], LA K ikt )% 415 BALAE RIS 2R [Garay
et al. 2000] (RS REEHIAZE) . (HEWATMWEEETR—KME; ERrR P RETH
—H AT RS MR RS

10. CONCLUSION

AL 2 TSN H 2 94 PR AR 5K v 5wl %) 28 G4 (46 L 1 Bl 55 T AN 2 P I
FE G RERE, QAR 3R R AR R B R AR S5 T W 0 B R D FATTSR S 1A
{10 52 ) SR AN SC B B ORAG 1 mT DA BT o e e s L mT DAE Si2 ke mP A6 PR ) s € T T ) 2R
Gi.

ARG T BFT, — R T 5 RE R PIR SR B 5%, A2 T 1/ 3 EIAHE.
BFT fRfftzkihtl, X2 — o KM e)mtt, MO TEMFER R, 5i5h, ErRiEFEE,
il 5 e 2 RAEIR A BRI BFT Sefib 2 b AE I, it 2T b U5 i o

BICENHT —FhESIRENLH], FVFE S RGE RS Ry S AT
ks, ArER T 1/ 3 MEIATEIRIFE DA R AR, nfUSIERERIA, LRI &
4650 L8t [FIBT X PERE SRR /N o ML S HE T A B 7E 3G N 117 denial-of-service
Bk, FER il g A= BBR A A0] B 4 B IR

BFT CAMEN—/MEHIIFET ER S, JEHEA MR D, AT T —AMEH 1%
PESEIRI RS : 55— Byzantine 254 NFS SUF R %t, BFS. BFT FEFI BFS IR 4&F. U,
HAT VYA REIA BFS 52K HI NFS Pl AR = DA b, $AT IR AR 3w 2 % BIBRAIK 24 % 2
] o X KA AR BE R BT LML P2 2R 10 o S5 B B A Ak 2 o P X FR B R SR BRI B o 2



PR RS SEAE LURT R Geh 1 £ B, X T3S B AR B



