The Honey Badger of BFT Protocols

ABSTRACT

I BT T A NI VF BN 5140 1 X o8 U, e B, SCHR AR5 N HIAR PP 1R
i BE A (BT PRSI X8R BRTT, B0 el ag &) » BARALGERI IR EALAE — A (53D
R HCE, W PBFT (BRILAZR), (EIXRsC™ EARH T R4 R, 1 B AT
W 2 2 HE FRUZ AT IN A4 BECRUEFE 1 . AT R LA TE & X E ) 5

BAHR L —F B L7 %, HoneyBadgerBFT, #5— s 24 (asynchronous) BFT
P, BT A AT AT 5 IR B BE ARG . BRATTK B SR T BT — M
A PUIA B AR L 2508 (asymptotic efficiency) IR 7T &z b, BATVERT —
PRl AI eI s B, PLBERENIM RSl AE—AN 48 (wide-area network) it
—HEA A LA R R T BT IR G R FATE R AT EEIHST
fHOL R, fE Tor BiAT BFT s580 . HHAMEBAT ZAF M2, HoneyBadgerBFT RANA
K RIEM 2

1. INTRODUCTION

AT B VU ] T R AR S5 Sl it (L in<gml e S 8 ) A9 Al St ok
Ji%e AEGEE, AT AR NIRRT ELIE A — A — 0. XXt T Rg
FRAN T 2 i R i BT b o DR — N AR 515, Chubby[14], 43 kA 7 A SR 55
I—AEE, BT R, AT LR 2 2 P A It

ISR, LR M N RIh FIR[43], — M4 A“in® 15 M (cryptocurrencies) ”
X st (blockchain) " i RS H M BARLRIVHE I T XFna 1 m /50
BT A AN BA SR [12], FF HAERAT A N R G B LT RE T8 R = .

B R G 7 RATS TR UGREA T S H S 5215 Chubby
nodes within Google” M 5EAN[F], N B MdE 7 A T —FE BAMEAR R E T R 1A
(735X bt — BV RSB 7R oKk, eAh, 2 AT e H AL 4t Ry s M) 150 B SR e iR T
Wy, FEAERHOS ) XMETRCE S AR, JF B ERATE R IS A YL
HIRC T

EEMR—% AR (Robustness is a first-class citizen). 1%t M &R 7 — M4 T
W B DU 1 B8 A A Rt S M O B B A B L R SRR SRR AT AT
o b, WM A R GARERR UL TR PERE: — IR G P E 10 43
BhABEIRAS, BN RG R GIABIRATH 10 K G IELE. R, SESRNEREE
EBYysoath, MERME—NEEBCT, REHARRMEEGIFE GnRATE) 1)
WP R R . BT IXANEE, V2 e I #vE X RS FRE N “Honey Badger of
Money”[41]. FATERER], N EHEMERTRE HE JFLEF M (decentralization ) 75K
HYUIMER, FONAREAGEE 75 2 E ) g REARIZEH NS Y.

F BT ZER (Favor throughput over latency). k£ ¥4 i A] 7 2248 UM X6,
A91 HE THE AN BRI ) ) RSN B B P A T etk . R T SR E AL, R



R TAREWEE T ONERD R, IFESRE (HDFE X RIERE 25D 1H
I f5e /N T N2 T

FLEZ N, IXBUEE Q2GR 1 AT — S0 52 18] A1 38 S A 2 i o B TR 3R 1) <l
PRI, BIISOAT RSS2 [1] . FFsk b, — el N R 7 SRR IR AL Z I BN
FEIR, PATRVF AT AE A IR R Bl 1R R AT .

JUE IR LG N FHFR 7 A A T AR, (HARAT A G O 2 R m AT X SRR AR
(1] /&5 21t (high-throughput) & AR77 BRI RERS 4EFF K EMTE K. 40, Visa
SRR R A 2000 tx/sec, UE A 59000 tx/sec[1].

1.1. Our Contributions

ERMBBRAER (Timing assumptions considered harmful). k£ ¥ 7 5 ke
FHE (BFT) R4, LRGN EFER) (robust) ”F45t, FREARWSS A D 1) —L
BN, KRE MR, HEERIEERE U RAZ JFEH AT, (HAR] e 2SR AR 10 1 5%
FRMBORTEEART . RATAN, T8 BRI B P AN E T N 2 B A nT SE 1Y,
IR RO AR [, 28 JE IR L 22 m] BE A B A1), AR SRR RN 1 .

B5E, W TR RS (B, BTSRRI T K, 55ED L
HE PR YE T RES e AR T WX — ki, AT AL 1 — i AR R T
PRI ER[R DM 2%, AL/ DUA 1 gS [FAD i, Lt PBFT [20], R f&sl (55 3 79).

SRJE, BIMELESERR, S5 RSB AL, 53R Pt 2 7L R R R 48 AN R] T
FIfE LT B PR i . PR O, FRATARE— ARG E 0 25 PR AR AL A1 LT
HoAy it Bt RE S VIR ER M 2 R RE I D N2, 55 5720 W/ BEAR RO X R )
28, JUHRAINE TN AR B E A Zik A E R KBRS, Al
R BERS. E—ADRARNG T, BATRY], BIAEER 2 55 R RO T, IXHE
BB IR IS MBERS (transient) P55 X HRE (5 3 11D,

Sz R BFT (Practical asynchronous BFT). #4142 T HoneyBadgerBFT, &5—
ANE B IR AL BTV A0 (optimal asymptotic efficiency ) ] BFT 77/ 7%
(atomic broadcast ) #pil. Flith, FRATEEIE] 17X BB IRAN U] S B 1) 38 3t V2

FAT IR T P T T 7 P Casynchronous atomic broadcast protocol) i
TR MR . B Cachin 28 AFTHEHI[15], ZERBATT SN CIRE ML S K
% O(NA)LLAE, T KRR 1 B T /N2 2 SN BT I 1A . XM R A
PIANIRA R R o 35— AR 2 & 07 Z A TUAR AR K1, TR TURI R B FH T
AV, FERVE T HE R S S . AR T — MR s 7 &, i F s
1B 22 51 I 2 Sk By 1k 3X 28 Tty DL s iRGOX AN A . B A R R A R P AL A
Asynchronous Common Subset (ACS)-ZHAF IR LS B A « FRATT R el a1t 4 &
LA (B BAL I E AR R oS24k ACS: A IR BRARRD A RnT 52 #%[18], LR
Z 7 TH S SR ) ACS BT SET R I FEAK[9]

HoneyBadgerBFT [ 5 vHE X 5 X 28 7 i 7 A il B3 YA T 550 B AH X 0K 1A 31 28 1 3¢
NN B kAT R o X S VFERAT TR R AE 32 B E b BV G R R RE SR/ iR
I [ 14 22 L2 R 0 PR S0 B T B R R SR R s R 2 X e CRE 2 BRME A 5D 1A
#



NSRBI E, EATEEM A g, WHEREHSEEL. AMEs
(AR5 Bk S ELYE T 2 10 585 5 258% H,  HoneyBadgerBFT Xt ANt e T8 MK
LA 5l, HoneyBadgerBFT 4 ik & 5 2 B M R I X 4% vl F 5 9 . ANHERfdth
Yi, YRR LR%k, HoneyBadgerBFT i & #fax i/t @, thAah, — B Bk
ik, EsiRitE.

FATIEIEH T HoneyBadgerBFT P 22 4 AIyE 4, JF Hadak seaG 3R, RIfE
TESRME T, B4 LS PBFT B 3CE 4 A& & [20]

SEPAIRHBSZES (Implementation and large-scale experiments). A 1424E 17—
HoneyBadgerBF T 54 A I SEI, AT TEAEAR A Z 5K HAE R 5 27 (MTFIRARAE B AT .
AR T K H Amazon AWS F3 A 75 R — E AN SIS MLt gy oA T R
INE I ZIREERE Y, BATETE Tor FEA R 4L b, ASCRTMA S5, 8T
HoneyBadgerBFT, Jf¢45 &t EAIEIREE R,

1.2. Suggested Deployment Scenarios

FERZ AT RERI N RS i, SRATTSRIF 1 PRl RER A I 5, X 283752 thARAT
SRIHLR AN 5K 56 4 AR SRR IR 2 B8 0 (148 T3 BT 3R 1

EEm#& &M (Confederation cryptocurrencies). 14 LbiF Mix FEAFERAL INZE 55
(R8T, (AT ERAT AN G RATLRA) LA — 8 1A HIR >R ol A0 52 5 A BN &85 B0 1 R bt st i [+
WINB R T 7 B —AN RG] R 5 [24,25,47], AZ SIS AR L FE R T —
THFF 5 B — S, PLARVFAS G R BRI 45 5. NI Fh o V206 T 4k i 4 g1 2k
R ARAT [R) 45 S0 SR A R I A sk . DR, JUANETITFIEIE B 7R AR MR E
g — A& BFT B, Ebfn 1IBM (¥ Open Blockchain FiI Hyperledger i H [40].

[7) B 85 e T A T A T e R B BT WAL, WSS S B BT A — S
TEIX PG E H, WA 5 My, 15X 4 — B S A e — AN 642 (priori)
—IEHE YN “BEFAT (permissioned)” X HEE. R, HoneyBadgerBFT &7EiX
ol ) B B v w4 FH R R AR g N

PR B0 [ X Bk & I (Applicability to permission less blockchains). #HEL 2
T, AGERE AT DR YT IX R P AEEEBUL rin2 B% g £ 7 —AME AT LA, 1 2L
T CAE A A B I NS R, “TeVEA] (permissionless)” X Bk . N 7 AEX APk
Bl e, SRR — S P BUK # T proofs-of-work Sk it Sybil B, I HAER
A AEIR T T A B, teln, HRAEAERY) 10 BRI S, HAEM R
HERHIIE 7 tx/sec, RIS 4HT I X HRA /N i R Sl B LU 7 B84 T — MR
B ARYE, BURFIH— AR AN IX HesE, hintbiE mei&sr “proof-of-stake” [
sk, BEIEAL TR A 5[32,32,35,37], WIS ERE— AR, EFE—ABHLINZE
4z (committee) AT BFT 1, M5 S RE BFT $hil. XL VERUEE—
EM S AR T RS 22 xE, DAR S48 BFT PRV 17 ek e A ) S B
5] P 2 2 TR R IA B e A . RO BENLIE BRI & A 2 mT Do B S, B DL HL )
HoneyBadgerBFT & —/™ H SR I .

! https://github.com/amiller/HoneyBadgerBFT



2. BACKGROUND AND RELATED WORK

BATH AR B bR 2 XA — N EHPRESIL, B mE IR o, m— A
WS FLEUSCIHA B E AT AN AR 7 B BRGNS (LW R RS AT R A 4D SR
¥k, RUME—NTEEERGE—M. T2GF0. A sHE. £% L, &XF
FIt (primitive) FRON.E/F1# (total order) BY /7 7~/ 7% (atomic broadcast) [23]; HLL
e, BAIRZ A X% (blockchain s

FHPRESHILVE R P BER M 1 3 KM 2 VRS PEORIAE,  fovF— DA SR GAE 2%
EIR AN — BT s B 1 DL N IR BEIE R AR ST . KB TARWH T 1 IR L, 38036 T A
R PERERLET, AR R RS, FFRZ M AR R $A1E
MRS T 5 3A T EeE VIR AR

2.1. Robust BFT Protocols

AR Paxos[36]. Raft[45)F11F 2 HAh A B JE A1 B nT AZS s ALk, (HFE &
KN (BFT), M PBFT[20]J14f, EZEATLIEZERER (Flan, SEBEPRD Ty
Mo W2 RSN AEFEEEERA MR, BPumASE K28, MEIEIT RIFIIEOL
SRR AL O BE Y AV H 77 (optimistic execution) SRR AENGIETERE, ANREDHSH
— b3 [ 2,5,33,39,51] «

HHE L, BFT RGELEEA CPU A4/ 38 B 5 I N kAT AL, Rt Bef 2
PRUCAT LRI 9] B R B B /M B3 5 B I 25 4

Clement 25\ [22]i8id18 5 2438 R4 154 (worst-case ) FRITERE, Kl T &L — &
5 TAE[4,6,10,21,22,50], B 22 4 57 21 B Bt B8 2 A4k AR 25 o 2 10 R JIE — B A i 75 22
TESRUIE LR R RETFaS . AR, REEX A EE), XFh “Robust BFT” Bl
S DU S 2 A B9 s, AR EAT IR T 50 17 2 X 4% 1) 5 I AR e . FRATTHG ARk
— R AX M, BMELE 84 7P W4 e R IE R 4P it &

2.2. Randomized Agreement

e M P O T KR 2 HUE S5 kUl & A AT RERI[27].  BARAE K Z B A Y BFT
WA I ] 5 S IR e G iX — A AT RERISS R, HEEALE O %5) 84t 75—
g, T, RAVMIEH T &FESW TP BFT W, #ilan —# i binary
agreement (ABA), T %1% reliable broadcast (RBC), %5%5[13,15,16].

AW LAES SINTRA % VI[17], — 3T Cachin 25 NI 528 51T 7R LAY
RGP (CKPS01) [15]. i B 4% M5+ #% atomic broadcast (ABC) £ A HL £ 1
¥ common subset agreement (ACS)HIfiift, LLEI ACS F|Z HLSUEFML multi-value
validated agreement (MVBA)# i1k .

FATTTRR A S R W — T UK ABC EI] ACS eIk, i kA B 3R A 58 4711
R GEE—A ON)ET), RIS RME N2 SRRy s & ot (ILEE 4.4 9. FATE
368 Tt SRR A B S B LA S SR SR B B R . RE L, s 4.4 TR, 3R
AiTaE I Ad B B4R ACS [9]BA A2 A % i RBC [18]3kK [H138F &5 51 i) MVBA 75 .

% 1 E45 1 HoneyBadgerBFT 5 HoAth JUAH R ) 3k WS AT 1 E - X HLAT “ Comm.,



Compl.” TR MPILZ I G M HEE R A5 (), BEMEFT). BT PBFT
W 58 [F D%, R B — N B % ] BEAR AR T 7L 47 . P KS02[34] Al
RCO5[46)4B1R SR, [BIF] T 3T MVBA f sk B0, 1Ean E X FI Cachin 55 A
[ E L (CKPSOL)[15] AT LAIE ik — /N5 = 241 ACS 224 R Sedk[9,18] . I8 L FRAT B A1) 15
1, FATEIRAZ T 55— O(N) it

e, King A1 Saia [30,31] i i 76 4 i 1 L% @5 F & 7 BT ik
(less-than-quadratic) IV B —Eh . 28T, Hxeess By el Dk BR 2 —
ANFE TR ) 7

Table 1: Asymptotic communication complexity (bits per trans-
action, expected) for atomic broadcast protocols
Comm. compl.
Optim. | Worst

PBFT | no O(N) |e
KS02 [34] | yes O(N?)
RCO5 [46] | yes O(N)

o(N?)
O(N*)
CKPSO01 [15] | yes O(N?) | O(N?)
O(N?)
)

Async?

CKPSO1 [15]+[9, 18] | yes | O(N?)
HoneyBadgerBFT (this work) | yes O(N)

3. THE GAP BETWEEN ASYNCHRONOUS AND WEAKLY SYNCHRONOUS

NETWORK MODELS

JUFFTA BT BT W # s T e MR 1 Cbhin /& 20 partial 2% 45/74 weak
synchrony) SREREVENE. TR, 2720 BFT Whls2 3 TA /D Ioeit. HREXFE
IR S, TR EREA R, UER LR A i e o

(X1 FGH9FE SEAEA AT AT 1T RIS LI P25 1, RIES7 25 B
W FFHE LN FT2ESEHI T BE -

AR, FAIPR I SR B ATIR P ME . oG, BATHH T 7D g5 [FE 2 K
A Z MBI 8. BRI, FATE 7 — DX PR RS, ek T
PBFT W55 RS (S FECE KM, EAERXMMIEI T, FMamS il (n
HoneyBadgerBFT) #{Hif5 1 RAFHIBERE. SRJ5, AT —DLERITUWEE:  BIMEARAT]
MR 2 2, SR B, s RBFEMNRE X AR, T B S
BIE, LM SRR

3.1. Many Forms of Timing Assumptions

TEARSEREAT 20T, FRATTHRE [R5 Ahobr v 19 8 BB 13E o FE RBP4, S5 mT DA B s
TR AL 6 H, ERE I, &4 Ceventually) W45tk i# IR 2 18] &%
HiHE . FOMER R A AR <2 (real time)” B8R,  HAEARAE IR
W IR M7 (ordering) REUATE

FHW) FLPRTI4E R AR T HF IR T AE 22 HABAT 55 0 Rf s 14 S5 25 B L T R
PEo BRI, B PR P A — B AR (R . — AN TR (ERAR R ™
IR /746 (synchrony ): —NA-synchronous W 48 {5 31E 45 2% 3% 1 7 JBE B 22 HEIR



A (AESERTIED Z Jaikik.

B E R JLRIER. 7E unknown-ARERIH,  BCEIE AR IR AR (delay
bound) fEN—&%. Wi, ERZL/E# (eventually synchronous) #&RIH, i B4ER
FEBR A PRUEAE — 28 CRED BERICRKE, RO~ “AJRteEnE (Global Stabilization
Time)”. SR, XY FRN F28/7F (partial synchrony ) [26]. AT, 55—
AL AL 75 /775 (weak synchrony ) [26], 1x B 4E IR PR & BRI ] AR 01, (HEZHEALL
8] 1 22 T 2 R A K A5 R [20]

FERIATIEDT IR, E IR 5 2 S5 R0 — 7 — AN B B B R AT LR G ko & o —
Ao SR, AEEARIIVERETT T, Xof T 55 [ A5 1 48 25w 35 ol P ) 1T 228 0 144 o Pl 28 (431
, @ “FRBEEEE (exponential back-off)” Mg, IEWFRANIFE IR, XSG
A8 53 XL IR REIR

PUGE R LU N SRR UR R IR e, BN, an SR & U A AR REA I 1) 1) B P
B BAHETHERE, A AMA T 2RI IR 53, LEAnde 25 T N o 720 AR
T ae, TRMIE BYOXIL, WA MESCERRIR B, #AT DU ERE .

2B M4 4T3 (Counting rounds in asynchronous networks). SR8 &8
FTHIPRIES “ 2t NESE 70 B, (B SR 75 R e D s AT I (). ARt 77
2 (B, 1% Canetti A1 Rabin BT I[19]) A2 515 6 T BT B ic — A RV I,
S B R 5 2 ) AN (r - 1) - message A AFEAFAAT (r + 1) - message Ki%FIEIA.

3.2.  When Weak Synchrony Fails

FRATTILAE AR B4R 24 W 25 25 AR 0 PR ) CEANFT AR B9k, At A 55 1R22
BFT PRI REST RN (B ZIERE NI . IXARRE 7 O A X FERI M SANE ] 55 1719
HR A [T [N B T R 5

—ANFHIE PBFT I8 2 (A network scheduler that thwarts PBFT). A1
HSEHBF SRR (PBFT) [20], —AMMAYEET-4F#H 1 BFT i, — MR
PE R SRR — A X P g W AR i R e — AR TR E BFT Y
[4,6,10,22,33,50] K £ 1L T Ak

TEATA 45 2 BT H], $EE AT st et N —MAd 5 . WA e, 2az
R 40338 A 1), BE R R M s, ARG 1T st 2 il R s — AN 40 35
PBFT B ™ S AR T 55 [F) 25 W 48 A6 1 o FRATTRIEE T — i SO A B ot ok 1 2
&%, JFHRSZRHIE T PBFT LM, {EX)T HoneyBadgerBFT(SEbr -, LA 520 Hril)
AT LAR AP AT o A AT, 38T 2 B 10 P 07 36 R 4l 3 8 I 2 38K
SR, R — A NI B TR AT T oM

PATHI S E AR . & 5E, BAMBBCR N R C @ iint. )5, HIEHM
TR TEEN, MBSERHE, B, JEEIRIA TR — A1 o s
Ho BB RO T — AN, PSR SL RV E L8 I, ST s [E]
FEH PR AR S (HE, mTESE M, KRB EMERE.

H1F PBFT FERFUCRIG TG 1825 Ja S 1 R I R [R) B, - DR IR Meediads S 17
§9FE BB, ROV EREAN IR LA AE R I B OGBS 8] o 53— 07T, Wit 1k
KK IR R 8] o PRI, oI B TR [R5 R AR AN T (8 (I 1], PBFT JGiiAIH



€AiT. [AHIFE, HoneyBadgerBFT, LARAEM[—ANFhil, #REARLEHL & T LI [H
DR S .

N TAESERAIHI 4T, BATREX A SRR PR — MBS, EEETFE
IR 25 9T A AL SE SO S, R 1200 47 Python AU SEBIL PBFT X k4T
Mo FATIE B LRANE B HES B3Rt —8G BATEIAPINE— D MIAR I
FRIRL B R SRIEIA T o FERES A rf, JRATIZE HY T PBFT (58 Btk I Re T EEIX IR
Bl T HIAT N

MR 4> X 218K E (Slow recovery from network partitions). B[ 55 [7] 5 15 #%
LM, HOBT S P AT RE D 2 RIS ABF S M & 70 X ik . H 8 R 35,
Ho BRI A BRATE: — N9 U, EHMZAE 20 A fRR LR 1] P 1 B R 43 X
T RO A S B AR, FRATTA U B S T LURS i bR B 4 A X . T R )
AR TR 29 A, B AR A AN 20 ARG 2 Sk A A S, B
LR AT IRV P2 A5 11

& AT St 2 18] BTAE (The tradeoff between robustness and responsiveness).
AT L B W 22 B () IX AT R AR R T PBFT (1, 10 2 MR A 2k 75 T4 ik ) o
NXT AR RPN . ANE IR A4k, Mol (practitioner) #8052 38 - Lk 18 5K 1
AW PRI SN . FE— PRI L (R FIE), Mol fil i — AN 96 T 4% 48
BARAE T WERASTHE RS, W RGARA TR ik RE, eEaF
FART AR S . 65— Mg (3825, Mol @i et iR, A5
WA B — N o R G R EEAS [F) 2 A P BE 3 25 (gain) o Dt f 1 01X L
SHAT AR T 2

4. THE HoneyBadgerBFT PROTOCOL

AT, BATENY HoneyBadgerBFT, & — AN HIE SR 78 R 1T
L.

41. Problem Definition: Atomic Broadcast

B BATE SCBATH AR 77 F 1) o AT v B AL N F5 52 15 s R4,
PAR RS B2 A4 RIRFE (P through Py -1). W s Z E NN, BT H AR AEIX
SEAZ Gy Ry IR 3R FATTAR AR LV S — AN IXAE 1 “ VR T X B (permissioned
blockchain)” HJ#8E 5, 285 Al NHHER S imdg 28, (B A DT T Bt 49 s A2 [
5E Mo

JE5 )RR SCVFRAT I R AR TR € T R AR (AT, Bl i@ ress & (LA
B b ARG, B0, SRR AT REE A LSRN 515 ). mt3RATH H 1T
o o R ESEER, 2 ek AR A S IR e AT RO BT
T IR T RZHOY RS R VN EAN RS T 1. T AL 3RATTI3
s BAAE IR i, T BB 2 R TR, IR SR s
BN Kb, 25— B s, el iRss 7.

BATHI RGN H DL AR
o (A7 2% Purely asynchronous network ) FAT MRS — X 5 s # l — AR £ 0



BRRHE A IRUE R SO0 OB . 23 AH AR (delivery schedule) 784z H ) T4k
5E » AEREAE LB AT R Z A AR IR — N B AL IR IE o ATV AR ) 2 ARG
Seob R IECRE (A5 2 WPTIR) SRAR YIS ATI (] . T R4S T] g DM R ESE HEA
HE, BATEBBCT A LA g X, I HRE B AR AT AH 2.

« (BRASFE 7 JEE A% /5% Static Byzantine faults )X 57 m] LA 223k £ AN 55 3047 58 4,
Ho f 2—MhilSH. EEE, 3f+1 < N GO R B b 1 X
(TR

« (5 /FiZ & Trusted setup) Jy JET-3&1k, FAMBBCT m AT EAZEAT A6 BSURs E BB B
5 RABAEM LA R AT AT, AV N ERESL AT AR B /LB 7 SE o i T,
LT RSRRHT AT 15 77 AN ETHH T T LA 2070 2 2 4 A P iR e/ € 7 ( L #¢Boldyreva[11])
FATTHTHE 1 AT A 20 AL D SRR e I B ik Eis e, XS R 2
R BRI

B 1. T TR iR ABIHAE LT IEE S T IS L LA 12 57 26 P25 P, AN
BT, BLEREE (5T 051 — neglW) ) L2240 1) (775

o (—#1# Agreement) WIRATAR IERA I S — N2 52 tx, B RS IERA T s8R S
H X

* (L7 1% Total Order ) WIS —/NMIERAI T s 4 H2C 2 17 FlI<tXo, txy, ...t¢>s 1073 — i
H<txCo, g, ...0C>, WX T i < min(,j’), A =1t

« (i Zr#1# Censorship Resilience ) WIERAE G tx #A AR N - £ DN IEFTY AL WIE &
L EBA IERA T 5 5

A R e — AR, BRI B R RS G IR AL . XA E M OB
HAth 4 w4, Hl4n Cachin 5 N[15]32 H 10 “ A~ (fairness)”, {HZFRATHE ZAIXAS
B IR ]

1 g #rfE (Performance metrics ). AR 3 ZOCHE M JE 7T B WLH 20F
(efficiency ) 1547 245 (transaction delay Js

o (F efficiency ) (R BEEEAN ST A HI S N 28 00 X 2 55 523 Q(poly(N, L)). HBA 5%
FEREANTT AL T AR V38 5 A S 1 FIUSTE A5 A

T A DA LN S, FTLL O(L)REE (FATHIB-FTIA RISl i
FERT . LR BCR I B E M4 4T 72262 7 (under load ), iX e T FRATT AT Z H #x:
FEFE 4R WX 48 ] FH 5 58 1 R I AR it . i T 3R Tl i L AL PR S R 1 i
Rl A8 Gy AN G A IR, BATH RELEARTE REIN, NG MHEZ W%, W
AT BAs /MU (ltn, BT, WIBAE RFE X AR A 5 R 8

SCR ARG

FESEERT, MBI ARG, RIS MG T LB E 2L, W L
X RN 8] (0 PRUE TG 4 Fr o PR ERATTAE T 100 ) () R 5 SCAZ 5y 2275 (transaction
delay) SfEMIRAL S 2 /47 (ahead) HI NI HHEM K. FIRIZ G BB BREH A
SR

2 . . . ..
Reliable channels can be emulated on top of unreliable channels by resending transmissions, at the expense of
some efficiency.



« (X4 #E35 Transaction delay ) fB¥— Xt AL 5 tx (E ML N — D IERATS

s kT My “backlog”, Bl EARTA A SIMEAA IEAH T miIAE 5 BB DRSS B Hie
A ZE . A X5 AR LB Ry T st x Z A 520 Bl 1 T
e

4.2. Overview and Intuition

£ HoneyBadgerBFT ™', 1 siflse %N, JEREANMFEREEEAI CEFD
ZerfIXrho BMXAERS I (epochs) AT, HAPfEREDRIIZ G, KeBrss Sk
PFRALH & ARG, R X — NS 0T GEERAITZ
Ja R SCHISENS D, FER e ARENLI R B SEBI i o FESR PSS A,
ZI IR 5% .

TEIX A B KT b, AT IEZAL T IA B 50 57 86 Eh, FEliE Cachin 55
A1), KHUEAZ G hb#E R G5 (SINTRA) (A, FIFATTHIZAL, Cachin ¥ HH LA
S AL T4 (Asynchronous Common Subset, ACS) FE oy szl Jyrfty. KBCRE,
ACS H T R VFREAN T mde t—/ME, I HLRIERA T s — M & 20 N - 2f N IEH)
TR R NE R A ) . WX TO R T RO S TE 1 — RN e R AET
[ FIBAFH$g H— AN 5 T8, 5 g mEh o RS, A, A EE
Bk -

PRk 1. AZHEHM: (Achieving censorship resilience). ACS [IRiA B R T
AT AR B GERRADN . BT EE DS N-f ANXFEMES, FRATAT
DL I i {3 st A2 AR (mostly disjoint) [958 50 SRR s AR R, T LA
FHIF) ) AR AE — MR 258 2 BRI RS 5y o R, FRATTI WA A A A A 4 ST AS
s NG X ] B R 5 — N e R (1 CKPSO1 [15]), Ti/gdeth 7 —Mhdlikd
MIREAS, IXFERENAE G P — AT iR H .

SR, AT E S EL, XA B E A, Dy ACS BETT fo VR Tk £ AL
(which) 5 IR MR AR S AEN . XTI DR FEE G & — N 5, AR
A () AR IR I A E o FRATIE LA BRI SR RE S X AR B, AT BH LR T2 3]
MRLETS R PR IR EERE 5, EFIARSHIRZ JG . ERRIUCKIESE 4.3 TP ik .

Phik 2. SLprEHR (Practical throughput). ESRFE ACS MR T #FE R HIE AT
It el T R[9,15,17], EEAIRSERREREFEA It . JERATHTAI, ST ACS [HnfE—
HAth TAE & Cachin F1 Portiz FrfitI[17], AT BALE M AT LA E] 0.4 tx/sec
k. PR, —ANE R i) R X R Y AR 75 RT DATE 52 B A ST s A =

TEARSCH, FRATPRAS OBRIE AP e — D, FRATT DA R sE ik ACS, FF
T H AT S R AR AR BRI A . (HSERIE, AT ACS BIMrE A (RS
) M O(N?) (U Cachin 25 \[15,17]) B O(1). M FRATEL AL LLRT A —
L GRRATFTED, TRAES 4.4 FrhiR AL 7 PG5 M 3R

BHAL LS (Modular protocol composition). FA THLZE #E 4 1F 24 H 34 11 42
o FEIXFEMC AT, FRAIM— NS T IRA TR IR R B 38 BRATT LIS E Ak i 0 e S
AT, HA RO PLE T HoAth () BRI 2 N2 . AR EM AT L3
WORIR M AR . — AN B E T LIE R A T Z BT TR IAT () B
W N, e ok B H AT ST ED .



B X () Pl sl dEw EER, VRS — N SLplE R iE EAREE A —
AR ERE . XEEEEN (F) PSS — R (SRR MR R
WHXAFRIRFFEZ (T P &2k s AT AT Y8 2 5 ELAH N3 2% e ¥ B R 7E S br
HRSEEL . FRATE VRS IR A3 X sy S ARES, DLTE B JAVERATE SR X 07
WHIFRIESES] . i, RBC[i1Fx RBC FHMLITIEE | AL,

FATRE S AR5 T7 2 a2 i DR 7 P T R B E R . SEhr b, AT RAE
FH TLS socket SR s2flfkix tei@iE, HlnFAIESE 5 Wh e,

NT X &7 Z AR IE AR B2 AL, BAT T T P4 (typewriter)
RIS (4, VAL(m)FR RSN VAL [HEE m),

4.3. Constructing HoneyBadgerBFT from Asynchronous Common Subset

FEE X i (Building block): ACS. FAI T = By i X HUR Fr ok 728 A 374 (ACS)
TG, 7 ACS MBS Al 1T O AE LI TAE 15 2ESL[9,15] FEAT H, FRATK
28 ACS IERE S, IR H FAE R Sk HoneyBadgerBFT. RS 1ESE 4.4 i,
BATEANA, WA Fo Sl 2SR LA 25K, FRATTAT DL Rt SE 454k ACS!

SRS, ACS B L AR &1k

« (AR Validity) SR — DN IEFRT Sl —NES v, Wv] = N-fmHv s
£/0 N - 2f AN IEFTT SR

« (—Z/F Agreement) UR — N IEBRI T SR v, TREASTY SR v
« (B Totality ) WZR N - AN IEBR A 8302 — M, AT IR S &
A

X B (Building block): BENNZE (threshold encryption). A§/E 7174757 % TPKE
& VAR J5 W BN B 3 A IS L, 43 4T i Db 20— S AR A AT
fif . —H f+1 AN IEFRST R0 IR RS S FE 7 4 (decryption shares), it A]
DK E ST (plaintext); B FE/>—ANIERG I SRR s M @i bAaT, BhH AL
TIEBIWISC. BIME T EIRAELL T B

» TPKE.Setup(1")—~PK, {SK}E AL IN%E %50 PK,  DLA & J7 (1825 % 4 SK;
« TPKE.Enc(PK, m)—C I 8 m
* TPKE.DecShare(Ski, C)— o i A& B | Mp &l (8 L, Wik C 2 NeiRrD

*TPKE.Dec(PK, C, {i, 0 })—m MIRMBHC m 2/ f+ 1 HE— AR, o}
(5, W CEE TR, WM BURBARIRI) .

TEFRATRI B A SEBIEF, FAMER T Baek 1 Zheng 1 BIE N 75 R [7]e EANH R
W ERA) GEIREANTAPHNESR), XRRE HEX XA % C, W
2 A WRE — IS (B 7 L2240 i8R, FAME B TPKE.Dec A &R A
TSR A B, %07 R IR, DL IND-CPA W sk I E R A . °

® The Baek and Zheng threshold scheme also satisfies (the threshold equivalent of) the stronger IND-CCA game,
but this is not required by our protocol.



ACS HEF# (Atomic broadcast from ACS). FRATHLAE B £ 4m 3R TRA 11K 5
TG WK 1 AoR.

Algorithm HoneyBadgerBFT (for node 7;)
Let B = Q(AN?logN) be the batch size parameter.
Let PK be the public key received from TPKE.Setup (executed
by a dealer), and let SK; be the secret key for P;.
Let buf := [ | be a FIFO queue of input transactions.
Proceed in consecutive epochs numbered r:

// Step 1: Random selection and encryption

e let proposed be a random selection of | B/N | transactions from
the first B elements of buf

e encrypt x := TPKE.Enc(PK, proposed)

/ Step 2: Agreement on ciphertexts
e pass x as input to ACS|[r] //see Figure 4
e receive {v;}jcs, where S C [1..N], from ACS[r]|

// Step 3: Decryption
e foreach je §:
let ¢j := TPKE.DecShare(SK;,v;)
multicast DEC(r, j,i,e;)
wait to receive at least f+ 1 messages of the form
DEC(r,j,k,ej-]k}
decode y; := TPKE.Dec(PK, {(k,e;)})
e let block, := sorted(Ujcs{y;}), such that block; is sorted in a
canonical order (e.g., lexicographically)
e sct buf := buf — block,

Figure 1: HoneyBadgerBFT.

wn BRIk, Z PR IS ACS HISEE]. Dy 1R AT RS, AT SR 1 AL
BN . FAIE B ARHEUCRAN, FFERAN AL Q (BY 1M 3E o BT RO AS
JE BIN 225 . AT HRTT KR KE D AR S, BATAEENASIF R —4> B
HRENLIEFIX LA T

WS 4.4 FPTk, AT ACS s2itk A O(N? | v |+ A N3logN) SIS lias, Hr
| v | BREFEATS SRR RN B, FA1%EE AN A B = Q (M NiogN) kR, 1
AR 2 (BIN) I Dk AT DA AT B I 4

N T PR PR SR, WAV BEE T %, k. fimsz, N1
WS, REX AT R, R R InE A v AL ids ACS TRE
Fr. L, ACS it &% sCimsE. —H ACS 5/, % UMK E . XFET UR
UEERS Zp 0 B 1 AR s S ISR WU RS R WA AT e i — 1A 5 o IXARAEXS T
ToVEAT R B IR R 5 — BLAE R MBI I Y m AR A7 T BAB RIS B 22

4.4, Instantiating ACS Efficiently

Cachin 25 A3 H — N RATFRZ N CKPSO1 FI#MY (Badrith) K ACS faifk A 25 5%
EFE HEEPMY (MVBA) [15]. FHES K, MVBA Foi15 s H 2 i &k B iR 8
(predicate) Z—. fAICITVEIRMT . IIEIATE R R H L& 2/ N - f LA R



AR, AR, MVBA JETCIHMRON 1 — N, O EATIRE R ME— ARG 51k
O(N?| v T4

AL A 5E A [F138E MVBA 1) ACS 19— B ARSI Rl S iX PO AT 148
(PS5 /2 B Ben-Or S8 A$2HHI[9], 10 HLAEFRAVE K, fEREMFRE A Lohl 208 1. 52
br b, ERPA R T CKPSOL [15], &A1~ A T — N RAHKHK B B &K H (FE NS
WA R 28 2 7R T R9D - i 2 I ACS 2| 7732/ ##reliable broadcast (RBC)
R Z A6 I FE A E B X asynchronous binary Byzantine agreement (ABA)Ifiith. H &
T FRATTA SN X Lo 2H A 1A it FRATT S At 2 ke

TEm AR L, ACS WAy PN Bk AT . ZES—Ir B, AT A P A RBC M4 4
FEH AL RS I S, BJG, ABA RURE— MRS RBC L4 BN 58 I 7]
o

PUAE, FRAFE S VAN LR RE Ben-Or WM ZHT, Jeiai 22k RBC A1 ABA 45H4.

BB R #% (Communication-optimal reliable roadcast). 535 A] 4& ) #& #iiid
T DL J 1
o (—#1# Agreement) WIFATATH A IERITT AL v ATV, Wv=v.

o (B Totality) W0 AT AA] IEA IS ASAL3E v, BT IR L8 v.
o« (A Validity) Wi RS # 2 IEMKIE RN v, WA IER S A& v.

HSR Bracha [(I[13]4 i m 52 ) FE B 22 O(N? | v A2 A S &, DUMET #& KN R
| v [I9H 2., Cachin F Tessaro [1811A A, #FrgwtdnT LLRMELE S8 P15 o0~ 0T Do itk
A AR EAL O(N | v | + A N2logND o IXANXF K& B (B, 24 v | >> A NlogN Ff)
() E BSOS I, ] AR R ERATIR B E /N (BB S 4.3 49D . X B #EER g S (1) 48 H

B2 5l TS < BHVNEHA T HOIFRY.
IR S F IR, SIBITRR A () R IR T, £

I AT s —ME, ARJE — T R —MEZ 8], R THAEPRE. FTEE) RS
P 2 PR



Algorthm RBC (for party 7;, with sender Psg,der)
e upon input(v) (if P; = Psender):
let {s;}jc(v) be the blocks of an (N —2f, N)-erasure coding
scheme applied to v
let 4 be a Merkle tree root computed over {s}
send VAL(h,bj,s;) to each party P;, where b; is the j™
Merkle tree branch
e upon receiving VAL (A, b;,s;) from Psenders
multicast ECHO(h, b;, 5;)
e upon receiving ECHO(h, b, s ;) from party P;,
check that b; is a valid Merkle branch for root / and leaf s,
and otherwise discard
e upon receiving valid ECHO(A, -,-) messages from N — f distinct
parties,
— interpolate {s;} from any N —2f leaves received
— recompute Merkle root A’ and if 4’ # h then abort
— if READY(A) has not yet been sent, multicast READY (/)
e upon receiving f + 1 matching READY (/) messages, if READY
has not yet been sent, multicast READY (k)
e upon receiving 2f + 1 matching READY(h) messages, wait for
N — 2 f ECHO messages, then decode v

Figure 2: Reliable broadcast algorithm, adapted from Bracha’s
broadcast [13], with erasure codes to improve efficiency [18]

BRI (Binary Agreement). bl IMSGE SO VF T R AR SR IAE LIS R — 3K
(PIARVEIE T . B IE M, R RE = AN B 1k

o (—Z(1# Agreement) TH AT AT IEAA A1 a4 tH ELARE b, TAREAS TR 01 s H b

« (Z&4f Termination) USRFTAT IEAA 5 B CE IS N ,  UARAS IE6A 10799 et — AL
o

« (FRCHE Validity ) GRAEMT IERRAST et b, W&/ — AN IERAR T 320 b 1F v
Ne

AR ERE —£C (unanimity ): QR PTA B H T SRR R A AE b, U b
AGERERIE . 55— 5, RPN R AT R R A, BAX P e
FE AR R N 2 HION R ANE SR A AT 2 RE

FATTH Moustefaoui £ NI [42] 326140 T IXANIETT, B &R T IN% common coin
(1o FRATVH LL S (R R HE IR BB . HETRIHEATIS IR O(), SEbr EAERER AN 1-2%
I E O(K) A N e RN REEE R AR ONAN), XFEEJEHT common
coin s (1) BRI N

RVUE K — TR —3: (Agreeing on a subset of proposed values)o ¥ iR &5 7>
JAE—E, FAM#EH Ben-Or 25 NFIHMI [O1t L& 2 N - £ AN s AR I — 41
{HIE S — 5.

fERER b, A IAEBOAT . RS BB, AT R P AT EE) R )



SHA 7 5 A BB VL. 7628 BB, BT N A LR (5 BE D 3 2 SR B
B {b e g 80 HH by = 1 5 Py MR B & (R A .

scbr b, bR AR R T MM Ik, Ben-Or R4t 1 — MR R fE R 7
e

X LB AR SE LI ] B R A AR R SRR SR S (N F ) 7RSSR, 2R
BEXT5 AR N R SR BIR 1, XA HAd )RR ER H 0. ARTT,  IEHAY
AT e AR AP LSS 5E ) 3k o i - b P B R T O 1, R
IEBI R — et 1, MW Re R AL A R 2 R A .

Y RGN R, W AEEE TR0, BHAMERA M ERELEAE N-fAL. N
TAER XM AR B, FRATER 3 sk T J LA AT REMI 5 I . Ben-Or 5 A2
H I EVEOIER 4 e . THIZ AT 1A O(logN),  PRIA S e 20 B S5 15 T A5 1) sk 1)
PICSEBI SR 424 R AT S R A I S R R SR IR, BB R N
O(N?| v |+ A N3logN), MBi&| v AT S N KR

RBC,
y Yes l No
! RBC, RBC 81
[ coin | [ Coin ] 3
BA, BA, |
i No
=
[= | _l_
Yes V2 Yes
(a) Normal (b) Wait for slow broadcast (c) Broadcast fails

Figure 3: (Illustrated examples of ACS executions.) Each exe-
cution of our protocol involves running N concurrent instances
of reliable broadcast (RBC), as well as N of byzantine agree-
ment (BA), which in turn use an expected constant number of
common coins. We illustrate several possible examples of how
these instances play out, from the viewpoint of Node 0. (a) In
the ordinary case, Node 0 receives value V; (Node 1’s proposed
value) from the reliable broadcast at index 1. Node 0 therefore
provides input “Yes” to BA |, which outputs “Yes.” (b) RBC;
takes too long to complete, and Node 0 has already received
(N — f) “Yes” outputs, so it votes “No” for BA,. However, other
nodes have seen RBC, complete successfully, so BA; results in
“Yes” and Node 0 must wait for V5. (¢) BA; concludes with “No™
before RBC3 completes.

* The expected running time can be reduced to O(1) (c.f.[8]) by running several instances in parallel, though this
comes at the expense of throughput.



Algorithm ACS (for party P;)

Let {RBC;}y refer to N instances of the reliable broadcast pro-

tocol, where P; is the sender of RBC;. Let {BA;}y refer to N

instances of the binary byzantine agreement protocol.

e upon receiving input v;, input v; to RBC; # See Figure 2

e upon delivery of v; from RBC}, if input has not yet been pro-
vided to BA, then provide input 1 to BA;. See Figure 11

e upon delivery of value 1 from at least N — [ instances of BA,
provide input O to each instance of BA that has not yet been
provided input.

e once all instances of BA have completed, let C C [1..N] be the
indexes of each BA that delivered 1. Wait for the output v; for
each RBC; such that j € C. Finally output Ujccv;.

Figure 4: Common Subset Agreement protocol (from Ben-Or
etal [9])

45.  Analysis
B, FATIE ACS HsE UM TPKE 77 RIS 2 5 B A ] — B AL P

g 1. (SRS M Agreement and total order). HoneyBadgerBFT /2K & —
HPERLEFIE, BF T A BMEA T AT GEIEZ S

WEEH. XA @ M KB KM R @ M, ACS Fil TPKE. 4~ ACS SERIARIIF T &5
FERFANIT IR — AN A EIA i — 8 GEIR 2). TPKE (&M RIE BN IR 1071 20K
XL R N — A CGEIE 3). X B AR — S s k.

A 2. (R Complexity). ##—7 AP HAB= Q(ANNogN)##Lik, RFTHI#E
- HoneyBadgerBFT #7415z 17111 %7 O(logN), - H &l H9 HiHTE 15 2 5% /2 % O(B) .

EHI. ACS HYRSUAS RIS AT IR (AL S 4.4 15 hdbAT 1 Uil BRME AR 1 N NSl = A —
ANERYMOEE AV O( M NYYBAR,  IX AN 23 M0 BE AR BT AR o

HoneyBadgerBFT ¥l m] LATE AN HHIR S e 2 B DNAC 5. SR, SEFnBE mTfess
TRAMA, FA—LIEHET SRR ESHIL 5 E, 7 —n] GBI, i
PR T Re Rt — RS BRI, BATEH (FEMSFF) A ERR)
T RHIBAB i, T B4 /R NAE— NI EAT SRR 4SS B T Y R PR °

it 3. (MR Efficiency). AN IEGITI T B A E LA B AR5
L AE—T WS HTHEHIXE 55 I T 2 0 A2 BIA, MITlT-FEFFEENTH

fE, ATUERT (FEPMsA) XA e B S I B AT AR 52 ) (4 28

HiE 4. (FF A #E Censorship Resilience). &I FKAL G tx ME NI AL N -
ANMEFIRAT A . & T 2 “backlog” FK/N,  BISERT4N BT AT IE AT 551058 &) 1 a4
SRR GBI ZE . At IE O(T/B + M HIANBIRAS, BT o ZIEA
THEATREPEZ Ab.

-1/3
)

® The actual bound is (1-e B > B/4, but we use the looser bound B/4 for readability.



5. IMPLEMENTATION AND EVALUATION

FEA, JATMEH] HoneyBadgerBFT B S i) JR B SEEHEAT 1 ) LISUSE I AL REI £
BRAR ST A VLR, AT TRl BT R BRI T AT RIS IR 45 % (optimistic MO .

B, BRATELACSEILRMNBZIE 104 AN AR B b3 T925, T
HoneyBadgerBFT [{Iff 24 R, BIfE7EIX 24+, HoneyBadgerBFT UEfE ] LLik
B HTA LA R, b, Bid5 PBFT MLkE, —ANE RN &R H 2D
W, HoneyBadgerBFT AXAEFAT /NG B T RIE % . &5, FANEZR T#ELAE Tor
#4815 )= FigdT b BFT nl47 k.

SEFLANF (Implementation details) . FA17E Python H i FH gevent 22347 I &K AT 55,
JFR T HoneyBadgerBFT [¥]JR 4 S .

Sof T e M R gD, FeATTAE T T 928l Reed-Solomon fRRS(K) zfec FE[52]. XfT
common coin & JGHISEFIE, FRATTSEIL T Boldyreva )3T Fe X i BIME 2542 77 2 [11] . X
T2 5 AN, Fedi 1] Baek £ Zheng (77 R[71IN% —A 256 A7l lIm I 2540, H:
URAE SEBR A R4kt 1) CBC A 2 T ) AES-256. 34114 F PBC J[38] 1] Charm [3] Python
£ 2E 28R S IX L A N 77 %o X T BUESE A, FAVE AL MNT224 #h4k, 74
HA 65 NP HMgs4 ML mED, FHE kSR 112 Az dtk. TR BRI
BT RFFE AR IR SS512 4H, & )8 KAFRME T 80 frfrt) 24
T:[44].

FEFRATH EC2 S2i b, FRAIE A 1) CRIVIER) TCP sockets. 7EH IERIHE 1,
AT TR A I 15 A 2 7 i AR S5 2 SR SR AE R TLS, 9IS R 2 iR IR T4 - 2K
et FEFRATTM Tor sKis, A4 socket AT — M s AIE G “ B 55 7 stk .

AT BRI A LA b X b b, R RATH R R LBl A B
AL, (HZ A A T IS BIbRIC 2Ry (i, B2 75% ), ] ASh S [y
RV INEE 2 MBI . RAESR AL 06 1 22 X 7T DA R i P TS £

5.1. Bandwidth Breakdown and Evaluation

HATE S BAVR G 9 A . AERTA S8, BAMEE KA NEEA me= 250
THAKIN ECDSA B4 ME &R S, WAAHU LN HA R (A, KECER
TULLAF A G RN e BATHISLHIALH SN = 4f, SE7RIH T — R BINDMIES . Ny
TR EIMEOLEAT A, 3T R LR/ B AR FEIBA AT 46 o A PRE IS AT IR ) D 5% A SE
BIOTIRENZE (N - A5 E A 1A]

MRS R (Bandwidth and breakdown findings). &7 &V B 1) EH 98
—AN[E E IR AR T 22 B TR R . X T RATHE MG S8UE, M nFray
B —AN HITE B Z AT ) ABA i BURIAR 25 B B 0 RMEL N2 7= 2 1) O( A N T 3= 3. ABA
BAF AT AU R IE AN 840 8. HAT RBC M B4 & S8 SR mi%Y e N1

® Earlier reports estimate 112 bits of security for the MNT224 curve [44]; however, recent improvements in
computing discrete log suggest larger parameters are required [28,29].

7 We justify the relatively weak 80-bit security level for our parameters because the secrecy needs are short-lived
as the plaintexts are revealed after each batch is committed. To defend against precomputation attacks, the
public parameters and keys should be periodically regenerated.

& The setting N = 4f is not the maximum fault tolerance, but it is convenient when f divides N.
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HAF RS 2 KT 4. T ECHO VH 2 Hh 8 Merkle #7352, RBC [rBith
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BE A FA TG @t E RN B, REGA R EIN, 15 B KK AZ 55 56
S ESHAL. WS Bis, X N=128, &% 1024 N5 EIHEE KD, SAEKETAE

Gy ST RAE BT o 5 L. AR, bR RN E] 16384 I, ARAAE S R 4)
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Communication cost per node (MB)
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Figure 5: Estimated communication cost in megabytes (per
node) for varying batch sizes. For small batch sizes, the fixed
cost grows with O(N?log N). At saturation, the overhead factor
approaches N_sz <3.

5.2. Experiments on Amazon EC2

NTEERNBAT sz, RATE Amazon EC2 RS EH#E T HATM P, I
Sof HAEREEAT T AT I . FRATTAE 32, 40, 48, 56, 64 1 104 > Amazon EC2 t2.medium
P53y AT FEA TN 8 ANHBIX 1 1526 13247 HoneyBagderBFT . 7EFRATT 5256+,
AT T HEE KA, HEFAT AR 256, 512, 1024, 2048, 4096, 8192, 16384,
32768, 65536 B¢ 131072 M4 5 .

F®E (Throughput). ke SONER AL MRS AS 5 i . fERATHISELR
L, R EERE, RAMEH “EGHHIAL S (confirmed transactions per second)” {EK
iy AL, B 6 Bon TRTA N TR HFE S 5 B B ER. BEESHREN
f=N/4.

A4 B 6 ATLUE Y, X TR ICE, A B SRR S B s hn g i .
X 2IE 40 DR PR LS, BATRT LASCELARRD L 20000 A2 S AL R . X T
—ANKRAY 104 T RIS, FATTAT DAERFREFDEIE 1500 525 . g A IRIHLE
KNy BT 28 KN e 2SS 3 — AN SR R R 52 ] e 98 BR A ) _EBR o ERSR I 25
THFE BT FE A BN D0 T S SE N (2Rt BN, (ARSI AR T DU A4

e =]

[T 58 2 B o
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Figure 6: Throughput (transactions committed per second) vs
number of transactions proposed. Error bars indicate 95%
confidence intervals.

FEHE, ERMPEAE (Throughput, latency, and scale tradeoffs). EiRE X
AN R i SR AR TR] 5 88 (N - £) AN g8 o — S0t b a2 18] o et ] 18] B
RGN, KRS (N-) NSRS B 7 11— 8k .

koo Nodes / Tolerance
I |+ 328 ¢+ 4812 -1 6416
’{ &% 40/10 & 4 56/14 o—© 104/26

102 |

Latency (seconds) in log scale

. \ \ "
0 5000 10000 15000 20000
Throughput (Tx per second)

Figure 7: Latency vs. throughput for experiments over wide
area networks. Error bars indicate 95% confidence intervals.

K7 87 NATE=N/4 FIAFREREREIR ML 22 (B8 AR . IERPEREHIIRA]
PRSI B8 vl AR A RT P 7 98 2 PR, BIASEAE SE ORI ORI B SRATT ] ASRAS B
IRt B 7 IEER, BEEN ABCEREIN, SR, XARKRERE BT
WH) ABA BBt. SEBp L, 7EN = 104 i, X FRATZRME R NITEE, FATH R
Gijt CPU BRI AR SR, BONERATH LI SRR, T H A ZUSHE O(N?)
BUE LA . RIAERAE, FRATE R 104 A5 UK SRR 7E 6 7081 N S8 U .

ST AAE AR 5 K] Tk B A i B A1 D0 1 R BE 22 R . CRAT A R 1 98 T
B INnEIm g, @rz%ﬁ”—/l\%tt?ﬁtﬁﬁ‘lﬁ%%ﬁ’ﬂ%/J\E’Jﬁ*ﬁi R P A A REIR ) B
O(N’logN)H i e XA s kA 7 R P PR, I HR P T8 58 AR R P 36 ZE 3R 11

5 PBFT HIHb# (Comparison with PBFT). & 8 75 175 PBFT Mhil (JHT RHE



[F2P M2 2 8 BFT $hi80) L. FRAT1MEH Croman %6 A ¥ Python 23 [24], 1T
TE )51 AR AE T By 38 AWS [X I a] (1 8, 16, 32 1 64 A5 s b o kBt E A/ DUS R 2%
(1 R] FH i B LR
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[ HoneyBadgerBFT
= PBFT
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Figure 8: Comparison with PBFT on EC2s

MRAH, EAR PBFT FIFRA T UM EA AL (in total ) AR FIHE@EE E 44, H
FEFRATT BT R 45 BE 1 < [RI I S) M40 T 13X /N E, 1 PBFT 7E400 33 11 m] F 7 58
FEa N R . DR I, PBFT (1) ] S B vk o 4 7 A8 (1) sk /b T k2L, T HoneyBadgerBF T
RERFFEE -

TR, A SIS AN R TG W R B ) 4% o B SR UL . BRI X T /N B 4%
HoneyBadgerBFT 7EXT L1 et 1 B W 5 fF &, nsE 3 15 FTik . K Hh, PBFT
EXHPLR L EE S T HIERFHE (zero throughput), 1 HoneyBadgerBFT ¥4 LA IE
TH AR TE X — B

5.3. Experiments over Tor

N T {#78 HoneyBadgerBFT & #tE, IRATIEIT T 25 —ANE Tor (R IhIMEE 4 1815
W2 b St 1 2 EE — ST CBRATAT AN . SIRATELG AWS EBE AL, Tor
B 7 RAEMAEWRER . o, FRATUEH 7 RATAT LUZ 1T HoneyBadgerBFT i
ANEEAT 5. BRAE Tor f£97 5 5 1HI ) HoneyBadgerBFT 5 firl AE iRt H £ F 4F
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° https://metrics.torproject.org/bandwidth.html as of Nov 10, 2015
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Figure 9: Latency vs throughput for experiments running Hon-
eyBadgerBFT over Tor.
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6. CONCLUSION
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