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Transaction Lo

Txl: set(x, 5)
Tx2: set(y, 11)
Tx3: set(z, 3}

Transaction Log

Tx1: set(x, 5)
Tx2: set(y, 11)
Tx3: sel(z, 3)

Transaction Log

Tx1: setx, 5)
Tx2: set(y, 11)
Tx3: set(z, 3)

Figure 2.1: A replicated state machine replicates a transaction log and re-
sulting state across multiple machines. Transactions are received from the
client, run through the consensus protocol, ordered in the transaction log,
and executed against the state. In the figure, each diamond represents a sin-
gle machine, with dotted lines representing communication between machines
to carry out the consensus protocol for ordering transactions.
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Figure 2.2: A Byzantine process, C, tells A one thing and B another, caus-
ing them to come to different conclusions about the network. Here, simple
majority vote results in a violation of safety due to only a single Byzantine
process.
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time
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precommit for
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Figure 3.1: After the proposal step, validators only make progress after hear-
ing from two-thirds or more (+2/3) of other validators. The dotted arrow
extends the consensus into atomic broadcast by moving to the next height.
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IR BT A 1) 22 A PE RIS P R AR IR « Tendermint G #5% SE AL HIARE 22 41, I
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3.2.4 1EE
RESR AT DA FEAMfRRE 71X AN, FRATILESR  pi T8 B IE S
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o —MNMRYG p, AR BEXRRINEIXE; M—AHdB S AR RITa
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) M4, FonoN msground, msg.block, msg.sige VEa, FATA LK 44K
W FEATE A S, HRRATFH LM E/ERNFE S AT AR .

ZHE S AP S, EPE 3.2 F103.3,

Consensus :— [, PRO"

PR :=if i = proposer(r) then
propose;!(prop) | PV;"PP" ) where prop = choose Proposal (p)
else if p # (0 then
pver
else

Proposeproposer(r) | (Prop). PV + suspyroposer(r)- I ’V;’ﬂ'”

PV i= prevote!(p) | (v e)([T}-, prevote;?(w).cl(prevote;, w) | PVIF™"(¢))

2
PV1i""(e) i= if mamy(| {w € v} : wblock = b} |) > 5:‘\" then
PC\:‘,FJ,“

2
else if |v}| = EN then

P(-r,ﬂ,n
<
else
¢t (pu, vote). if vote.round < r then
pu?(w).el(pv,w) | PV17""(e)
else if vole.round = r then
mpoteny ¢
PV 17Pretes ()

else
Pl?i.‘ntr..rm.-.ﬂri,p,fmta::n
i

Figure 3.2: Formal specification of Tendermint consensus in the w-calculus,
part 1. chooseProposal(p) must return p if it is not @), and otherwise should
gather transactions from the mempool as described in Chapter 4. After
receiving a proposal or timing ouf, validators move onto prevote, where they
broadcast their prevote and wait to receive prevotes from the others. If a
vole is received for a later round, we skip ahead to that round.



PCTPY := precommily!(p) | (v (:){H;'_l precommit; (w).c!(preccomit;, w) | PC177"(c))

PC1Y(c) == if mamy(| {u-' € v?:w.block = {’J} [) = -
d;!(b) ‘
else if [v?| > %N then
PRI

else

2
—5 N then

c?(pe, vote). if vote.round < r then
pet(w).cl(pe,w) | PC17""(c)

else if vote.round = r then
PC1PP0 ()

else
Pﬁvula.rmm d.p vote:
i

Figure 3.3: Formal specification of Tendermint consensus in the w-calculus,
part II. Validators broadcast their pre-commit and wait to receive pre-
commits from the others. If a vote is received for a later round, we skip
ahead to that round. When more than two-thirds pre-commit for block b,
we fire b on channel d;, signalling the commit, and terminating the protocol.
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MBI, FHAER AR AL SRBOE I — N E R X R . i —
A AIBUE ML, MR A

A PP NS T V2 EE LT, Bl S RL %, Zh g,
IUFEE RS DL S 5 B B AR 1. X S R RO T 5 2 5 T i e

Chapter 4

Tendermint X

A —FH H Tendermint —EHE A48, ZHE T — S0 H FAERK X, %5,
A 5y A HAB X 4545 B S PS4 o IXFEMUR N 7B = R — BV B
WA b, HERRSEAHBRAE TN T . AENS 7 sl LR AR 4
R AT SR B AR JHRST ) RN 28 R S B e A T 1) — Bl 8 TV

4.1 FEXFEMZ (P2P-Networking)

TEJRBNY, B> Tendermint 5 Rl W E LT T OS5 SBIHIEE SR o X T84
XA R, — N S — AN FE AR TCP 3, HA 2 AT BA—Fhd 2B 1] (1
AT Z B E M BT ML R R iR, DAEZ BRE, FEHE
i 2D E BN EE SO e AT I

AR HRI IR TSN EEE ERE AN REMR N o hsfr—4
BIAI B0 A5 RS 3 N A, SOVE T RUVE SRAB G ) FL At o S ik, R ERER e R
HERERIMITSE i, DU OR KRS H At A /N BB R 0T 25 R ()

4.2 —3MHAERE (consensus gossip)

— HBUR M A EEE—BORSHL, AR RN 25U S S5O TR PR R 1) i A 6
SRR ARG . DUX R T R, AN SRR T N S 1 — U IRES, o
Ve B ALRE, DMEAE SRR I 2 AR AR Z R S5 SE 5, PR EAT
ANEAWEE . XTSRS, 7 S gE3 P IE SR T 05 B LU IE X AR )
BIFE, BIFRCRHREE . (SR MNIZLL “rarest first” 77 RAEHRE, Ll KERE R &
e, HREFE G EATTHLZ .

4.2.1 XEHHIE (block data)

A==, RFREEEAREX. A, BT XM E—kEH I H
ATREAH SR, XS X HRFE U TRk T A0 B K 7158 B0 A% B AT A o Ath 15 15
WA N0 B L AL 4k, AT DLSE PR AL # X B,

TSP p2p PSS 2 22 AR FR AR 1 W7 V52 A8 Merkle &, foirds
ANEHE Fr BUERE A — AR RS CBOEXR O A BORBAR I —H .
R TR ATV, Bl e B4k 3 ELA 20 8 sl >4 ROT g8k, AT IHEE I H R/
FEIEZR BRI BB B 3 Merkle B b o S T FHIX A5, ST
X R /NS UE 2 8, XA e 9140 3 B 2 B plod >4 R ik, 3 Bk
WG B —A Merkle B, DB, NEAFEEANXE, meE s
Merkle HRIGAY, FRVFMIEIEAEIRE EEME. — N SRR IR — AN Bt im
HIE WIS A, DM@ IS 2 ORIE A R BB — AT s R s M TR 257 58



— BRI T BB, KBRS e A AL, DA DR B IR A3 51 2 AT T
X, I HIELSR Merkle A4 SEHLAORESS 2 ILFA R . BAR DLATEUE S E#
R RIS CRAEX B Z AT A TS, (] DUl o VPR IE & R RI5 i 2
Ja, IR X B ATEEAT TSR, T RAIRAG S PEREUR At . Il R T
PR B 5 TR SR R ] AR (B, o R X B TR A2 b ARG 45 A0
TR RE o

WAL BRI SR (I TR S B SR X RB) AT m . —
AR — AN X

4.2.2 2 (votes)

MRSV NP RA, FERECE, WAFRESMGRE (i
B SR N7 . WER— RS S NIEEA— B, R — AN X T
P, TR e —MENEE, ErRESE F— XM LastCommit HEE
BTl RN S O AT MR TR, SCEMiEss, HAE N —
By Mo A ROaE T SR B IR AT . IR — X EE R B2k, A E SR iR X
B PR A A A B A HT I = R

4.3 WA (mempool)

3 EJLFEAIRAZ S, BN Tendermint ZEEHRAE S IIX B Fiztr, 3HH
AT BMZZ 5y, R BT RIS AR X e 2 IR A

THENAPEAH M EHE, MEEEMZ G, E#FCA mempool. 32
Ty FE SN 3 B R P B B 5E, WA AL, WS INE] mempool, HEHAF
2 R EIERAL TR . T RO EE 4B — MR, LR mempool HAZ
Sy CAKH R R34 0328 B 45 05, AEAZIT R, e T Ak,

FEFE I\ mempool AT AR AFIRECE 55, CLSREUGHT ) X Bl . — B4
X PRPERAL, Hh BT A A 2K AR B, R 00258 5 B S AR 7 2 4
FHTIOAE, FOAEATRAE R T B T3 A I HARAE 2 i ek As, T s RE DA A
EH WA

4.4 AP X Pk

— MR NS R M T 5 BRI X BRI R A B8 1007 30, ROV E R
B SR — Bk, R & MR RO (5 B DR A AN X, AR A
R AN Dy 7@ R AT REA LR T LA DXCER XS S84, — N EEINA Mg, [X R
R BN g FUVE XSS5 s AT R 3B A XBR, 00T 25 R RES LU A — BObE S L 2 (/)25
(AN

2 R ERE BVH RS N, WA RURGE S T R T RUR M 2 e
U 4 [ BT A i e B e e PR D 4% TS SR X, RTINS R 3 X, R s T
FIX Pt A MIREESH R AN PR R X, Rl S AMRAT e AT,
IR X R, S IXCERBER ORGSR AN B XCBEE . XHLpa 2 IR N
ANXERIGAE, A — A XIS AE Dy LastCommit #6578 T — A X Herr

TR RSO S S T R, JFARSE IR X, H R O 2iAE
H S m P R s R R, I e A LR SR 88 R B R Bl B S N s

4.5 #5ip



XtF Tendermint DXERBENISEPRSEIL, 7 ZVF2 7M. XL QAR — Bk %
o (BEEARO , XHUEHE RS 5 A%k, DL K — 25500 55 sl BAERGE | 5
B X BRI 17 %

Chapter 5

7 N

Tendermint #% % 11 A— N T &6l — e RS HL@E A B 5. efd
H] Tendermint Socket Protocol (TMSP)RARHEA —FE 5| FANVR AL [H] HIHEAE
58 FHFR T RN R B DAL Zm R iE 5 M RS, FF@id Tendermint (1
BFT By HFNEHIEM]. (*A[LhZH eted Mk, LR b, B4 KEDEXR
REMAGHEMZE, HEHHE, BREHZHE, XN HAZIERT
U MIXAMAEEREE, R frigtHie 2 EE AR D

5.1 Hat

BRI N — fn] LRI (L & AN R AR L R

54 (engine): AEFRAZ O 224, N4, H i« 24— 4> web M H f B (powering)
I, BB DRSS, b Apache B8 Nginx, B0 24e N— DA AW
It (powering) B, ‘Emie——8EH k.

< JREHL (state-machine) = ABTE M 5| ZEFLUL )5 5 FF 58T 9 HOIRAS B SE b
INAGER IR A

TR P I A1 B AR A N 1 3 ] LU g AR S AT B N AR T
R SRS, ATl Re LT TH THYERE, 224k, nTHME, SCREATHADRS B
RHEIEZ E,

5 Web 5528 K H N HFERFANF , Web AR 5525 K H 3 FFE 8w 8 st 2
RSO (CGD WMNAE socket FiATEGHIEA, (H—#MEEAS L AR
/AR 2 ] FH BG83 DR N R . —%51% zookeeper, etcd, consul il
HoAth A BB AT i 9 — 187 5 B BB B 1 — AR e SEl R it HTTP B2,
Fl— S BE A58 ) A PE L tn R T L 332 . (compare-and-swap ) # 4 A8 &0 1%
{HR EAIASRAULLE BN T R RS AR AR B 1)

XFFAE— 8 51 2 g AT PIRE ML S KPR 0 75 R E 22 B T R i i
FDh DL S 58 22 T K R X6 [X B R ) M Ok 5] 1) o Tk B v 2 1) B FH R T B
MR —E Sk, P, FFRANGR, WENMEZ F, 7] AR ERESHL L
PR R B2 AR, wimdE gt m, P, NS, 6 IS EEXN AT
i bo & RVFEMRSZ AR I PAT B R G T8 T 5| 7 it 2 i 1. 5L
R AR VAR ) B R 22 O T 1 BT O B 5 A5 FH 29 A X — S0P E B Rt e v AT
WA FE, mARES, BN, B, BEHE. NSRRI ER
1, MR RFZR I

Tendermint |5 7E3& AL 1T BE AL 2 ML 2SR FH AL 7 B 2R AR ST AD — B0 51 25

5.2 Tendermint Socket Protocol
Tendermint Socket Protocol (TMSP)E 3 | —2M: 51 2 5 B IR S HLIEAE 1A%
OO, #IE LHITFZ M Google WM ZEMIX 48 & FIH SRR AL, X LEyH



SERE socket HAT K EETIUE AL . B 5.1 45 THERAL, 248, kA
EATH AR, HHIKE 5.2 FEBIR TR REEHATHE B IR R .

TMSP # SEIUN A 7 B 720 Ik 254, AR i B R 9 SRR B2 5%, RERR TH
SR Flush 18I EFEHEEAT AT 22 00 B 8 55 S5 48 BT A W

TMSP HI#Z 02 P NEE : AppendTx A1 Commit.

tvpe Application interface {
// Return application info
Info() (info )

// Set application option
SetOption (key , value ) (log )

// Append a tx
AppendTx(tx [] ) Result

// Validate a tx for the mempool
CheckTx (tx |[] ) Result

// Return the application Merkle root hash
Commit () Result

// Query for state
Query (query [] ) Result

// Signals the beginning of a block
BeginBlock (height )

// Signals the end of a block
// validators: changed validators [rom app to TendermintCore
EndBlock (height ) (validators []# Validator)

type CodeType

type Result struct {
Code CodeType
Data ]
Log // Can be non—deterministic

}

type Validator struct {
PubKey []
Power




r

Application Logic
Mempool

Proposal Txs TxResult

TxResult

Consensus Logic

StateRoot

BeginBlock
AppendTx
AppendTx

Endélack
Commit

Figure 5.2: The consensus logic communicates with the application logic via
TMSP, a socket protocol. Two sockets are maintained, one for the mempool
to check the validity of new transactions, and one for the consensus to execute
newly committed blocks.

—H—8 g 7 A, Gl A X Y NS S TR AppendTx,
WAL B B N HFE RS WRAZ G HE K, BB FEF F rR
A

— HFTE I AppendTx AR A1, —#0H: 51 % Commit, SN HER
PRATHBOIRAS, HH H R B b

7|

5.3 B AT

R TMSP 7] DIAEFRATIARA 70 35—k, 822 Gy, FERESHL
L RSEBRPATIE L. BRI, TRATE AT ik B —8E, REPATHE T
Loy XM B SEbr LR T R ARG 1. R 3+ 1 MRIAIAFTERZ
DLEE AN ESE, ERATRFE 20+ 1 D EIAR. BEEi, RIMIATE
= I ZHCRHET Cordering) , HERN R FE /52— 2 HERPAT

(execution) .

HERD—HH, THEHTEHEPATTRSECANIL S, XFERSRER
SRR e XA LA IS B A AEIB R B B BN TMSP 3 . CheckTx SRR, FavF
ERERZZ 2GRS AR HEEER, XM —KIEZ 25 CheckTx
TH B AC IR e . RO, N RR YR S — MU BAT 55 5 A A O B
RSV FPIRENL . 28 —ARESHLE CheckTx BT HT, AR FEE
NEHTRIFRASIRES . L b, 5 ANIREHUER 122 Z ik jE 28 ) .

E—EFEE I, CheckTx 7] LA optimistic execution, K45 51k [A145758 5 Ki%k
77, FHEER, WIRIEIRSSBGBI AL 5 2 BIE X PR T — RS,
M &5 BT fe2x 4 . IXFh optimistic execution &R & BFT 24— M EENE
R RTHRRREIN AT, EIRADER 5 2 MBIrPRIEI T, X P50 BUR



BRE, [FR, BT HEOEARER TSR, eI 7 & im s e Ak
ZTEAES 10 EiE—B T8,

5.4 RS 4EM) (Microservice Architecture)

LR P v B 900 sA B O — AN SRS 2 AR R B e . R, A
RVF 22 RIS FH 1003500 32 1R i R 55 4 ), L rp B A D R 4 A S N ST 1)
W28 MRk 55> FF HIE B 25 Linux 2583 9 (I Wid A Docker) PASEHLA 24 130 #
AT A A ] TR

IZATAE Tendermint — 25V 2 B FHFE 738 5 0] LA i e ik 55« 281
5, Vr 2 B AR 7 A B XA RAF RS o ARSI IR S5 18 47 SR X A7 it
w0, DMER HEAEAAE R,  anm e Re B 2R B Merkle #4 .

N RFRF I 7 — AN EEN RS & — MEEEEL, EEHE TMSP 5 B i34
T, N HFE T REAE 12 5 S0 E A I B0 oo IXAE— MR AT LR BFT RATHHE
FELW NSRS

—Le R R T AT R N A A B i e . BRI, SR AR SRR A
AL I E 25 44 AN BRIK P Bh A B 2R A T K AL AT BE 2 A FH 1

HEFJ TMSP LT B ] BRSSP R Ak 2Lt AT« SEfr b, HZ AT
P —N AT DS 22 & ORI B JR 3 AR P SR - B, 752 5
HALHE docker EUERIMIG Ay, (H15 BRG] DA —Le U A7 i frvm i il FF1EA
E— B FIE AR RAL 5 vl G FEUHHAT B+ AR FIE 1T . X5 LUK

(ethereum) W55, BRI RN G0 — AR EE 2 M2, w] LS Rk
HI5Z 55 UL &2 1BM 3/ [ OpenBlockChain (OBC) i H fili /< /£ Ethereum FEFUHLH
AT, MM REIT RN LK IEEHE ) Docker & SN, & isiTIE =AY
P24, LA R A EATINAL 5 o

5.5 {3E X (Determinism)

KT TMSP 4 78 57 FH F2 7 1) e S B 107 7 S T2 E AT T A A0 A o 1 1)
WU, X T EHIPPRESHRU, EARE LML T, BT SER—
IRASTF AT AH [F] ) 55 55 5 0 20145 21 A0 R 1) 45 2R

X2 Tendermint H CAF A RIER . LLHREH. Rafte DARYS . T4 HiAth 4345
N —HMEHEE, DLW lock-step multi-player IXFF TSN, #RLZ0H ™
MR E T, DA G B B0 S LA TR O

HAEE S A Z AR e YRR, B B R I AT LR 1], E AT D
T AR A, UGBS AR AR (—EES, i Go, {EMGAR
b ERFIPATRENLEAR, PAamb ARy 3 e T AT R A AR D o
WHERE R T, DL ER— D EmAEE S N 2aE, AR EE
1) ] R 56 B 1R 58 Ak o 1 TR R FULDIL, X e R DL LA A 1 B AR 7 RN A o
TURY X FRINHEFR TG, HERehEamR 2 5m, i 32 71
ek, (P EERIEtEE, FF AR R A E—— DI R KRB AR

1 58 M 2 FELE SE R (real-time) , 825 (lock-step) , £ J5 1 %% ( multi-party gaming)
A HE R TR I . X FE B A B RS VLI 55—+, - BAEVF
Z 5 S — SRR IR AL A TMSP R4 %8 5 H 19T & 35 85 55 L F 55 Ath AT ]
778, FEHANORSEI—AN R . —J5 T, 8 DIRegmFETE 5 S0 UE 10T LA



SEHLIERRE PP IR o 53—, R E VR e A VG i e PR e 14 i
BRI

5.6 Z&1F (Termination)

RS ERN TR et 2 CEE, AL 5 PAT &I TIRERE 20 H
B, AR, —MBeRUL, B —NA MR RSE L, BIMERZ2RAmAN, BA
LA, — N “/E1EAE (Halting Problem) 7 IR RE, 8% BASH]
G

PLRY ENLEIE 1 (metering) SRS RT, BIXHHAT A 09 B4 AE it
Tt XK, UREHFHRRESN, THMBIESHEK L. BT
PENHE SR ERA (metered version) f4miFas, 1XF metering 7] PATE T —
PIE L AT

B 0 W8S e M U DX A ) . SEJR b, BRAIEE A BEAE 2 i — ANk
ITRIR AN LRIEHF, o2 REEHEEJLTFETHK. £/ Tendermint
—HHE POk Ve e 28 5 BN 2 FTAT IR, XA =4y 2 IR L AR S A
Loy, I 2 TE R (RIXPIRS AR W) o A0, JRATAEIX
B G A EE, MaftEWAES R TAEFR . SUtFEE, Bk HE T
TEHE BT — B M RFE 2 ATt AT R I, H HAE — B S R S LR,
B W AR FEALH R B S R4

5.7 %+
FEARTTH, BB SR RE 41 TMSP N HFE R BB, Hrnl kiE
CheckTx FI& HH N 47710 o

5.7.1 Merkleeyes

TMSP [ FHFE T B — AN o2 25T Merkle A 188 {E X A7 . Tendermint
2t Merkleeyes, —/> TMSP N HFE/F, EH3E T —NEHFHT, Merkle — X
B R G HE N F T RESL 5 & getset i & remove 4 . X T get Fl remove
BAE, BTN ER (key) o KT set #4E, #TIHFHEAEH (key)
& (value) P H4LFIZR . Merkleeyes T] DAl FH — N7 #L[1] CheckTx SEH, HXT
TG IATIH, DR e IR IEm . FRATE A PA— AT S 21 CheckTx, 1E
AL H get Al remove AR FIEEIIHEEAE R TCRTT . — B R Commit, 5ofT 1 Bk i
Izl Merkle # 9, BT B ERTH B H R, I HR SOk ES B 32 58 22

THVFE R, Merkleeyes B TEM VA TMSP R A# B E, FHT 3T
Merkle B (BB X 770, AN BRST ) TMSP S FHARE R, R TMSP 22 K ) fij B2
PEASHIE T .

5.7.2 Basecoin

— AN EREH TR AR BT T, A B LUK I R K - g5,
BAHPHE =N ANHN A AL HR R . &k P i aE—MToT,
ZF NS Tz R RIE AL B R . WIRAZ B A& IERI 7415, I B IE#
IARLEAZE A, WIATRAK PR kIR R 6. H IS, RGME 5 KA BEFLE
(replay attack) , HJA]DAEFFICKIK T HIZBL L HHID, FEUSICKEZ IR



BEAk, DT B R 2 BEA ST B B A, 5 5 B A N LA A X 2% B X R BE
W

SCHFBLT RN, ARy AR LU R BB A7 A B8 2 (I8 8. i, st
G RTCR BIINZEATR P S AN IR BURIE BR T RIEH K RA AL
Gyo IREEFEAF AT LAFE CheckTx G A .

BEAk, 9 7 EET R A S MK AR AN e AR RS AL g 4, DLE
IRAE AR s S ARTRIIR 7 (8 22 A 52 5 I SE8T PP 91 5 A S AR A 24 commit 4
A, b 78 B ATIR A4 BN BB R SRS o ARATIIRAE A7l R 1) 52 5 68
A LA CheckTx PASRHT IR AS H 4

5.7.3 LIKY; (Ethereum)

Ethereum fi F] &R IHLHIE A 5 AN mempool H IR, {HE MR
ML BT 25T 5, M EHPRES H IR BIZE R . CheckTx HHEEA 58 B FAML I HA
17, BENEARIN E & 51, H BAER KRR RO T38 5 8 & 78 X Hod i B &5

5.8 45t

TMSP $& 48 1 —Fhfa] B R 3% 1) T B, DMEAT g fEiE 5 M aHE s MR, M
Tendermint —FMEEZ v 4% 7K BET IREHLE #] . T —A—FtE 5] 2 F0— AN 37 #2
7R, B 2 R A, B0, CGI #3475 Apache Fl1 Wordpress. 2R 1M 5
IS FHAR P TF RN D30 R A A DR L B R AR e Fe 1 8 1 1), I BLAE B AT 2 45
.

Chapter 6

¥ (Governance)

FIH AT NIE, A EZL R T Tendermint — ZUM: W0 CR N FH I AR L 2K,
TELSEt P EE R R BB R, M HIIEEN L EAM MBI T IKE, E%
HIE,

AL T — PRI L ) B v, DA IR EE T — 3R g RIEIER .
MG UEER AL T 22 A BRI AR I, 47 P 28 [T 30016 BE 28 G0K 0t 9 285 1) Fs D) A%
1SR B B

6.1 Governmint

TRER IR AT R Il — R T AR R AT S YA E N R B B AR
FISEEL 28 H P Reme s A2, FEEFFG M EE R . ST RE 2R P T,
TEXFMEOL T, AT DL IS G B 3T, B BT ee e Em, 78
GO, HPATR—DNFaN% .

N T AE Tendermint Hj5 A SESE A, 9] 40 5 O B0 SR B A, St 17—
AFRN Governmint VG FIFREL . Governmint f& — KPR EE I AT 4T VA BEN
TR SR, BN SR DLTE N SR DA S, o — L h] R 5 B0 T
PATEAE, B0 IOUEEE, B2 Governmint A& (| anids g 13 2 Bk
HABBEZENLHD o



ZAGA B T EAANIEBEEE , Il R S e BRI T 5. Rl
PRI IR TS R H R BRI AR BEE RN 7, X C IR R AT
AEBEEEE IR I I DLk e

6.2 WUFEA T

IO UFEEAR B R LS S — BUPE SR SC B R 4, DARTIR 2 7 vk g
H B 8 B IR B N B8 2R (black art) o Raft XR - B 7 50225 56 () B
UM, X TR A TR B2 R E T —F . Tendermint SR A T 2RI ¥,
eI 4 H EndBlock Y S 1) TMSP 2 D #E AR ELL , 178 E/EFTA AppendTx
W R ZJEIEAT, BLE Commit Z BHEAT. WIERAS 5y ek —4 A8 5 il B0 46 46 B A 58
ISUFAE M TR I X Herb, TS R e mT L@ Rk S EndBlock 246 2 H
EAFHT B EEAN T 1R AR [B] 56 AIE 5 51 2% LAt AT E 8T o AT Ds s A AR BN R
KA R 36 UE 3 o 3X A N AR P F A T B R 30 UE R T AN b 48 8 22 5 R Wl FH ik

WIRAEEE H AR X BLUR Bl S BH IR, WIS H + 1 A X Huks b
B, HAEHER, H+ 1 XHAH) LastCommit LAUEH 5 H &b — R IGIEEE,
PRI N B ] e A 7 I o ) 30 UE 2R I 25 44

BEAESCE AT H+ 1, DME N — MR SCE 7T D2 3B s . 75 01
i, BOZAE B — N EUCE WRAEH nTRE S BR . R 50V A% A A i B B Hh %
B —MNMRUCE R . BT MR X RAEZR D =502 RS RS,
HACT A E R, BrClE T A aR AT A R 8T, IR R — N A3
H o

6.3 FETIFF & REIRUE

oA Mg Tk B — AN B R a2 B B AR, HAr vk, B B A2
2Tl 6 UE SRR 38R 2 B IR AT N o BRARIXAE LU i — B S = R 2
TEFER, HPL R R AT e 2 SR AL s AN B A AR, AR IR IR B A R
skin-in-the-game, TMAZ— ML A (soft opportunity cost) -

7E Tendermint F7 1] LL{# FH Vitalik Buterin $2 H 1) 7 ¥:4F A FTIE 1) Proof-of-Stake
PSR ST B SRR . S b, IOERE AR RAIE 4 C “Ah AT 1A ZIRAE—
ERIME” D AReSH —8t . W RAAT R IA E A E R R 5, HAth ISR
B AT LA RASE 5 T R AT SRS , B RS R AS T DL e i B o R ke 2 i s
HESE , AT e 88 H AT 3K o IX B AT K BB 2 0 AR 5 5 B2 AT NI RIESR I RUER,
FH H AR @ ¥ = 2 — BUE 2 B 50 E 5 T I O FF o B e A T e 2 4 M R Rk
Ao

TEER, —HUEPMRT DR E T 2 04T N, AR A ELZE A Rl
T, TATA PGEBIETIA A IEREAT R MG SA7 N—8 5 R A I T HARA
5 HPRESIR S FAREL . 25490+, 7 Tendermint HI—/MAH, Frf il
AL ZFERE polka AKAEHIEATT, S0UE# Al Re2 R 3k Rk e I P42 1M 52 2|
T (HEGERMZE, RATARETT A RIUHR AT A— i, —/NgeuEs
FEAE BB Bl A i H B UCRT BE 2 A a5 18 S 48 R0 5 i LAk A 2 Al

SR b, WEXFHALMN Tendermint, 1) FRNTEMRIAER, 2) W
R R HAR A 2 Ard H i, A=A —MER S Viad Zamfir Frde H I AH
EP OB, DL guise Casper {F AR LUK Y A B — BN . S T3 7] 1)
R F N FFE 7 B ) 8 PR AIE 17 5 T A 1 BTSSR 2 AR I A .



6.4 BAFEE ¥ (Software Upgrades)

Governmint 1 0] AE RTE R BE 70 BRI 2% B s A TR B A F- Bt 7B
L5 B _E TR — AN R E R PR IR, T EAT ARk 4E AN
TR P e e s, FEFEAS @5 NI, MIBRIIEE, g A, 5
T REECRERERY, AREVERT H 3l 5 R B R S A A E A

PRs oG H B B3 i 1 G — B R SE R . LUK T 358K
P80 A G — s X D& T — A AE W & 3 A T A, 1 Bitcoin,
TR B AR 2 (P B AU, T — A o R L X AR = 5 I AT
M VEEAT — Lo A B T+

ARG EI S, XHBE R 55— 70 4 soft forks A1 hard forks. Soft forks
BRI JE A, EAT B a] B R v R P 2 B R, AR PR
HE¥ThRE. B — 1, hard forks sk G AT, LR MG 1+, o]
e SPUEY 24, M Tendermint M T, &S AFELIE.

RTREXT,  PERE MBI &R N RHEH T — &5 soft forks, Ik nl Lt
TEF X B R G5 kR . — BIGIES EANRAE 2 E I ES, 20013
FEHHT AR I 7, e B BIEM 4 B AE L. BT IX 2K soft forks, LLART
R MR RIS, P EAR R kS P, A2, X ARRERNIIHL
hard fork B, —HHGIE T AIFZ ARG KPR, 5—J7msl R T
NI Z R G0} WG B— 8 AN R B — T VR 2 I 6o A e 3

BTFA R bt ZEBUF BN, AR Z2HE b XEE—Frig. SR, %
AR AT A S BRI AL T BB Z 5 K B IAE RS TR, A ALE
BARBURF R “4R. 2. BF” Wittt B2 RS 4 1 50 i Ao 7= A AN ml AR
G — R B 132 B P AN 5 AT %

TEATFH Governmint I RS H, FFAR N FUR & XEEE PR IR SER, o] DRSS
BAEFFRAEIL . ZHLES Github (K] Pull Request FEFAEAL, A K FI
BT RgeH, LEE S LIS . B NS NPT E S, X R
fATTAT DAFE % A2 H 3l S Hid A2 BHT AT 75 2L A

MR, ATATT AR E M) A AR A AR T REXT R R, B DUIE N 1%
IR T2

6.5 fGHLIKE (Crisis Recovery)

ERAEEHLFEN T, s g HEFW fork, B3 RGBT, f£5EH
—HME RGO E R B FIRAORE, 8EFENTRTF.

Tendermint fRilE, H5&2aMEFAER A CARIR A, AR n] DAT; ) 2220 —
ARSI [ 36 1 5 %0 B s ] DAVR Sl AN U S R B0 IE 3 R0 N 35 7 e 1, A TITIZE Bt
WL B0 UE 3 BRI B B — NANVEFEFE R I uE SR R EE L

BENHIF, B =02 —BE 2SN, SHAEEE HAHH
X HREYERAT o S S0 UE AT DL I A% 3R I DA SR A R X E 2R A4 1
X — i b, BTERANE RS, BN — 2. 7, B
WAEIX— i EoA H BT SR B R O T L5 fE AT R) 9 28 14 42 A0 mT FH PR )
HERW, WRAMAREH p2p WML, B REFHERIEEIMERBR TR,
A AT AT vy v A IR S R AR . — B 2/ F =y “IEE T AT e
PIEYE, A0 B wWET AT LU 3 —ANE i X Bt .



B, 1B Tendermint 3%, PUMEFIHEAS ESK polka WA & 71 57 fork 7] LA
SERISZBIRES, HEHATREBAMRAT I XA BT AR B 25 DUS SR A

15 5552 2% 1) Governmint SRI&E N % MR € FUSEHLAE RTAT I, BLan ik A i 35t
R AFAA N B . (HR2, XEEIEBAUTFMEIE, BEONEAT] R S iR it
WHIZ MRS . AT G IR e vt AT A A, (R EEE, HMIE G
HR S I RE T IR X B ()4 E S 0F 1 s B B M

ANEEHLUTIRE , HRDIER T 5% Fim 86 . R P i A2 8T
X Hedi, MZARSS LR FAL T AVIRA . I, 207 b 20 1 i & X et i
IR o 7F_ RIS 2 aMEREA T, A 10 20 R UEYE, i e 2 Bk
LeIGUER, FFH BRI TSR RS . Al EERIER T, SR Er

Governmint.

6.6 it

HHEEZESAA-BEREN AR R, REERIGE RGN H D,
Tendermint UL—Fh iUl Governmint [¥] TMSP $24t143, BHEMRHLESHGR AL
A T 3 F 1 76 B o 4 5 S G

Chapter 7

PV E B HE I (Client Considerations)
AT ) S5FEEAE Tendermint N FHFE 7 A2 B 28 7 it ) — Sy 2 R 0

7.1 KM

W28 I A TR TCP 34— M7 s RI T . p2p 284 I £8 B 4y Bk
N, HEREE A HBALLEEF T M band HERIE, BIIEE —FEARH)
WA, MARIEMBURTERIN . SKbr b, IR RSiH, IR A B A AUE Y
f&H band LLAh, BARIEALT, @M — i B0 E KRR, BONVERMN
AL B U 5 I RIS UE N2 ) A EH, S — S H T 8B B EERN 702
ENGILER

Sof T AT RE R ) AL B0 IE R, @I DNS V3 Mt AT A 06 3 DA K AE 3 A 36 E
SR B SIE 2 HE M EAT T2 A FH Y, FFAE H DASGUE S S 0 45 N 53 = L %
B, SR A7 B T DA HE S — AN A R A, WTREEdE S
Tendermint ZEFEA &

7.2 TR

YENBEHMN 5, Tendermint N 152 5 1% i (clients) $HE AR H.
PFEM Cinterface) o — a2 % 7 vl it A& H2 2 Tendermint [ — E0%E M
2%, AR DR AL S Fis4T, Wnl DIFEE e L Ahig gt ey . AR DIREEA
WX 2% R AESGUEE T A, X R RE E ] DAR b — SR AL G, (EA S EH
o AR P im Al b Be i i i AL 7 Z s HE B AN 2

WRR T EEBERIMNG LA — N R8RS, (HEONEI N 2R
V29 5, M/ MU G A SR b2 . G e B N e, ol 2L
TEFTA T 55 B A R 3 22 A7 10 AP R B # AR 3, DUE R & e 1= A g —Aa]
DL & fE— AN X,



WER, KHEHENNXRZFAPITENRES, s m At b
HRNER, AN E] mempool HT IEA HABKT S 2. % /0 B 1%
FE— DX B FEAS L U S ORI AQCEEEATIE A, DARCLAFE v ik id
e

Z R B AR AR LT, PUONREAE AR A P R A%
Gy IRAIEH #R AT AR e o SRTIT, FEMIZEAL T iR i B B2 s oL R, X R —A
PEZMR S BT Be 2 PRARAE Z AR o RIS, 28 5 SR Bl A% 76 3 A
BAIER o

7.3 WAEH (Mempool)

WA A BT E WAL S E X R 2 BT AF AL 5 o 'E AT NIRRT, XA
RGBT T — RPN B %, fE WA AT 2 E A 5 v LB %
2 1] B 25 I 288 B0 e 25 0 o oK 22 00X B A P JH D A B T SR e A )
FHH A VS — € S I 5 AR AR

TE—NEZ, AAi—M iR ms AT RSH, Ll Tendermint, RGdh
5 T K R ek YRR, A B R RE I 25 iy BT PR A R A A 5 o AR
XFPF B AL, KINTE mempool FH I BIEAS 5 U B DA 201 o FH A5 e A &
I —AIhEe. R, TMSP 1] CheckTx 5., mempool BJ LI FH K45 N FE
PIBESIRA (transient state) 1758 %), LARE & 75 Mz IR B B 57

BTV Z B B AFE 73t 781+, EABBES R AREER, FEHATL
AN AT RN G FARAMEOR, 27 b AU AL A A7E RS CRP
KHEAIZZ 5D , U125 FR EEN T #1038 5, Xl ae kA E
R, H—N 5 0A SRR T S A — NG I E

7.4 5 X (Semantics)

Tendermint RO — B F VL IR 20—k (at-least-once) FITE X, Hxk
UL RS H Z B EJUIE (replay attacks) FIFZIE, B [El—AN3E 5 AT DA 22 V4R
Lo SRT, VFZ H P RS R 7 B 22 BE N EHE E R 448 B — AN S s I AR AE
Tendermint F 4t 1) R PEHEIX LL T SCR ™%V B 25 AR 7 T RN 51 Jd R
CheckTx Y&, A7 H NP HIPIRE, BT &N R DR HhE &
ABATTAIAEAT TR FH ) 35 SR PR B0 TS S b, anss 5 ATk, FHET AR
75 ik P R g n] DU B, s U E D —IR (at-least-once)
BSOS I —IR (exactly-once)

7.5 1H (Reads)

B g R R B H TR S (5N PRI 0. B R 2%
ik T, AR AT B T3 SR, 0 XPEOLT, A3 AT BLS 45 1) 3
R, dRERhE X, fEXFEO T, RERREET g2t i

R TG IE I R E,  EEUE SR T DME RSS54RI, B e B AR T o v aX
AT . TR AL 5, PRUEEEBOR BIECH I ASRES, BIFE B — M X s
B Gyt o IX G OR L A UIRAS AR 58 55 B o mT DAY FH i e X0 V2R i e 152 Y
I, BRSNS SR RS, HHIEAEREX S, 832 RE
B RAEA =40 2 — B A BRI UE S BRI B A, (HEA BT LR
ik



7.6 Light Client Proofs

AL G AR b, X HE ) 2008 2 — AT ZR S Merkle 6 5 #
KRR G TIRE R EUEH R R, BIFTIE 1 light-client UEBH . —™ light client
proof & — N UV & i B ik — Lo S AE X R AEH — 25 B IR IG5 1) Merkle #4117
Merkle B IEE4E . ARSI Merkle HRIG A B 5 E X ELH)L (header) H, XFEHE
AE LA P i R OB B Sk R BT IRAS AR AR . 2498, ZEHITE header A&
A, AT AR 7N, B0 R ORRR RGBT IR B ok, FE HAK
TR e 4 2 IR I 2 55 PRALE

7.7 45

Tendermint 2% D RE 15 7 iy 54T AT oAt 20 A7 208 B AR AL, RS b 2 22
2% F 3L T X HL A 238 1 5 DA S N AFHBIIAT e Bk, &7 i s 2% R 31 DAKF
ERIN BT, BARIXIN T g A, HEE B RIE.

Chapter 8

S

Tendermint ) Z % SLHE HH Go 5 1, FEE1E Github b Go &2 —FIEAFE
B ARERE R, BRI R PAT I AR, LRI E AR AL T
RIEER), KL CHiES.

DA T RS BB CRIRE R E O ER ., XA KE 2 H Jae
Kwon 4’511, BIERIMESR, WK, DA —A/EE vrik B IRREE . Xt
B B B AER A AE N /DT R A

8.1 ¥4 (Binary Serialization)

Tendermint {7 — o 7 S g e PEAR AL I bl P S SRE . B SCRE
AT B HERA (B — N KERRT R RS , 558, F8d
FARS ] (ZRFEER unix BFE)D o EIESZTRHMTMSRAURM MRS (GatS
HIFERIPIR, ZIEE) . EEMEE L, ©REKE Go MR ARS, Fralz
AT B O RAL, W LSO 2 B R R 2 — . RN O, FEHEAN A
PRSCILHAE Hgmp Hh 25 T — AN SR AL 2T

152 L https://github.com/tendermint/go-wire.

8.2 i

—EEE, W0 Tendermint =N F BN FIE: HFEH, WA REHN
IR o BARAFAE X S JFIE YV 2 528, (EOR AV BRI BN 58 22 TR AN R 58
TS, Rl 5 b i I 2242 OpenSSL IR ZI AN 22 4 1

SENERZALZENRE R, HE5 NIST &4E, Wit FFsdEte 724545 H
PIVF 2 B AT BN BVE I NSA, XFEIBUMHLA A SRR 2 gt £ T
XKL B AL, Bl Z e S (Edward Snowden) , PLEAEIEIR 2
LB AR E I 52, V25 5 At 2k X SR A ) T4 AR I B 2 AR IR S T B B
2. [FIFE, Tendermint o R A# X fh 4 s,


https://github.com/tendermint/go-wire

Tendermint ] T~ RIPEMD160 1EN'E KN IE & R AL, E 774 20 75 0%
Ho EHTRZS MU 4 1 Merkle &, JFH T IHE B, Go 7EHY g i
PAET — Al FEMASHIRAERbE, bR MR RIPEMD160 1FE A Fi
W A PR B ) —

VE N HE 24 )72, Tendermint ££ ED25519 M7 #h 2k 1% F Schnorr 2544 .
ED25519 J& M B WrH (Dan Bernstein) JFUREHHK), HHMZ =R, 5T
SEHL, (EAGI IR (AREHEIE 5] NT NaCl, —A~Eg e, HT#f ED25519
2R 3T 20k SIS 2E . Tendermint 15 204 & e rh 32 AL 1K SR

8.3 Merkle M5 75

Merkle B (I ThBEAR W 8L T HoAh e T I BiE 454, I8 B FANThEE, ©n
PLAE RS o — AN B 02 B e B, TR R /N S X B o 3K e 3 U b i A
WA A TE R, BB RF N —aA, MRS . ST AR,
MNE B ) — 25068 A R IR A E R e R R UE B . X A§43 Merkle A4 H T
p2p AL N HFRST, N AT H, AL R SO BUE N & T30
HIN BT IR, AT ZATA ) BL. Tendermint B LA A T P 4% B 4L 1%
B, HAPRRG A A AR X AR A

Tendermint IBEEAE T —AN B IRFATT Merkle — S B, UL AVL B AR, 1B K
—/N4 5 Merkleeyes [f) TMSP %%« IAVL 0] LU T 1B S R/ANEPIRES, £
VRLERTE TR Py A 4K 4 A FIIBR

8.4 RPC
Tendermint AFF 7 HTTP API, A F&EMIXHEE, MKZEE . —BHRIRELL L
IR S . [FIRERD AP AT DL =Rl 73R8 {EH URI g2 801) GET iE:K,
ffF] JSONRPC ##ER POST 3K, LLLKAfH JSONRPC #x#E[ websockets.
Websockets f& =32 &) Fr it m ) B ik 7778, R4 i b B 4644

8.5 P2P 4%
4 = EAHEAR T Tendermint {8 1 P2P 10X

8.6 xMi#s (Reactor)

Tendermint 77 & HH 2N K RN HE R, B— DR EE— NIRESHLE 4%
SR AR RURIE AN S, WIS 4 FRTIR o e N s 8 I B e e AR S5 R R A,
{H2 R0 ) R AR FRAE B /IME,  IXFE R IO 28 3l 2 A1 HAD S B 8 [RI 38 AT

8.6.1 {7tk (Mempool)

Mempool [ M. #%E BE mempool, TEEATHFT EAEX R FIFHEAE 2 BIRAFAE T) -
Mempool {FH N HEFIREI— DN FEREEL S 0A 8. SR —
MIEREERGEM T, R ZEE N2 IR Bl AR5 58Nz
FIRHIRE . B EE 53R, BN 5 RS — A P R B 55 .
AN RIEPE TN — N R SOREERS 5, FAERR RIS — N X H I B8 1872
THIZE G WM ER, REEHEACIIAE Z it CheckTx # BT 1T, DAL 28 R4
5 55 4 I o



8.6.2 —#4: (Consensus)

— U R N AR EBUEIRENL, AR R BUSEFRIE AT X,
RSP — LB AL IBIATFER (go-routines) KB, IXELf47 72 72 3|
HE, I EAIRES i e Hla i, CLRBEIRES . X Ee5) 4725 B4 readLoop, H
T B B 1) 7 S A B AN timeoutLoop,  FH 173 WAl it g R IS ZA:

TE—FRIRSHLIH, IR e B R O X B, B3 745 72 11 B & A fsc 2]
R =0y 2 TR S B IR A, W AT . i ST @I XEEE
BRI, X EERLE RS CinternalReqQueue) _EHEBN, Hi readLoop
TEHAT AT MK S5 5T IR A TH B o OKs PN 5B B S50 SR U T 45 0 it
b, IR AR EUHRIRSHL, B RVENETE SRR AR, BN EAIA
5ok B 0TS SRR AL T AH R BA A H

8.6.3 [X#HE (Blockchain)

[X BB S WA R FH B — B0t S B 2% BE AR AR [FP XL . a2 il 30
R 1 SR X By 8 = B, BB T &5 i A m s B X e, X Bk
HEEAE— /N X HLth (blockpool) H, FFdIE— N TAEGIFERD 2 X sk, &
ST N R X R, R Y BT EEREAT BRI

— H X Hedk [ s e R D, et A s — A — 3 I B g R

8.7 4R

Tendermint [ Go & LA N HFIH 115 S B R JEE . SRR 22
A, AR —NEMT AR & TR, B0 2V 2 ml = R A AR
W 9 TN, %SRS S TERE, HXT V2 AN F SR (18R B 5 K&k,

Chapter 9

P BN

Tendermint #¢ % 11 8—FFE HE S PRSI E RIFEE . REAR =02 —
MBS UEE A FF G RE, EIRUEZE A, i, R EERLAE B AR H R AL 7
WA R M 2% [R5 [ 5B g AR 1%, e Rl TGt AR, BATEEEAN
AL RN TR B W R 2 30 ME LAY Tendermint FIA4ERE . Birgd, £
TE R A X P R, Tendermint — B0 SEILHE A S5 m 22 41, Rl AT
PLE/MEPERESZ 22, FF H o] DR Pk & .

Tendermint ByE P PERERT LU i JUM OB 7 ST VPl . BB B 48 2 X
U], B AR ERE, URMEMEFRNZSELE. RITE
AN AR AE A BRI B Y 3SR F W R, IR AR T AR 2 M 2 E 64 11
(A
9.1 BY

AR &) S 86 fF H AEAE https://github.com/tendermint/network\_testing ]
repository K E il . AT A ML AL docker & a3 idt T, XULLRIHJIBITIE
t2.medium E¥ c3.8xlarge ZX% 1] Amazon EC2 5241 F . t2.medium A 2 4> vCPU Al 4
GB ] RAM, c3.8xlarge f3 32 /> vCPUs Fll 60 GB ] RAM . S451l 43 A £ B 5 11 A
17 MR G . A—ANRITAERILE S docker AR EREAN LN LigdT. 5



IR/ A 250 40 (—/MELHE 32 B 64 F T I A AIZE 2 G H LN FF#
P3G R AT EARI, T DAPRGE AR BRI, R A EEALE R . R, BT R
FoRZ LIRS 55 A # R 51 1 Big-Endian Zid &%k, JSTM) 16 Mri2
MERAE R G R REALAE R, SRR AR,

5 FH X 28 W A1 T B SR 4E 30 B AN G UE A 1) Tendermint RPC R 25 %8 HO V& B 11
websocket 42, FF HAE S — IREIBH 3 AC 1 X BB X B ) B 5 32 58 i
[N, A FH LA (8] o ST S 7E VA IR I 00 N iz, Jdad &2 fil 5 E 3
o R B R S AT 0, RS 2/3th B6IFE H A8 X B ) A b s 1] 4 A $R 32 s
6] o {5 FH WA 28 AT T S 2, REREEZR I, o ELA R Bl R B X He 3 B OR
T X H) it websockets, FEAS R SE .

AR E1Y) Docker 23R %5 5 8 FH Docker-machine T HiFA7T 4, 1M N 4%
MRS ER AL T — S8 T A, " RIFIH Go MFERAFYE, [FINETZ Rl L
AT Docker 7545 L IRHRAE

REANIGUEE A BB 0, DUk G0 I 25 30 1 (P TR 25

T e i LB B R 5 REAT I 256, Wi 1T i A ) Npaure = [(N - 1) / 3]
ZhH, Hod N RIRIEH RS

9.2 FMEAZEIR (Throughput and Latency)

AR T TP TR Tendermint (R LG RERTS2L, Hrh g
AL I, A RNTORMMEA . UL, T — AW
= [ TimeoutPropose (10 #0) , A HAEN ZHI W E N 1 =8P, A, Fr
A1) mempool TEENEREZEAN (FEIRZZ FASERZ HEEFREEAD
MAEBERE N ) nil N AR F285d TMSP. 1X 0] DU N —AN 350, B TF
At E R A /B8R 20 IO R I RE R B

LI IZATER/NA 2 B 2 B 64 SIS UEEA KN 2 M 128 3| 32768
BRIX R b 2 G I a2 AN eSS b BN SRS AT 16 N IX R

M 9.1 FTLLEH, Tendermint 1] LAARAALE KL —FDo0 1) X HLAE iR B Ab FRAF
BTN T, REGHRAE—INZ 5 NEEIRT . 16384 1325 HIIXHL)
KNI 4 MB, M2 58 it BB ANMERIR A 5188 20MB /s UL E, REH
B MR, 15w 1 X HOK /NI, B0IE 35 ] AR 98 vy 22 PR AD B s 1] S5 455 X B 20
Ak, il 9.2 Fros, 78RNSR PO T B SRIG R B, AR R RIS Bt AT Y
SIS AT DAS B B s ARk S T AR, AR SR FIMLES b B SR s B — B
Ae, MMHEER 7 A=RS], W 9.3 fin. BAPBAR KRS — DT HEX—%
= PR TAE

TEREJEISEIH, JEN TSRS, Jhn it TR Mg BdE . A
SEIGERFEAE RN 2 I 4 B 32 5B IESE, AS[EIF TimeoutPropose 1B, A1k
/N9 2048 A2 G X B EIEATH .

9.3 FHLHFE (Crash Failure)

R T VS —ANE 8 52 5 LR NS TR RE, B 3 P8I Negur NS0 IE 35 B AL
PR, EiE, =R EERES).

E3R 9.1 I REN, ERXNEHEE = YRR TR T K% 50%, 1M
B KK TimeoutPropose {E A BT 1877 2R . 24 °F- Y3 SE1R I [R] 3G i 21K 2 2 #i,
HRAE T 1 FP, ZEIRATREEA 10 B 20 B, (HAE—MEW T, EEis 70 5.



RAT R REAZ O 18] (1 5202 RN € (14, 3 AT RE 2 B AR Rh AR o (14 238 14 AT g
k. ¥ TimeoutPropose &R I AN 5 A fE 2 B IR R Bl i B 35 1) W] BEAE
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Figure 9.1: Latency-throughput trade-off. Larger blocks incur diminish-
ing returns in transaction throughput, with an ultimate capacity at around
10,000 txs/s
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Figure 9.2: Single datacenter. When messages don’t need to cross the pub-
lic Internet, Tendermint is capable of tens of thousands of transactions per
second.
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Figure 9.3: Large machines. With 32 vCPU and 60 GB of RAM, transaction

throughput increases linearly with block-size, relieving the capacity limits
found on smaller machines.



TimeoutPropose | Min | Max | Mean | Median | 957 % — ile
500 434 | 15318 | 2179 | 1102 5575
1000 516 | 18149 | 2180 | 1046 5677
2000 473 | 15067 | 2044 | 1049 5479
3000 428 [ 9964 | 2005 | 1096 5502
(a) 4 Validators
TimeoutPropose | Min | Max Mean | Median | 95" % — ile
500 618 | 126481 | 2679 | 990 5589
1000 570 | 9832 1763 | 962 5835
2000 594 | 8869 16568 | 968 5481
3000 535 | 10101 | 1633 | 959 5485

(b) 8 Validators
TimeoutPropose | Min | Max | Mean | Median | 957 % — ile

500 782 | 21354 | 1977 | 1001 5930
1000 758 | 12659 | 1761 | 981 o642
2000 7oLl | 21285 | 2041 | 1005 6872
3000 719 | 72406 | 2395 | 991 5987

(¢) 16 Validators
TimeoutPropose | Min | Max | Mean | Median | 957 % — ile

500 760 | 24692 | 2591 | 1087 14025
1000 755 | 19696 | 2328 | 1119 9321
2000 852 | 21044 | 2178 | 1141 6514
3000 763 | 25587 | 2289 | 1119 6707

(d) 32 Validators

Table 9.1: Crash-fault latency statistics. Every three seconds, a random
selection of Ny validators were crashed, and restarted three seconds later.
This crash-restart procedure continued for 200 blocks. Each table reports
the minimum, maximum, average, median, and 95" percentile of the block
latencies, for varying values of the TimeoutPropose parameter.

9.4 FHNLMZZEIR (Random Network Delay)

ATREVH R T-FF o BEAT B 285 7 20 1) 3 — o =X 1 e 2 A2 B IR s RN 5N
WX 28 I T NBENLAEIR . 7EIXANSEIG Y, FERRAN 25 1B 5 U 5 N Z 1,
Neaure TE0IE BEAR X 280, Horb X #3524 hi#E (0, 30000 F. MF 9.2 7]
DLEH, IR SEMURRE ISR, R TimeoutPropose M3 IIA #H R HIRL
R, BT HERERIEEEAEE, FrLl/s TimeoutPropose 1H AJ LA 0 ¥V HRIHE b
BRI R I UE ST o WIS BT 30U #52 2 P 28 JEIR R 52, RO AN A Jo s
FIgIEE B, % KH TimeoutPropose {HZ /D 1EIR, F H S SIRMLE LK
B TSR 2R IR () 7H 2.

9.5 FE5EEHE (Byzantine Failures)

Wt P AE ST DUK B B AR ) FE o5 R R E RS AL

s PRI (conflicting proposals) : TEFEIES, FE 4 ERUEE SZFZ M
R B FE P, HM LTSS PR RS, DA L 82 0 45 p 4 e 2

« T nil #%ZE (nonilvotes) : — M HEIUEE MAZEE —A nil 5.

o BB Gsign every proposal) = — H—NHE N EAEEF B — kg
W, EHNEANEE BRI — AP R — A PR AL



ZE ERTIR, XEeAT BRI & TS R A . AR, TETERE, XFRT
NE BRI G RL el — R E S0 BRI
IFE 7 B2 B 2 HE B 20 AR 1 T AR

MK 9.3 TTLLEH, REBIEN TR REOF 2 K907 AR R FE & RE i
f%, {H 2, Tendermint {3PAMRFFE S ATUHAMIREIR . T X e slle S5 70 0ok,
Fit LAYE TimeoutPropose ¥ SEFr I S2MH o 14 BE 1 2 Bl 25 56 K 156 R 2 1 VH 2%,
X ] B A2 AL FE (5 RE AR T AR VR S R

TimeoutPropose | Min | Max | Mean | Median | 95% % — ile
1000 873 | 2796 | 1437 | 1036 2627
2000 831 | 4549 | 1843 | 1180 4036
3000 921 | 5782 | 2273 | 1251 5491
4000 967 | 6875 | 2700 | 1413 6781

(a) 4 Validators

TimeoutPropose | Min | Max | Mean | Median | 95" % — ile
1000 870 | 2840 | 1449 | 1040 2786

2000 957 | 4268 | 1848 | 1076 4148

3000 859 | 5724 | 2156 | 1100 5649

4000 897 | 11859 | 3055 | 1093 11805

(b) 8 Validators

TimeoutPropose | Min | Max | Mean | Median | 95" % — ile
1000 914 | 5595 | 1821 | 1135 5466
2000 950 | 7782 | 2490 | 1165 7650
3000 978 | 10305 | 3049 | 1163 9890
4000 1018 | 6890 | 2808 | 1174 6813

(e) 16 Validators
TimeoutPropose | Min | Max | Mean | Median | 95" % — ile

1000 1202 | 8562 | 2219 | 1349 5733
2000 1196 | 7878 | 2549 | 1365 7579
3000 1164 | 10082 | 3003 | 1382 9805
4000 1223 | 17571 | 3696 | 1392 12014

(d) 32 Validators

Table 9.2: Random delay latency statistics. Ny validators were set to
inject a random delay before every read and write, where the delay time was
chosen uniformly on (0, 3000) milliseconds.

9.6 FHKITAE

ARz E R @A, HILUE R PBFT SC PP RE I AR N
HoneyBadgerBFT [T IIBHAL BFT pil s fEFLE5 KA, PBFT ZEDYAN T s s il 1
AT 15000 K 5, HEE T A BN MM 2R BT, m
HoneyBadgerBFT &fF) KAEIAE] 10000 31| 15000 K32 5. #RI1M, HoneyBadgerBFT
X IEIR E w8 %, TR/ 8, 16 Fl 32 [EGIE 284, H4%iT 10 #b, Xt
T RIS IE AR SRR H 2 Al RE T K.

Jepsen I FE—E LB — N F L T E, el B2 Fhor 20 1 R 2% 43 X
KRB 2 ) — EMERIE . Jepsen i Tendermint 5& B 25 R R — 14 A
M BRI TAE
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H1{E & 1 Jae Kwon 4 5[] Tendermint ) SEEL 52 HLZE 70 A 7E 4 BRYG R N L 2%
FHIZ 2 64 N A EIRR TR ETENA Y, IR EEAE 12 2 BEREIN.
XL H AR T S H5e 7y, JUHORAE X HEER B ARES, filan, thirmpy b
ST 7 2EA2 5o bAh, AT SEEUAUE B B It b . 3 BB IR AT R ) B
G RE R AR G, B RN I s R EF DT 1000 MAZ S o

TimeoutPropose | Min | Max | Mecan | Median | 95% % — ile

1000 868 | 3888 [ 1450 | 1086 3320
2000 929 | 4375 | 1786 | 1272 4166
3000 881 | 4363 | 1224 | 1099 1680
4000 824 | 8256 | 1693 | 1272 2607

(a) 4 Validators
TimeoutPropose | Min | Max | Mean | Median | 95% % — ile

1000 771 | 3445 | 1472 | 916 3288
2000 731 | 3661 | 1426 | 902 3339
3000 835 | 6402 | 1912 | 962 6155
4000 811 | 4462 | 1512 | 964 3592

(b) 8 Validators

TimeoutPropose | Min | Max | Mean | Median | 95" % — ile
1000 877 | 15930 | 2086 | 1024 5844
2000 808 | 5737 1580 | 1027 4155
3000 919 | 10533 | 1801 | 1110 4174
4000 915 | 5589 | 1745 | 1095 4181

(c) 16 Validators

TimeoutPropose | Min | Max | Mean | Median | 957 % — ile
1000 1594 | 11730 | 2680 | 1854 5016

2000 1496 | 17801 | 3430 | 1874 11730

3000 1504 | 15963 | 3280 | 1736 9569

4000 1490 | 24836 | 3940 | 1773 12866

(d) 32 Validators

Table 9.3: Byzantine-fault latency statistics. Byzantine validators propose
conflicting blocks and vote on any proposal as soon as they see it. Each table
reports the minimum, maximum, average, median, and 95" percentile of the
block latencies, for varying values of the TimeoutPropose parameter.
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10.1.5 A2 ZAL¥E (Transaction Processing)
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Grey IS/ 4H T HABIACKEE FE & MU, A% (Atomicity)  —EU4:
(Consistency)  B#EES 4 (lsolation) FIREAME (Durability) HIJEIN, #2555



(transaction) ME&—H o MfdE, LN TERPATITIESS 2 H Sl 5 200
F b DUAE WAEZE 2 AT I 4 A2 A 15 v Pk =T 4 11 write-ahead-logs

A AR FE R B, XM T A —EUEm TR SR T — &
HICLR T 4248 (atomic commit) HIHEE AL IEHEEE R T, Ehs
AN LA E 77 & X kg8 B
(two-phase-commit), LS & I AE X & AR, = [ Be#2 52 (three-phase-commit)

P B PSS AN = o B AR S SRR R AE R P e B AR, 7E 8 L n] DURS I 21 5
WL, FER PRI REAE AP B4 5 3
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10.2.3 JR#ESE (Partial Synchrony)
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