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(a) The checkpoint tree. The dashed line represents 100 blocks between the checkpoints, which are repre-
sented by rounded rectangles. The root of the tree is denoted ™.
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' hud
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(b} The height function (c) The justified chain r =+ by =+ bz = by

Figure 1: Nlustrating a checkpoint tree, the height function, and a justified chain within the checkpoint tree.

Notation Description

s the hash of any justified checkpoint (the “source”

t any checkpoint hash that is a descendent of s (the “target”)
h(s) the height of checkpoint s in the checkpoint tree

h(¢) the height of checkpoint ¢ in the checkpoint tree

S signature of (s, ¢, h(s),h(t)) from the validator v’s private key

Table 1: The schematic of a single VOTE message denoted (v, s, %, h(s), h(?)).
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AN INDIVIDUAL VALIDATOR v MUST NOT PUBLISH TWO DISTINCT VOTES,
(v,s1,t1,h(s1),h(t1)) AND (v, s2,t2,h(s2),h(t2)) ,
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OR Equivalently, a validator must not publish two distinct votes for the same target height.

1L h(sl) < h(Sg) < h(tg) < h(tl).
Equivalently, a validator must not vote within the span of its other votes.

Figure 2: The two Casper Commandments. Any validator who violates either of these commandments gets
their deposit slashed.
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Figure 3: Figure for Theorem 1 (Accountable Safety).
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Figure 4: Attack from dynamic validator sets. Without the validator set stitching mechanism, it’s possible
for two conflicting checkpoints ¢ and ¢’ to both be finalized without any validator getting slashed. In this case
c and ¢’ are the same height thus violating commandment I, but because the validator sets finalizing ¢ and ¢’
are disjoint, no one gets slashed.
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Figure 5: The long range attack. As long as a client gains complete knowledge of the justified chain at a
regular interval, it will not be susceptible to a long range attack.
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Figure 6: Inactivity leak. The checkpoint on the left can be finalized immediately. The checkpoint on the
right can be finalized after some time, once oftline validator deposits sufficiently deplete.
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